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Summary

This document contains is the first deliverable of Work package 1 of the FT-EA project, sponsored by the European Commission under IST-2001-38930. The aim of the project is to research the application of Fault Tolerance techniques to combat electrical problems in Very Deep Sub-Micron semi-conductor designs. 

This research has led to a publication, which is accepted for presentation on the International On-Line Test Symposium in Kos, Greece, in July 2003. This symposium brings together the key European players in the field of fault tolerant design and on-line test. This conference will be one of the main channels for this EU-subsidized project to share knowledge with other European research institutes and industry. 

Based on this publication, we have the intention to publish a journal article with a more in-depth discussion of the electrical aspects of a fault-tolerant bus. A first draft of this article is included as an appendix. 
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Power Consumption of Fault Tolerant Codes:
the Active Elements

D. Rosst, V.E.S. van DijK, R.P. Kleihorst, A.K. Nieuwland, C. Metr&
* DEIS, University of Bologna, Viale Risorgimento 2, 40136, Bologna, Italy
f Philips Research Laboratories, Prof. Holstlaan 4, 5656 AA Eindhoven, The Netherlands

Abstract

On-chip global interconnections in very deep submicron
technology (VDSM) ICs are becoming more sensitive and
prone to errors caused by power supply noise, crosstalk
noise, delay variations and transient faults. Error correct-
ing codes can be employed in order to provide signal trans-
mission with the necessary data integrity. We compared
Dual Rail encoding versus Hamming with respect to power
consumption of the bus wires themselves (passive capac-
ity model) [13]. In this paper we analyze the contribu-
tion of the active elements of both coding schemes. We first
present a detailed analysis of the power consumption of an
encoded bus, taking into account the bus wires (with mu-
tual capacitances, drivers, repeaters and receivers), as well
as the encoding/decoding circuitry. Then we compare the
two considered coding technique with respect to the power
consumption, and we show how different tradeoffs can be
achieved. Our analysis is based on a realistic bus structure,
implemented in a 0.13um CMOS technology.

1 Introduction

As technology scales to very deep submicrgbgM),

wires can be first concurrently revealed using a specific de-
tector [6, 9, 2, 7], and then masked by data retransmission
to achieve fault tolerance. Besides these approaches, either
error detecting codes followed by proper recovery, or error
correcting codes, which provide on-line correction and do
not require retransmission, can be implemented [4, 13].

Another big issue of modern electronic systems is power
consumption, both in logic and bus wires. In fact, as the op-
erating frequency increases, the power dissipation increases
as well. Consequently, a power-efficient design requires a
low power dissipation in all parts of the design [3]. Several
techniques have been proposed to reduce power consump-
tion during bus transmission. They mainly rely on min-
imization of bus activity [11, 16], or on the reduction of
the number of opposite transitions between adjacent wires
[15, 14].

Trading off reliability and power consumption is a very
challenging issue for the design and test community. This
goal can be achieved by adopting a low swing signaling
technique. For example, in [4], trade offs between energy
efficiency and fault tolerance capability, provided by error
detecting/correcting codes, have been investigated. These
techniques rely on the observation that, once provided bus
communication with an error correction ability (achieved
by implementing either error correcting codes or error de-
tecting codes followed by retransmission), sufficient signal

noise affecting bus wires is becoming one of the major con- integrity can still be provided although low swing signal-
density, reduced node capacitances, power supply and noisgne apility of an error detecting/correcting code to be “in-

margins, as well as the process parameter variations andyrinsically” low power because of the characteristic of its
the continuous increase in operating frequencies, make ICscqdespace.

more sensitive and prone to transient faults, crosstalk noise

and delay variations [1, 8].

In [13] we presented an analysis of power consumption
in Hamming codes, the most widely employed class of error

To guarantee an adequate signal integrity during on-chip correcting codes [12, 10, 5]. We showed that, by choosing
communication, a fault tolerant bus can be adopted. In among all possible Hamming codes with the same correc-

fact, for on-chip global interconnections, the reliability is-

tion capability, no power optimization was possible. We

sue can be addressed by implementing techniques based ofen proposed a coding technique, that we cdlleal Rail,

on-line testing and diagnosis, followed by proper fault re- \yhich, combined with a proper bus layout, allows a signifi-
covery. For instance, an error due to noise affecting the bus cgnt power reduction with respect to Hamming codes.

*This work is supported by the European Commision under IST-2001-

38930 (FTEA)

In this paper we propose a detailed analysis on power
consumption for both coding techniques (Hamming and





Dual Rail) considering also the active elements, i.e., the § = Cgor/CBormin, WhereCgormi, iS the minimum
buffers within the bus and thendec circuitry (i.e., the en- value of the bottom capacitance, reached when the spac-
coding and decoding circuitry). In fact, when the power ing between adjacent wires is minimum. Fol&etal2 —
consumption due to bus wires is reduced ( for instance, us- Substrate shielded bus, implemented using(0al3um

ing a suitable bus layout and/or the selecting a proper set of CMOS technology, considering the minimum spacing be-
wire transitions), the power consumption due to the active tween wires, the following values are obtained:= 7.3,
elements of an encoded bus turns out to play an importanty = 8.3 andd = 1. The power consumption during bus
role, giving a significant contribution to the total power dis- activity, considering only the bus wires, can be expressed
sipation. as:

This paper is organized as follows. In Section 2 we first )
introduce the considered bus model, then we show how to Pwire = {0.25[(n—2)6+27]+0.5(n=1)A}CroTminViaf,
compute the power consumption of an encoded bus (includ- . 1)
ing buffers), and how to optimize the inter-wire spacing in Wheren, Vs and f are the number of bus wires, voltage
order to reduce the power consumption during bus activity. SUPPly and frequency, respectively. The terms 0.25 and 0.5
In Section 3, we introduce the codec schemes for both the represent the effective switching activity 4) for the wire
considered codes. In Section 4, we present a detailed the-00ttom and mutual capacitances, respectively [13]. .
oretical analysis of the power consumption due to both the A general correction scheme for a fault-tolerant bus is
codec circuits. Simulation results and their comparisonwith Shown in Figure 2. Thé: information bits (o . .. dj, 1)
the theoretical calculations are reported in Section 5, while &€ given to an encodefj which calculateg check bits

some conclusions are drawn in Section 6. (co---cp—1). Allthe n = k + p bits, which form acode-

word, are transmitted on the bus. At the receiving end, the

2 Bus Model and Power Consumption for the dgcoder D) checks if an error occurred durl_ng transmis-
sion and generatdserror bits ¢ . .. ex_1), which allows

Considered Encoded Bus the corrector ) to perform the right correction.

In VDSM technology, the lumped wire model is not re- Bus
alistic to compute the power consumption on the bus during
system’s normal activity, because this model does not take 3
into account any mutual effect between adjacent wires. o

A good wire model, which does take mutual capaci-
tances into account, is reported in [13]. This model is shown
in Figure 1, whereC's(F/m?) is the contribution of the
wire to the bottom parallel plat€/r g (F/m) is the contri- " Encoder
bution of the wire edge to the bottom (the fringing field) and E
Crc(F/m) is the wire to wire lateral component.

[ Gl e i el Figure 2. Schematic representation of a bus
% }j T T}j T E{}j T T ﬂ encoding/decoding scheme.
~ T Fefe o Fele Tlfel
SRS In order to reduce the power consumption within an en-
1 coded bus, we proposed a new coding technique, called

’ Dual Rail. Our proposed code consists of adding- 1
check bits ¢ ...c;) to the original & information bits
(dg - ..dr—1). In particular, the check bitg, ...c;_; are
copies of the information bits, while, represents the data
parity bit. Consequently, if the bits carrying the informa-

In [13] we presented a model to compute the power con- tion and the respective copies are sent throughout adjacent
sumption of bus wires during bus activity. We showed that wires, the respective mutual capacitances never need to be
combining theDual Rail approach with a proper bus lay- charged. ThusDual Rail allows us to reduce the number
out, based on an intelligent spacing between adjacent wires,of mutual capacitances to be charged during bus activity. In
a consistent power reduction was possible with respect to fact, even though the number of bus wires increases with
the Hamming case. respect to the Hamming case, the smaller number of mutual

Let us now define the following normalized parame- capacitances which must be charged, together withirthe
ters: A = Cgc/CBoTmin, ¥ = Cpor/CBOTMin and telligent spacing, leads to a power consumption reduction

4

Corrector ¢

C

@ |& &1

— .| Decoder

. D

Figure 1. Parasitic capacitances of a 3 wire
bus above substrate.





[13]. The Hamming encoder (shown in Figure 3(a)) has more,
In order to reduce the propagation delay and to mini- but smaller, trees that are fixed to the selected inputs deter-
mize the effect of crosstalk in the delay uncertainty, we have mined by the code construction matrix. In fact, all the par-
considered a bus model in which the wires are divided into ity bits (¢, c1, ¢2) need to be computed from the data. In
shorter sections by the introduction of repeaters. In par- the decoder, the same parities are constructed from the in-
ticular, we have considered1@mm bus line divided into coming data signals and compared to the received parities,
five parts, eacl2mm long, by usingd repeaters. All the generating the error syndrome veci@, s1,s2)”. The
repeaters have the same output impedance as the driverssyndrome is then decoded, in order to localize the possi-
while the receiver at the end of a line is significantly weaker. ble faulty bit (datum or parity), by the 3 input AND gates,
Typically, the power dissipated by a buffer consists which provide the binary index of the dataline or parity line
of two components: input power dissipation and internal in error. After binary one-shot decoding (usually only the
power dissipation. The input power dissipation is the power dataline error signals are decoded), the respective error cor-
dissipated because of the input capacitance of the gate. Ofrection XOR at the output is stimulated to flip the erroneous
course, the current is actually provided by the preceding signal or to be transparent for correct signals.
gate. The internal power dissipation is due to the internal
parasitic capacitances and the short circuit current. How- w____
ever, in a well-designed buffer, the short circuit dissipa-
tion is generally small. Instead, the internal power dissi-
pation can be up to th&0% of the total power dissipation
of the bus. Therefore, to compute the power consumption of ¢
the bus wires, we need to consider also the active elements i

(drivers, repeaters and receivers) of the bus. k%l
The total power consumption of the active elements -

sl
(drivers, receivers and repeaters) of one wire is: i§> 53 @ \ ] W 5

Pactive = 5(Pinp,d7' +Pint,dr) + (Pinp,rec +Pint,rec): (2)

BUS

di

where P;,,,, 4, is the input power dissipation of the driver @
and 4 repeaterd?;,,; 4» is the internal power dissipation of BUS
the driver/repeater. Similarly, we then have to consider the “
contribution of the receiver.

mux

do

di mux

di

3 Proposed Hardware Scheme for Encoder
and Decoder @

Figure 3 shows the physical structures of the decoder and *
encoder circuits for the Hamming (a) and Dual Rail (b) ap-
proaches. Thd®ual Rail encoder has one data-wide par-
ity tree connected to every input and build-up with XOR
gates. In fact, only the parity bit, has to be computed,
sincecy . - . c3 are a copy of the corresponding data values. (b)

In the decodeual Rail recomputes the parity of the data

signals, compares it with the received parity and switches  Figure 3. Encoder and decoder for (a) a 4 bit
the multiplexers at the output to the copy signal if the com- Hamming and (b) a Dual Rail system.

puted and received parity differ from each other.

To verify the correctness of our proposed scheme, let us
analyze all possible cases. If no error occurs or if a fault
affects one of the check bitg . .. c3, we haves; = 0 and

4 Energy consumption in Encoders and De-

the datad, . . . ds are correctly transferred to the outputs of coders: Hamming versus Dual Rail
the multiplexers. In the case of an error involving a data bit
or the check bity, itis s = 1, and the multiplexers outputs The error correcting encoders and decoders consume en-

are set to the values of the copy bits. . . c3, which are ergy even in the error-free case by simply passing the data
correct. Hence, the proposéi’C circuit always behaves  and checking the parities. Although the circuits for the
properly in the case of single bit errors. Hamming andual Rail code are similar in structure, they





differin number of gates, because of the different number of (k = k,,4,) bit the cost is 4 inputs. The total number of
parity signals. In this section we analyze the structures and XORs needed to build those trees equates to:

derive the energy consumption for the error free case in a
semi-theoretical way annotating with numbers for the most (6)
recent IC technologies. We do not consider the case where | addition to the parity decoder tree, the Hamming de-

the signal is influenced by errors, because we are still at the coder consumes energy in theerror correction gates. All
assumption that an error will seldomly occur, and therefore gates have an activity af0% based on data sessions for
it will not have any significant influence on the global power maximum information throughput. The XOR gates of the
consumption. The physical structures of these circuits are gecoder that compare the computed parities with the re-
translated into basic gate equivalents with listed switching cejved parities are inactive for error-free transmissions, as
power consumption weighted by their activity for a maxi- vell as the syndrome one-shot decoders. Because for typ-
mum information rate on the input bus. ical applications power consumption is mainly dictated by
Looking only at the error-free case and ignoring decoder the error-free case, we do not take the inactive gates in ac-
glitches, (induced by differences in the delay of the data, count.
copy and parity signals), we can deduct that only the XOR  We define the power consumption of switching a basic
gates in both parity trees and part of the switching multi- gate equivalent (a 2-input NAND) driving two similar gates,
plexers are active. asEquivalent Gate Power, EGP. It is worth noticing that we
For ak bit Dual Rail (DR) encoder the active gates are defined this normalization factor in order to obtain results
k — 1 XORs. In the DR decoder, the active gates/are 1 independent from the technology, and to more easily com-
XORs for the parity tree, and the multiplexer box. The pare the achieved results. The 2-input AND and OR gates
switching of the outputs of these gates due to normal data are seen as gate equivalents, while the XOR gates are seen
transitions will be part of the energy consumption of the as 2 basic gate equivalents, thus consuming twice as much,

#XORs= #inputgk) — p.

decoder. With maximum information rates, these various
gates in the complete codec have a switching activity of
50%.

The number of active gates for a Hamming setup is less

straightforward to express. Hamming codes have to obey

the following relationship between the number of parijies
and the number of databiks

p = [logy{p + k + 1}]. ®3)
Typically Hamming codes are designed for minimal rate
overhead, which equates to minimum parity ag.ifp,. =
2P — p — 1. However, we will derive the active gate count
for any code withk data bits angh parity bits.

The total number of inputs to the parity trees, as em-
ployed for both the encoder and decoder fodata bits,
follows a recursive function:

#inputgk) = #inputgk — 1) + #costk), (4)
where #cogt:) indicates the cost (number of additional in-
puts) by increasing the code frotn- 1 to k£ data bits. This
cost depends on whetkeis in relation tol andk,, ... This

set is arranged in several groups and the value of #epst
is equal to the groupnumbetrthatk is in:

g9
p p
(1) =+<5 (1),
)
For instance, for bits 1 to 6 of a 4 parity Hamming code,

the cost of each of them is 2 additional inputs on the trees.
For bits 7 to 10, the cost is 3 inputs, and for the final 11th

g—1
#costk) = g, when Z

=2

2EGP. Multiplexers consumé.5 EGP.

Table 1. Power consumption of the encoders,
decoders and correctors, expressed in EXOR
power consumption.

Type encoder decoder correction
Ham.| Eg. (6)-Pxor | EQ.(6)-Pxor | k- Pxor
DR (k—1)-Pxor | (k—1) - Pxor | k- Pyux

The energy consumption of the Hamming corrector is
the25% higher than that of the dual rail corrector, because
the Hamming corrector is build from XOR gates which con-
sume more than the dual rail’s multiplexer.

To compare the energy consumption df gype DR and
k type Hamming system, we first look at the energy con-
sumption of the decoder and encoder part reported in Ta-
ble 1.

The power consumption of both encoders and decoders,
expressed iEG P, for some (small) values df, is repre-
sented in Figure 4(a) and (b), respectively.

As we have already seen, for largethe Hamming en-
coders and decoders have more active gates thabuhle
Rail encoders and decoders, thus consuming significantly
more energy than the comparableal Rail solutions.

5 Experimental Results and Comparison
with Theoretical Results

Throughout this paper, we mainly focussed on a mathe-
matical approach for power consumption in Hamming and
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Figure 4. Power consumption for both encoders (a) and for both decoders (b).

Dual-Rail busses. In this section we present the experimen-power dissipation.

tal results and compare them with the mathematical figures.  From the experiments, we see that the theoretical model
The experimental figures are obtained from simulations per- for both encoders is in accordance with the numbers that
formed by means of HSpice. In our simulation file we in- we derived from practical network simulations. For the de-
cluded a distributed®C-model for the wires but, compared  coders, the theoretical models do not match. This is because
to [13], we also took all active elements into account (en- of glitches in the decoder XOR trees, due to differences in

coder, decoder, drivers, repeaters, receivers). the delays of the arriving data signals and parities. It should
Our distributedRC-model incorporates both bottom and  be noted that these glitches cause not only more (unmod-
mutual capacitances. We built a 9-wire distribut@d’- eled) transitions in the XOR trees, but also make the error-
model for the Hamming bus and an 11-wire distribuf&d- correcting circuits be activated for very short periods. This
model for the Dual-Rail bus. The outer wires of both mod- means that, for the Hamming decoder, also the multiport
els are shield wires. syndrome decoders and the parity comparison XORs are

We simulated all possible transitions between all possi- active. These were not considered in our theoretical mod-
ble codewords in one simulation run, and listed the obtained eling. Modeling of these effects is also not that feasible
power figures in Table 2, expressedAid7 P. In our simu- because of the inherent complex and data-dependent behav-
lations we varied the total footprint (expressed in number ior of glitches in networks. As for the bus wires, it can be
of minimum wire pitches), and in particular we simulated seen that our model correctly predicts the power consump-
each bus fo#'P11, FP13 andF P16, where inF' P13 and tion, being the discrepancy between simulation and model-
FP16 we used intelligent wire spacing for thual Rail ing less than th@0% for all the three considered cases.
bus. In the previous table we have compared experimental

A footprint of 16 wire pitches was expected to be the op- and theoretical results obtained for a bus with only 4 in-
timum for the proposed power reduction technique. With formation bits. Since our model has shown a good accuracy
respect to [13], the introduction of repeaters in the bus en- in predicting the power consumption of an encoded bus im-
ables us to do simulations using a clock spee¢D6f\/ H . plementing either Hamming code Dual Rail code, it can
This clock speed is feasible even at the lowest footprints be employed in order to compare encoded bus with larger
(highest capacitances and thus slowest busses) with suffi-original wordsizes.

cient timing margin. The bus length imm, with re- In Figure 5, we show the values for the modeled power
peaters evergmm. All capacitances and resistances used consumption (expressed G P) for several values of the
in the simulations are taken from a bus lying Nfetal2 wordsize of the original dataj, considering only the bus
above substrate if.13m CMOS technology. wires, buffered (a) and unbuffered (b). It can be noticed

In Table 2 we present the obtained power figures from that, in the buffered case, fér > 13, the Hamming curve
both simulations and theoretical estimations. All figures are is always under th®ual Rail one. This means that, as the
expressed ilEGP (we define ondZG P as the dissipation information length increases, the increase of power due to
of a2-inputNV AN D driving two 2-inputN AN Ds) in order the larger number of wires and buffers required byDoal
to quickly see the ratios between bus, encoder and decoderRail technique is not balanced by the power saved by re-





Table 2. Power consumption according to simulation and theoretical model for Hamming and Dual

Rail codes at footprints 11, 13 and 16 minimum wire pitches wide (minimum wire pitch =041pymin a
0.13um CMOS process).
Footprint Hamming bus Dual Rail bus (int. sp) Difference

M2-SUB || Enc | Bus | Dec | Tot || Enc | Bus [ Dec | Tot [ (DR-H)/DR
FP11(sim.)]] 6.0 [ 331 [ 14.7[ 352 [ 42 [ 373] 95 [ 387 [ +10.1%
FP11(calc)[| 6.0 [ 321 8 [335] 4.0 | 343[ 6.0 | 353 +5.2%
FP13(sim)[[ 6.0 [ 281 [ 139[ 301 [ 4.2 [ 276 [ 85 | 288 -4.2%
FP13(calc)|| 6.0 [ 270 | 8.0 [ 284 | 4.0 | 254 | 6.0 | 264 -7.4%
FP16(sim)[[ 5.9 [ 241 [ 133[ 261 ] 42 ] 223] 6.9 [ 234 -102%
FP16(calc)[| 6.0 [ 229 8 [243[ 40 206] 6.0 [216] -12.6%
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Figure 5. Power consumption of bus wires only: buffered (a) and unbuffered (b).

ducing the number of lateral coupling capacitances to be Hamming for a wordsize of original dat&)(lower than 20,
charged. In this regard, it is worth noticing that the total with a difference of about0 EGP for k = 8 and12 EGP
codeword lengtln (wheren = k + p) increases linearly  for £ = 16. It is worth noticing that, considering also the
with & in the Dual Rail, while for Hamming it increases  codec circuits, the break-even point between the two cod-
as [log=2k]. On the contrary, in the unbuffered case (Fig- ing techniques shift on the right with respect to the case in
ure 5b), the power consumption of the bus Bwal Rail which only the (buffered) bus wires are considered.
is always lower than that for Hamming, for the considered ] N )
codeword lengths. In this case, the reduction of mutual ca-  AS for the case of unbuffered bus wires, it is worth notic-
pacitances to be charged allowed byal Rail produces a ing thatDual Ral_l consumes less thfan Hammlng for all the
power reduction greater than the extra power required by valugs of wordsme of original datg in the con3|dereq range.
the larger number of wires, and hence bottom capacitances, N this case, in fact, together with the power savings al-
with respect to Hamming. As the difference betwéeral lowed by theDual Rail codec with respect to that of the
Rail and Hamming decreases with the increase of the word- Hamming, the power reduction within the bus provided by
size of the original data, we can expect Hamming is prefer- the Dual Rail must be taken mtolaccount. Consequ_ently,
able for longer codewords. for shorter busses, as they require less buffergl Rail
becomes more attractive than Hamming. Moreover, if we
Now, let us analyze the total power consumption consid- want to correct more than one error, a segmented bus can
ering also the codec circuitry of the two coding techniques, be considered. The bus is split up into smaller busses (seg-
as shown in Figure 6 for buffered (a) and unbuffered (b) bus ments), each one implementing the chosen error correcting
wires. It can be seen that, in the case with buffered wires, code. For instance, if 4 data bit-wide segments are consid-
the power dissipation obual Rail is lower than that of ered, the results shown in Table 2 still hold, and a power sav-
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Figure 6. Total power consumption with buffered (a) and unbuffered (b) bus wires.

more thanl0% can be provided bfpual Rail, with re-

spect to Hamming, independently of the original buswidth.

6

In this paper we have presented a model developed to
predict the power consumption within an encoded bus. In

Conclusion

particular, busses implementing bditwal Rail and Ham-
ming codes have been considered and compared to each [9]

oth

er from the power consumption point of view. Our pro-

[6]

[7]

(8]

posed model has been validated for a small bus by means of

electrical simulations. We have then applied the model to
cases with larger codeword lengths. We have shown that [11
various tradeoffs can be achieved for different codeword
lengths and bus model (buffered or unbuffered). For in-

(10]

stance, if a segmented bus is implemented, with each seg-[12]

me

sumes less power than Hamming at the same footprint, for

nt 4 or 8 bit-wide, our results predict tHamal Rail con-

all the values of the wordsize of the original data.
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Abstract

On-chip interconnections in very deep submicron technology (VDSM) are becoming more sen-
sitive and prone to errors caused by power supply noise, crosstalks, delay variations and transient
faults. Error correcting codes can be employed in order to provide signal transmission with the
necessary data integrity. In this paper, we address the problem of devising the error correcting
code which, if used to encode the information on a very deep submicron bus, allows to achieve
fault-tolerance with the minimal impact on bus power consumption. In particular, we take into
account both the bus wires (with mutual capacitances, drivers, repeaters and receivers) and the
encoding/decoding circuitry. We first present a detailed analysis of the power dissipation in deep
submicron fault-tolerant busses using Hamming single error correcting codes. We show that no
power saving is possible by choosing among different optimal Hamming codes with the same re-
dundancy. We then propose a novel scheme, called Dual Rail, which, combined with a proper bus
layout, provides a reduction of the energy consumption. In particular, we show how the different
contributors, that is passive elements of the bus (wire bottom and mutual capacitances), active
elements of the bus (buffers) and error correcting circuits, influence the total power consumption,
and how different tradeoffs can be achieved. Our analyzes have been performed considering a

*Work supported by the European Commission under IST-2001-38930 (FTEA)
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realistic bus structure, implemented in a 0.13m CMOS technology.

1 Introduction

Very deep submicron technology (VDSM) poses many challenges to the design and test com-
munity, mainly due to the increased integration density, reduced node capacitances, power supply
and noise margins of VDSM chips. Future ICs will consequently be more sensitive and prone to
delay variations, crosstalk noise, EMC and transient faults [1].

In the case of synchronous systems, if such faults affect bus lines to be sampled by flips-flops
(F'F's), depending on their duration and instant of activation with respect td'thesampling
instant and setup/hold times, incorrect data may be sampled and propagated throughout the whole
system, thus compromising its correct operation. To avoid this condition and to guarantee signal
integrity of the on-chip communication, a fault tolerant bus can be adopted. This could be achieved
by implementing techniques based on on-line testing and diagnosis, followed by proper fault
recovery. For instance, an error due to noise affecting the bus wires can be first concurrently
revealed, using specific detectors of the kind proposed in [9, 11, 2, 10], then masked by data
retransmission. Alternatively, error correcting codes can be adopted which, providing on-line
correction, do not require data retransmission [6, 15].

Among all existing error correcting codes, the Hamming ones (which are optimal in the number
of parities, as they requirgog, k| + 1 check bits fork information bits) are a widely employed
class of single error correcting codeésHC') [14, 12, 8].

Another relevant issue for modern electronic systems is power consumption, both in logic and
on-chip busses. In fact, as the operating frequency increases, the dynamic power dissipation
increases as well. Consequently, a power-efficient design requires a low power dissipation in all
parts of the design [4].

Several techniques have been proposed to reduce power consumption during bus transmission.
They mainly rely on minimizing the bus activity [13, 19] and are based on a simple capacitive
wire model, considering only the bottom capacitance (lumped wire model), without taking into
account any mutual effect. If for previous technologies this model fitted well the bus structure,
for present (and future) technologies it does not give a realistic description. In fact, the adoption
of deep-submicron technologies has led to wires relatively higher and closer to each other. Con-
sequently the wires’ mutual capacitance has increased and has become the main contributor to
energy consumption during transition. Because of the increasing influence of the mutual capac-
itance between bus wires, merely reducing the transition activity on the bus may not always be
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the best approach to minimize power consumption. For instance, it has been recently proven that
better results can be achieved minimizing the number of opposite transitions of adjacent wires
[18, 17].

Trading off reliability and power consumption is a very challenging issue for the design and test
community. This goal can be achieved by adopting a low signaling technique. For example, in
[6], trade offs between energy efficiency and fault tolerance capability, provided by error detect-
ing/correcting codes, have been investigated. These techniques rely on the observation that, once
provided the bus communication with an error correction ability (achieved implementing either
error correcting codes or error detecting codes followed by retransmission), sufficient signal in-
tegrity can still be provided although low voltage swing signaling is employed. These approaches,
however, do not investigate the ability of an error detecting/correcting code to be “intrinsically”
low power because of its codespace characteristics.

In this paper we describe in details an analysis that we have performed of power consumption
of Hamming codes accounting also for bus mutual capacitance, whose preliminary results were
introduced in [15]. We will show that, by choosing among all possible Hamming codes with the
same correction capability, no power optimization is possible. We will then propose a coding
technique (calledual Rail) which, combined with proper bus wire spacing, allows a significant
power reduction with respect to Hamming codes. In particular, for both the coding techniques
(Hamming andDual Rail), we consider the power consumption of the passive elements (wire ca-
pacitances), bus active components (drivers, receivers the possible repeaters), as wel(&s the
circuit. We present an analytical model (preliminarily introduced in [16]) that we developed in
order to predict these power figures, whose effectiveness has been validated by means of extensive
electrical level simulations.

This paper is organized as follows. In Section 2, we recall the general scheme of a fault-tolerant
bus using error correcting codes and some of their basic properties. In Section 3, we describe the
bus electrical model that we employed for our analysis, comprising the mutual coupling capaci-
tance, which acts as major contributor to the power consumption of bus wires. In Section 4 we
present the method that we developed to compute the energy consumption during bus activity, and
we introduce a new coding scheme which allows to combine fault-tolerance and power consump-
tion reduction. In Section 5, we give a detailed description of the proposed hardware scheme.
In Section 6, we report some of the results of the electrical level simulations that we performed
to verify the effectiveness of our proposed approach and we compare them with the theoretical
results. Then we show how to employ our developed model to predict the power consumption of
Hamming andDual Rail codes for larger busses. Finally, in Section 7, we draw some conclusions.





2 Fault Tolerant Busses and Hamming Codes: a Review

A general correction scheme for a fault-tolerant bus is shown in Figure 1k Tifermation
bits (d, . . . di_1) are given to the inputs of an encodéf)( which producesn output check bits
(co-..cm_1). Thesen = k+m bits are transmitted on the bus and foreodeword belonging to a
codespace with the minimum Hamming distadgg, (i.e., the number of differing bit positions)
that is required to achieve the desired degree of error correction dg,g.= 3 for single error
correction) [14, 12, 8]. At the receiving end, the decode} (letects and corrects the possible
errors which might have occurred on the bus. The decoder consis$grafrmme Generator (SG)
and aSyndrome Decoder (S D) directly connected. The syndrome generafF) recomputes the
parity bits from the received datd((. . . d;, ;) and compares them with those transmitted on the
bus, thus generating @ = n — k)-bit vectorS = (sg...s,_1), callederror syndrome. The
syndrome decodelS(D) decodes one hot the error syndrome and generatesthfiesrror vector
E = (ey...e, 1), driving the corrector block(). If the syndrome is an all zeros vector, we
assume that the operation is error-free and the data bits are not modifie ¢alstains all zeros).
Otherwise, the error vectd contains al in the position of the erroneous information bit, which
is consequently corrected by the correctmwhich performs the operatioff = d; & e;, fori =
0...(k—1).

Bus
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Figure 1. Schematic representation of a fault-tolerant bus.





2.1 Error Correcting Hamming Codes

A linear (n, k) parity code can be represented by a linear funcfipoalledcoding function,
which maps the originat information bit patterns inte-bit wide vectors, withn, > k:

C: {0,1}F — W

(dy...dg) — (1...24),

whereWW c {0,1}". The seti, calledcodespace, is composed bg* over all possible™ n-bit
patterns, as the soureetropy must remain unchanged with respect to the unencoded case (i.e.,
we want to represent the same amount of information) [19].
The elements of the codespddecan be defined as the set of binary vect@irg {0, 1} that
are such that
Hx XT =0, (1)

whereH = [h;;] is a non singular matrix with=1,...,n — kandj = 1,...,n, andX" is the
transpose ofX. The matrixH is usually callecparity check matrix [14, 12, 8].
Takingm = n — k, the previous vector equation can be written as follows:

,

h171.’IJ1 ) hl,gl‘g D...D hl,nxn =0

h271.’IJ1 D hQ,Ql‘Q D...D hg,n.’lin =0
(@)

\ hm,ll‘l D hm,Ql‘l D...0D hm,nl‘n =0

This system is composed by equations withn unknowns, hence it admi®—™ = 2* solu-
tions, calledcodewords, which form the codespadé#’.

If an identity[m x m| submatrix is located within the parity check matrix, which can therefore
be written asH = [H,, «xx : I, x|, the code is calledystematic. In this case, the codewords
are obtained by joining — £ bits (¢, ¢y, ..., c,_x_1, Calledcheck or parity bits) to the original
k information bits {y, d,,...,dy_1). Therefore, systematic codes have the advantage that the
information bits and the check bits are distinguishable and no decoding is needed.

Among all existing error correcting codes, the Hamming ones have been widely used for several
applications. They are a class of linear parity detecting/correcting codes which are optimal in the
number of parities [14, 12, 8]. A code with minimum distankg, is a | (d., — 1)/2] error
correcting code and, for a binary lineaerror correcting (n,k) code, the followingamming





lower bound has to be satisfied:
¢ n
<2m 3)
i=0 \ 4
wheren is the code length anklis the information symbol length. From the previous disequality,
for a single error correcting Hamming code the following parameters can be derived:

e code lengthn = 2™ — 1;
¢ information symbol lengtht = 2™ — m — 1;
e number of check bitsy — k£ = m.

If we consider the case df = 4 information bits, we need to add 3 parity bits to achieve a
single error correction ability, thus leading to a (7,4) systematic Hamming codelwith= 3.
The parity bits are computed solving Eqg. (1), where the parity check n¥dtgan be as follows:

1011100
H=11101010 (4)

1110001

Since the columns of the previous matrix are all distinct, the code is single error correcting [14].
Furthermore, the code is systematic, as it is possible to identify & identity submatrix. Con-
sequently, within a codeword, we can distinguish a sét ef4 bits which carry the information,
and a set ofv — k£ = 3 bits which constitute the redundant bits. In particular, the codewords
generated by the previous matrix are such that the first 4 bits carry the data, while the last 3 ones
are the parities. By permuting the columns of the makfixequivalent codes can obtained.

Let’s consider, for instance, the matrix:

101 1001
H=[1101100 (5)
1000111
The code generated by matiiX is equivalent to that generated By it is single error correcting
(as the columns are all distinct) and systematic (since the submatrix at location 2, 3, 6 is an identity

matrix). These positions correspond to the parity bits, while the information is carried on bits in
the 1st, 4th, 5th and 7th positions.





As shown in [14, 3], the structure of the parity check matrix influences the encoding/decoding
circuitry. In fact, if the; — th row of the parity check matrix hasls, then the number of XOR
circuits required to generate the th syndrome bit (from the i-th row of the parity check matrix)
isl — 1, and the required number of delay levelslisz, /. In this regard, it is worth noticing that
all equivalent (7,4) single error correcting Hamming codes have the saini weight (i.e., the
same number of 1s within the parity check matrix), and the saex@mum row weight (i.e, the
same maximum number of 1s within a row). Therefore, they have an identical encoding/decoding
circuitry complexity and they introduce the same delay entity in the data path.

In Section 4 we will show that the implementation of an optimal Hamming single error correct-
ing code (e.g., a (7,4) Hamming code) does not allow any optimization from the point of view of
the power dissipated on the bus itself. This means that every possible codespace, each composed
by 16 codewords with minimum distance 3, has the same total cost in terms of power dissipation.

Reversely, as shown later on, we can save energy during the normal bus activity by increas-
ing the number of parities. In particular, the minimum number of extra bits to be added to the
original (7,4) Hamming code in order to reduce power consumption is 2, leading to a (9,4) sys-
tematic code, whose codewords are composed by 4 information bits and 5 check bits. Combining
this coding technigue with non-uniform inter-wire spacing, even better results can be obtained
in terms of energy saving and power-delay product reduction with respect to the (7,4) optimum
Hamming code with the same area cost, even though the total number of bits (bus wires) has in-
creased. Furthermore, by increasing the number of parity bits, some optimization is also possible
in order to reduce the number of logic gates required by the encoding/decoding circuitry [7], and
consequently to save power also in the'C' circuit.

3 Considered Bus Model

In VDSM technology, the lumped wire model is not realistic to compute the power consumption
on the bus during system’s normal activity. In fact this model does not take into account any
mutual effect between adjacent wires.

A better wire model, taking mutual capacitances into account, is reported in [15]. This model
is shown in Figure 2 for completeness, where:

o Cp(F/m) = Cpgsy X wnp is the contribution of the wire to the bottom parallel plate, for a
wire width equal taw,,;,;

e Crp(F/m) is the contribution of the wire edge to the bottom (the fringing field);





e Cpc(F/m) is the wire to wire lateral component.

For an inner wire, the total bottom capacitance can be expressed by:
Cpor(sp) = Cp + 2CEp(sp) (6)
while for an outer wire, considering a grounded adjacent wire (shield), it becomes:
sor(sp) = Cp + Cpp(sp) + Cpp(sp) (7)

wheresp is the spacing between adjacent wir€g,, = w..,, x Cp is the bottom parallel plate
capacitance for a wire width equal 4g,;,,.

7\ Cls Ces /~ 7,
€ CEC"\ Cec Cec | Cec :
e R o e S
T e T T o e ol

substrate

L

Figure 2. Considered wire model capacitances for a 3 wire bus.

It is worth noticing that both the lateral coupling capacitatge: and the bottom capacitance
Cgor depend orsp. As for C'z¢, it heavily depends on the spacing between adjacent wires, and
varies asl/sp. As for Czor, it depends on the spacing between adjacent wires becatise
depends on it. The capacitan€g; increases withp asexp(—1/sp) and approaches a constant
value for very large spacings. The dependencieSgf, Czor andCror = 2Crc + Cgor ON
the spacingdp) is shown in Figure 3. The capacitances have been normalized with respect to the
minimum value ofCzor (Cormin, 1.€., the value of the bottom capacitance when the spacing
between two adjacent wires is minimum).

It can be noticed that the total capacitance decreases with the increase of spacing, tending to
a constant value. For a small value of spacig, gives the main contribution to the total
capacitance, while for larger values ©f (in particular forsp > 0.67um), Cgor represents the
dominant contributor.

Furthermore, from equation Eq. (7), we can see that the bottom capacitance of an outer wire is
larger than that of an inner wire, 84, takes into account also the coupling capacitance between
the wire and the shield.
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15 - —_——

Bottom capacitance (Chot)
Coupling capacitance (Cec)
Total capacitance (Chot + 2Cec)

10

Normalized capacitances

—_ -
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Figure 3. Wire parasitic capacitances as a function of the spacing between adjacent wires, for

a metal2-substrate (.13 pm CMOS technology bus.

Defining)\ = CEC/CBOTmin’ v = CIBOT/CBOTmin and = CBOT/CBOTmin fora Metal2 —
Substrate shielded bus, implemented usin@.a3,:m CMOS technology, considering the mini-

mum spacing between wires, the following values are obtained:

e \=173
o v=283
e /=1

To compute the energy cost due to signal transmission through a bus, all transitions between

the possible bit patterns have to be considered. Table 1 shows normalized capacitances implying

power consumption for all possible transitions of 3 coupled bus wires.

Let us now analyze in details a few example, in order to better explain the meaning of the

table. First of all, we can notice that the first column is all Os. This is due the fact that no power

consumption is required when a transition to 00 is performed, as in this case we only have a

discharge of the two bottom capacitances.

Considering the transition between 000 and any other state except 111, it can be noticed that not

only the bottom capacitances have to be charged, but also the parasitic mutual capacitances. This
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Table 1. Normalized capacitances implying power consumption for all possible transitions of

3 coupled bus wires.

pattern{| 000 | 001 010 011 100 101 110 111
000 O | 4+ X [ 42X | 64+7+X | y+X [ 29+2X | §+v+ X | 0+2y
001 0 0 0+ 3\ 0+ A Y+HX | yFEX [ dFEyH2N | S+
010 0 | vy+2X 0 0 v 42X | 2y +4A ¥ 27y
011 0 A A 0 Y+2X | v+ 3 v+ A 0%
100 O | v+ [6+3X | d+7y+2X 0 v+ A I+ A O+
101 0 0 0+ 4\ d+2X 0 0 d+2X d
110 0 | v+2A A v+ A A v+ 3A 0 0%
111 0 A 2\ A A 2\ A 0

is due to the fact that at the beginning (000) there is no voltage difference between the 3 wires,
and in particular between the middle wire and the two outer wires, and also the charge in the
respective mutual capacitors is zero. In the final state we have a voltage drop (efuainahe

mutual capacitance, so that the power supply has to provide an amount of Char@é;- V4.

Another interesting case is when a transition between 111 and any other state except 000 occurs.
In this case, we still have power consumption due to the mutual capacitance. At the beginning
(111) the three p-transistors of the drivers are on, while the n-transistors are off; in the two plates of
the mutual capacitances there is the same amount of charge. When an n-transistor of one bus driver
switches on, the respective capacitor plate goes to the ground voltage. Since the voltage drop in
a capacitor cannot change instantaneously, the other plate experiences a high-to-low spurious
transition, but then it has to be charged again, as it is kept to the high logic level by the pMOS
transistor of the driver.

The worst case for power consumption is when the two outer wires perform opposite transitions
with respect to the middle wire. Let us consider Figure 4, where, for simplicity, only two wires
and the respective drivers are represented . tFer0~ the voltage difference on the capacitor
is AV =V, — Vg = —Vpp, whereVpp is the supply voltage. If, for instance, the initial
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configuration is 10, the charge stored@p. is given by:
AQ:CE0XAV:CE0XVdd. (8)

After the transition, the new configuration is a 01 and the sign of the charge within the capacitor
changes. We can write:
—AQ = —Cge x AV = —CpcVag. 9)

Therefore the charge difference between the two case€'is x Vy,. This means that when

an opposite transition is performed, a double mutual capacitance has to be taken into account, a
phenomenon referred to dller effect (see, for instance, [5]). When three wires are considered,

in the worst case transition81() <> 101), an effective mutual capacitance equadft;- must be

considered.
t=0"t=0"
1—0 A
_ Cgc
—_— l
0 B

Figure 4. Schematic representation of the Miller effect.

4 Performed Power Consumption Analyzes and Proposed Coding Strategy

From the considerations on energy consumption during bus activity in the previous section, it
is clear that different transitions of the bus lines imply different energy costs. A straightforward
consequence is that, selecting a proper set of (allowed) bit transitions, power reduction is possible
[18, 17].

If a SEC is implemented, the values assumed by the bus wires have to belong to a space
(codespace) with minimum Hamming distance of 3 [14, 12, 8]. As different single error cor-
recting codes define different codespaces, we can choose the code with the most advantageous
characteristics in terms of transitions between different codewords with respect to power dissipa-
tion, allowing us to combine fault-tolerance and power savings.

In the following analysis we assume that the data to be transmiftefd .(. . d, 1) are inde-
pendent and uniformly distributed betwefih 1}, so that they are equally likely. As the coding
functionC has to be injective (1-to-1 mapping) in order to allow a non ambiguous decoding, also
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the codewordsy;, withi = 1,..., k, are equally likely, and the conditional probability of every
possible transition between two different codewakjsand X is:

PLX+ NN} = o

Vt7 i) j) (10)
whereX;[i + 1] is the codeword on the bus at the clock-peried 1, andk is thecardinality of

the codespace.
4.1 Power Consumption in Busses with Optimal Hamming Codes

As pointed out in Section 2, a multiplicity of equivalent Hamming codes can be used to provide
a bus with equal error correction ability. In this subsection we analyze the different Hamming
codespaces from the point of view of power consumption during the bus activity.

The power consumption due to bus activity of each possible (7,4) single error correcting Ham-
ming code has been evaluated by computing the transition table for all possible transitions between
different codewords with a properly developed software model (implemented in C++). In the con-
sidered case a codespace is composed by sixteen 7-bit codewords, so that the transition table has
16 rows and 16 columns. Although the various tables are all different from each other, we have
found that the power consumption is equal for all the different equivalent codes.

To explain this remarkable property, we can analyze the structure of the different codespaces.
Let us consider the (7,4) Hamming code defined by the parity check matrix as in Eq. (4). The
codespace, obtained by solving Eq. (1), is composed by sixteen codewords, and is given by:

0000000
0001110
0010101
0011011
0100011
0101101
0110110
cg—| 0111000 (11)
1000111
1001001
1010010
1011100
1100100
1101010
1110001
1111111

The codespace is composed by codewords wjth = 3, as the code is single error correcting.
It can be noticed that the 7 bits assume the values 0 and 1 for the same number of times and
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are always organized in a binary tree fashion: hereinafter, we will refer to this characteristic as
symmetry. Since the property of symmetry holds true for all the different codespaces, the same
amount of capacitances have to be charged during the bus activity. Furthermore, as defined in
Eg. (10), we consider all the codewords as equally likely. Therefore each bit (bus wire) performs
the same number of — 1 and1 — 0 transitions for all codespaces, that consequently imply the
same power consumption.

The property introduced in the previous subsection can be formalized as follows. Consider-
ing the parameters, A and) defined in Section 3, the power consumption during bus activity,
considering only the bus wire$:¢m long), can be expressed as:

Pyire = {0.25 x [(n — 2)8 4+ 29] + 0.5 x (n — )A}YCrormin Vi S (12)

wheren, V;, and f are the number of bus wires, voltage supply and frequency, respectively. The
termsn — 2, 2 andn — 1 are the number of inner wire bottom capacitances, outer wire bottom
capacitances and inter-wire mutual parasitic capacitances, respectively, and the values 0.25 and
0.5 represent the effective switching activityA) for the wire bottom and mutual capacitances,
respectively. In fact, as for the wire bottom capacitance, it consumes energy only during its
charging phase. Therefore, considering all the transitions (0,0 — 1,1 — 0 and1 — 1) as

equally likely, only one of them( — 1) requires that the bottom capacitance is charged. As for

the mutual capacitance, its charge depends on the transitions of the two considered adjacent wires.
In fact, considering two wires, we have 16 possible transitions. As it can be easily verified [15],
during these 16 transitions we need to charge an effective mutual capacitance effua}:to
Therefore, we can say that for an average®@f of the possible transitions,z- needs to be
charged.

As the previous considerations rely only on the property of symmetry, which holds true for
any Hamming codespace, Eq. (12) holds true for Hamming codes with any codeword length. To
apply Eq. (12), Eqg. (10) must be satisfied, i.e. the codewords must be equally likely. For a (7,4)
Hamming code Eq. (12) can be written as:

5 1
Pwire—H — (16 + 57 + 3)\)CBOTmian2df- (13)

However, our considerations apply also to cases with non equally likely codewords, by properly
changing the coefficients in Eq. (12) on the basis of the input statistics.

In order to more easily compare the power consumption of different codes, let us now introduce
a parameter calletbtal Energy Cost (7' EC'), defined as the powdr,,;,.. normalized with respect
to the termCporminViyf Which, for a fixed operating frequency and a given technology, is a
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constant term. Considering the values p# and\ reported in Section 3, it i§ EC'y ~ 27.3. As
pointed out above, the main contribution to power consumption is duettat is to the mutual
capacitance between adjacent wires.

4.2 New Coding Strategy: Increasing the Parities

In order to save energy during normal bus operation, we could spread the transitions of bits over
the codeword in order to avoid opposite transitions of adjacent wires. To obtain this, we need to
expand the codewords by adding extra bits.

Adding one extra parity bitto a (7,4) Hamming code, a (8,4) code is obtained, whose codewords
are composed by 4 information bits and 4 parity bits. The parity check matrix is now constituted
by four linearly independent rows and eight different columns chosen among the fifteen non-zero
4-bit patterns. The codespace for an (854)C code is still composed by 16 codewords. In fact,

Eqg. (1) defines now a set of 4 scalar equations with 8 unknowns, which therefore 2itirhits 16
solutions.

Since the redundancy is higher than that strictly required to perform a single error correction
in case of 4 information bits, we can expect a different behavior with respect to the (7,4) optimal
Hamming code.

If the (8,4) code parity check matrix is such that the codespace, written as a matrix with code-
words as rows (like that in Eqg. (11)), is composed by all different columns, the property of sym-
metry is still valid and thd EC', computed by means of Eq. (12), is equaBt®.

Let us now consider the following parity check matrix:

00100O0O0T1

This matrix defines a systemati¥C' code. If we assign the data and the check bits to the first
and last four positions respectively, from Eq. (2) it derives that c3. This means that for all

the 16 codewords these two bits (wires) assume identical values. Although the two identical wires
carry the same information, we need to transmit both of them, as the minimum distance between
the codewords has to be 3 (in order to allow single error correction). In fact, it can be verified that
deleting one of the two identical values in all the codewoiigs, is reduced to 2.
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From the energetical point of view, if the two equal logic values are carried by non adjacent
wires, there is no difference with respect to the general case with all different columns. On the
contrary, if the 'identical’ wires are adjacent, the total energy cost changes. In this case, in fact, the
voltage difference between the two wires is always zero, and the charge in the mutual capacitance
is therefore zero as well. This means that, during bus activity, this capacitance has not to be
charged. For an (8,4) code with two identical adjacent wires, THA&”' = 27.55. Therefore,
by decreasing the number of mutual capacitances to be charged by only one, the total energy
cost decreases of the 11.7% with respect to the previous case. It is still slightly bigger than the
TEC for a (7,4) optimal Hamming code because, although the number of mutual capacitances
to be considered for power consumption is the same, in the (8,4) case there is one more bottom
capacitance to be charged.

Based on these considerations, we have therefore analyzed the case of the (9,4) code. Let us
consider the following parity check matrix,which defines a (9,4) system&iC code:

1'100000O0O0O0
001100000

H=]1000011000 (14)

000O0O0OO0OT1T1PO0

101010101

Let us assign to the 1st, 3rd, 5th, 7th positions the data bits and to the 2nd, 4th, 6th, 8th, 9th ones,
the parity bits. To compute the set of 16 codewords, the following system has to be solved:

dZGBcZ:O,fOI’z:O?)
do@dl@dg@d3@04:0

whered; (: = 0,...,3) are the data bits and (; = 0, ..., 4) are the check bits. The code can

be seen as &wo rail code (which is an error detecting code), with codewords 00 or 11, plus an
extra check bit (a data parity bit), to allow error correction. Hereinafter we refer to this new code
asDual Rail.

Figure 5(a) represents the bus organization for the (9,4) code, considering a shielded bus with
shields fixed to ground. The code allows a reduction in the number of mutual capacitances to
be charged to 4: in fact, sinee = d; fori = 0,...,3 and for all transitions, the respective
mutual capacitance has always) = 0. From the parity check matrix in Eq. (14), we can see
that no more repetitions (and hence no further reduction in the number of mutual capacitances to
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consider) are possible, since the matrix must have all different (non-zero) columns to allow single
error correction.

‘Wmin‘spmin‘

| ‘ do Co d, d; C3 Cs i
e HH B e B R R
] CEC AQ=0 C AQ=0 Cee 0Q=0 Cg ICi ]

shield (GND) 0.304pm €Y shield (GND)
L 4 ¢ ¢ |
e e e s A HH

Cee G Cec Cec Cee | Cec

Bus Width = 3.9um
(b)

Figure 5. Bus organization in the case of the: (a) optimal (9,4) code and (b) (7,4) Hamming

code.

Figure 5(b) shows the bus organization for (7,4) Hamming codes with the same width between
the shields. To compare the energy cost between the two cases we should consider that the mutual
capacitance decreases with the increase of the spacing between adjacent wires, while the bottom
capacitance (not shown in the figure) slightly increases. The values of the normalized capacitances
to be considered for the optimal (9,4) code, with wires at minimum spacing, are those reported
in Section 3, while for the (7,45 EC' Hamming code the normalized capacitances, computed for
sp = 0.3125um, assume the values:

e 0y ~1.5;
o vy =~ 6.4,
o N\~ 4.9,
Computing thel’ EC for both cases we have:
e TECpHR ~ 20.5;
e TECH ~ 19.8.

As can be seen, keeping the wires at the minimum distanc®uhleRail code consumes a little
more than the Hamming code with the same bus footprint.
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It is worth noticing that to compute the power consumption (and hencé #€) for the Dual
Rail code, an equation similar to Eq. (12) can be employed, taking into account that the mutual
capacitances which need to be charged are 1)/2 = k. Therefore we can write:

PwirefDR = {025[(2]€ - 1)5 + 2’)/] + 05k}\}CBOTmde2df (15)
As for theT EC, for the (9,4)Dual Rail code, we have:

7 1

In the following section we will show how this coding scheme, together with suitable layout
strategy (hereinafter referred to im$elligent inter-wire spacing), can significantly reduce power
consumption.

4.3 Intelligent Inter-Wire Spacing

Considering the changes of the wire capacitances’ values with the spacing between adjacent
wires (Figure 3), much better results can be achieved.

In fact, we can see that, by increasing the spacing between adjacent @Wirgslightly in-
creases, whil€'z decreases much more faster, and consequently the total wire capacitance con-
siderably decreases.

Figure 6(a) represents the bus organization for the (9,4) code, where the spacing between ’iden-
tical’ wires (sp;;, fori = 0..k — 1) is kept at the minimum valuep,,.;,,, while the distance between
other adjacent wiressg;;, for : = 0..k andj = ¢ + 1) has been increased. Only the mutual
capacitances which affect the power consumption are shown.

By increasing the spacing between the wires which carry different valgeg, (the mutual
capacitance to be charged during bus activity decreaseslyih;. Of course, also the mutual
capacitance for the (7,4) Hamming code (Figure 6(b)) is now lower than that for the previous case
(Figure 5), but its decrease is relatively smaller than that fobDuled Rail case.

Let us consider a value ap;; equal to0.35um, which corresponds to a bus footprint equal to
13 wire pitches. Denoting b{';;; = Cp + Crp(wpin) + Crp(0.35um) + Crc(0.35um) the
left outer bottom capacitance, and &Y, = Cs + 2Cgp(0.35um) + Cgc(0.35um) the one on
the right edge, we can definé = C%r/Crormin @ndy" = Clor/Cpormin. FUrthermore, it is
worth noticing that, for théual Rail code, the analytical expression of the inner wires’ bottom
capacitance is given Wzor = Cs+Crp(spmin) + Crr(0.35um), as each line has one neighbor
at the minimum distance and one at a distance equaBt.m. The new normalized capacitance
values to be considered are:
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1. (9,4)Dual Rail code:

e Opp ~1.3;

® Yhr = 5.7, vhr =~ 6;

[ ] )\DR ~4.4.

2. (7,4) Hamming code:

o M\ ~3.T7.
0.354M  SPin
o Coﬁ le Cy ds Cs Ca
BN EE Bl [HFEH*
O W EE -
shield (Gnd) 042um @ shield (Gnd)

| do . d, o C, |
N T WE—-

(b)

Bus width = 4.74um

Figure 6. Bus organization with optimized spacing in the case of: (a) optimal (9,4) code and

(b) (7,4) Hamming code.

In this case, Eq. (15) becomes:
Puire-pr = {0.25[(2k = 1)6 + 7' + "] + 0.5kA}CporminViaf

Substituting the right values of the normalized capacitances in Egs.

following total energy costs:

e TECppr ~ 14.0;

o TECH ~ 16.1.

13 and 17, we obtain the

Therefore, combining thBual Rail coding technique with non-uniform inter-wire spacing, we
can achieve an energy saving of approximately the 13% with respect to the (7,4) Hamming code.
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It can be noticed that the considered footprint does not maximize the power saving allowed by
the proposed technique. Aiming at finding the optimum spacing between adjacent wires, let us
consider Figure 7, which shows the values of power consumption f@uhERail and Hamming
codes, expressed Enquivalent Gate Power, EGP (where anEG P represents the dissipation of a
2-input NAN D driving two 2-inputN AN Ds), as a function obp;;. We introduce this normal-
ization factor in order to obtain results independent of the technology, and to compare more easily
the achieved results.

It can be noticed that, for both cases represented in Figure 7, the power consumption decreases
with the increase ofp (wheresp represents the spacing between two different couples iDubag
Rail case), because of the reduction of the lateral coupling capacitance.

300

250 - \

Dual Rail

\ ———— Hamming

200 r

150 -

Normalized wire power consumption

100 -

50 L 1 L 1 L 1 L
0 0.5 1 15 2

Spacing spij (um)

Figure 7. Normalized power consumption values for Dual Rail and Hamming codes as a func-

tion of sp;;.

Figure 8(a) shows the difference between the power consumption of the two codes. The max-
imum difference is reached fep ~ 0.55um, while, considering the percentage reduction (Fig-
ure 8(b)), the maximum of 88% reduction is achieved fasp ~ 1um. However, it can be
noticed that the percentage reduction slightly variessfor 0.55um, and forsp >~ 0.55um it is
AP,ire ~ 25%. In Figure 9 we show the bus structure obtainedsfor- 0.55um.

The values of the normalized capacitances to be consideredare: 1.6, v, = 4.9, vhr =
4.3, \pr = 2.8 for the Dual-Rail code, while for the Hamming code it i§; ~ 2.2, vy =~
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Figure 8. TEC absolute (a) and percentage (b) difference between Hamming and Dual-Rail

codes as a function of the spacing between adjacent wires.

:doz Co, :d13 ! ds Cs Cs
W Bl Bl [HFEH*
[ | m b.55prﬁ SPhin
shield ((;nd) 057um shie!d (Gnd)
| o d (o C |

Bus footprint = 5.994m

Figure 9. Bus structure with the optimum spacing.

4.9 and\y = 2.7. Consequently, th& EC's for the two solutions turn out to b&ECp i = 10.7
and TECy = 13.3, with a differenceATEC = 13%.

4.4 Power Consumption of Drivers, Repeaters and Receivers

In order to reduce the propagation delay and to minimize the effect of crosstalk in the delay
uncertainty, we have considered a bus model in which the wires are divided into shorter sections
by the introduction of repeaters. As an example, we consider the cas®wfa bus line divided

into five parts (i), each on@mm long, by using! repeatersiRPj), as represented in Figure 10.

All repeaters have the same output impedance as the diig), (while the receiver RC') at the

end of a line is significantly weaker.
To compute the power consumption of our encoded bus, we need to consider also the active
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Figure 10. Schematic representation of a bus line with driver (DR), repeaters (RP) and receiver

(RC).

elements (drivers, repeaters and receivers) of the bus.

Typically, the power dissipated in a buffer consists of two components: input power dissipation
and internal power dissipation. The input power dissipation is the power dissipated because of the
input capacitance of the gate. Of course, the current is actually provided by the preceding gate.
The internal power dissipation is due to the internal parasitic capacitance and the short circuit
current. In a well-designed buffer, the short circuit dissipation is small, and will consequently
considered negligible.

Therefore, the power consumption of the active elements (drivers, receivers and repeaters) of
one bus wire is:

Puctive = 5(Pinp,ar + Pint,ar) + (Pinp,rec + Pint,rec) (18)

where P;,,, 4 is the input power dissipation of the driver/repeat@y, 4, is the internal power
dissipation of the driver/repeater. Similarly, we also have the contribution of the receiver.

In Section 6, we present theoretical figures based upon the internal/input power figures from
the data sheet of a considered standard cell library.

5 Proposed hardware scheme

Figure 11 shows a standard encoding/decoding structure for the#@)Hamming code.
The datad, . . . d3 are fed to an XOR-tree based encoder, which computes the cheek bits,.
At the receiving end, the check bits are computed again from the received data bits, and compared
with the received check bits, in order to compute the syndrome patterns,. The syndrome has
then to be decoded in order to determine the position of the erroneous bit, which will consequently
be flipped in order to restore the correct value.

As for our proposeddual-Rail code, a possible encoding/decoding structure is shown in Fig-
ure 12. We should note that onty has to be computed, since the check tjts . c3 are a copy of
the corresponding data values. Similarly, the syndrome pattern consists of only epehieihce
no decoding operation is required in order to locate the possible erroneous bit. The correction
phase is performed by a set of 2-input multiplexers, each of them receiving as input a couple
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Figure 12. Encoding/decoding circuitry for the proposed (9,4) Dual-Rail code.

(d;, ¢;). These two bits are identical in the error-free case. If an error is present, the sjgnal
which acts as selection bit, allows the correct values to propagate to the output.

To verify the correctness of the proposed scheme, let us analyze all possible cases. If no error
occurs, or if a fault affects one of the check fjt .. ¢3, we haves, = 0 and the datal, . . . d;
are correctly transferred to the multiplexers’ outputs. In the case of an error on a data bit, or if a
fault involves just the bit4, it is s = 1 and theEC'C outputs assume the value of the check bits
¢ - - - c3, Which are correct. Hence, the propogedC circuit always behaves properly.
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5.1 ECC Power Consumption: Hamming versus Dual Ralil

The error correcting encoder and decoders consume energy even in the absence of errors, be-
cause of their transferring the data and their checking the parities. Although the circuits for the
Hamming andDual Rail code are similar in structure, they differ in the number of gates, because
of the different number of parity signals. In this section we derive the energy consumption for
the error free case in a semi-theoretical way, by annotating with numbers for the most recent IC
technologies. We do not consider the case where the signal is influenced by errors, because we can
still assume that this event will seldomly occur, so that it will not have any significant influence
on the normal operation power consumption. The physical structures of the circuits are translated
into basic gate equivalents with (data sheet) listed switching power consumption, that has been
weighted by the gate activity considering a maximum information rate on the input bus.

Looking only at the error-free case and ignoring glitches in the decoder induced by differences
in the delay of the data, copy and parity signals, we can deduct that only the XOR gates in both
parity trees and part of the switching multiplexors are active.

For ank bits Dual Rail encoder, the active gates dre- 1 XORs. In theDual Rail decoder,
the active gates are— 1 XORs for the parity tree, and the multiplexor box. The switching of the
outputs of these gates due to normal data transitions will be part of the energy consumption of the
decoder. With maximum information rates, these various gates in the complete encoding/decoding
circuitry are active for thé0% of the time.

The number of active gates for a Hamming setup is less straightforward to express. Hamming
codes have to obey the following relationship between the number of pariteexd the number
of data bitsk:

m = [log{m + k + 1}] (19)

Typically Hamming codes are designed for minimal rate overhead. This is achieved by choosing
k = kn. = 2™ —m — 1. However, we will derive the active gate count for any code withata
bits andm parity bits.

The total number of inputs to the parity trees, as used in both the encoder and decdder for
data bits, depends on the parity check matrix weight, and follows a recursive function

weight (H) = weight (H._,) + #costk), (20)

where #costk) indicates the cost (number of additional inputs) by increasing the code from
k — 1 to k data bits. This cost depends on wheré is in relation to 1 and &,,,.. This range is
arranged in several groups and the value for #cost) is equal to the group numberg that &
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9=l [ m g [ m
#costk) = g, when Y <k<> . (21)
i—2 \ g i—2 |

For instance, for bits 1 to 6 of a 4 parity Hamming code the cost of each of them is 2 addi-
tional inputs on the trees. For bits 7 to 10 the cost is 3 inputs and for the final 11th (n=nmax)
bit the cost is 4 inputs. The total number of XORs needed to build those trees equates to:

#XORs= weight(H;) — m. (22)

In addition to the parity decoder tree, the Hamming decoder consumes energykire o
correction gates. All gates will have an activity &% based on data sessions for maximum
information throughput. The XOR gates in the decoder that compare the computed parities with
the received parities are inactive for error-free transmissions, as well as the syndrome one-hot
decoders. Because for typical applications the power consumption is mainly dictated by the error-
free case, we do not take the inactive gates into account. We consider the energy consumption
of switching a basic gate equivalent (a 2-input NAND) driving two similar gates, equa(:tt
(equivalent gate power), as introduced in subsection 4.3. 2-input AND/OR gates are seen as a
gate equivalent, while XOR gates as 2 gate equivalents, thus consami&ég. Multiplexers
consume .5EGP.

Table 2. Energy consumption of the encoders and decoders and correctors

Type encoder decoder correction

Hamming| Eq. (22)x Pow{XOR} | Eg. (22)x Pow{XOR} kx Pow{XOR}

Dual Rail | (k — 1)x POW{XOR} | (k —1)x POW{XOR} | kx(Pow{MULTIPLEXER})

The energy consumption of the Hamming correcta?i% higher than that of th®ual Rail
corrector, because the Hamming corrector is build from XOR gates which consume more than the
Dual Rail’s multiplexer.

To compare the energy consumption of #ype Dual Rail andk type Hamming system, we
first look at the energy consumption of the decoder and encoder parts reported in Table 2.

The power consumption of both encoders and decoders, expresBgdinfor some (small)
values ofk, is represented in Figure 13(a) and (b), respectively.
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Figure 13. Power consumption for both encoders (a) and for both decoders (b).

As we have already seen, for larger valug:adhe Hamming encoders and decoders have more
active gates than thBual Rail encoders and decoders. Therefore, they consume significantly
more energy than the comparableal Rail solutions.

6 Simulation Results and Comparison with Theoretical Results

Until so far in this paper, we mainly focussed on a mathematical approach to the power con-
sumption estimation for Hamming aridual-Rail busses. In this paragraph we present some
simulation results and compare them with the introduced mathematical figures.

These results are obtained from simulations performed using HSpice and considering a dis-
tributed RC-model for the wires and all active elements (encoder, decoder, drivers, repeaters,
receivers). Our distributeBC-model incorporated both bottom and mutual capacitances. For the
Hamming bus, we built a 9-wire distributg®t_-model, while for theDual Rail bus, an 11-wire
distributedRC-model. The outer wires of both models are shields.

We simulated all possible transitions between all possible codewords in one simulation run,
and listed the obtained power figures in Table 2, expresséd-iR. In our simulations we varied
the total FootPrint £ P), expressed in the number of minimum wire pitches. In particular, we
simulated each bus fdr P11, F P13 and F' P16, where forF’ P13 and F' P16 we used intelligent
wire spacing for théual Rail bus.

A footprint of 16 wire pitches was expected to be the optimum for the proposed power reduction
technique. The introduction of repeaters in the bus enabled us to do simulations using a clock
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Table 3. Power consumption from simulation (sim) and theoretical model (mod), for Hamming
and Dual Rail codes at footprints 11, 13 and 16 minimum wire pitches wide (with minimum

wire pitch = 0.41pum for a 0.13m CMOS process).

Footprint Hamming bus (H) Dual Rail bus (DR) Difference | Accuracy

M2-SUB | Enc | Bus | Dec | Tot | Enc| Bus| Dec| Tot | ZE=H x 100 | 224 x 100

sim

FP11 (sim)|| 6.0 | 331 | 14.7| 352 || 4.2 | 373 | 9.5 | 387 +10.1% H: 95.2%

FP11 (mod)| 6.0 | 321| 8 |335| 4.0| 343 | 6.0 | 353 +5.2% DR: 91.2%

FP13 (sim)|| 6.0 | 281 | 13.9| 301 || 4.2 | 276 | 8.5 | 288 -4.2% H: 94.4%

FP13 (mod)|| 6.0 | 270| 8.0 | 284 | 4.0 | 254 | 6.0 | 264 -7.4% DR:91.7%

FP16 (sim) || 5.9 | 241 | 13.3| 261 || 4.2 | 223 | 6.9 | 234 -10.2% H: 93.1%

FP16 (mod)|| 6.0 | 229| 8 | 243| 4.0 | 206 | 6.0 | 216 -12.6% DR: 92.3%

speed ofl00M H z. This clock speed is feasible even at the lowest footprints (highest capacitances
and thus slowest busses) with sufficient timing margin. The bus lengthimas:, with repeaters
every2mm. All capacitances and resistances considered for our simulations were taken from a
bus lying inMetal2 above a substrate in13,m CMOS technology.

In the Table 3 we present the obtained power figures from both simulations and calculations.
All figures are expressed IRG P introduced in subsection 4.3 in order to quickly see the ratios
between bus, encoder and decoder power dissipation. As we can see from this table, our model
features a good global accuracy (“Accuracy” in Table 3) for both HammindoaadiRail coding
techniques. In particular, for both encoders, our theoretical model provides results that are in a
very good accordance with the simulation results. Similarly, as for the bus wires, it can be seen that
our model correctly predicts the power consumption, being the discrepancy between simulation
and modeling less than tH®% for all the three considered cases. Instead, for the decoders, the
theoretical models do not match. This is because of glitches in the decoders XOR trees due to
difference in the delays of the arriving data signals and parities. Not only do these glitches cause
more (unmodeled) transitions in the XOR trees, but they also cause the error-correcting circuit to
be activated for very short periods. This means that for the Hamming decoder also the multiport
syndrome decoders and the parity comparison XORs are active. These events were not considered
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in our theoretical modeling. Modeling these effects is also not that feasible because of the inherent
complex and data-dependent behavior of glitches in networks. However, this mismatch does not
impact our achieved global accuracy, as can be seen from Table 3.

In the previous table we have compared simulation and theoretical results obtained for a bus
with only 4 information bits. Since our model has shown a good accuracy in predicting the power
consumption of an encoded bus implementing either Hamming coBaadRail code, it can be
employed in order to compare encoded bus with larger original wordsizes.

In Figure 14 we show the values for the modeled power consumption (expresBétHinfor
several values of the wordsize of the original d&fa ¢onsidering only the bus wires, buffered (a)
and unbuffered (b). It can be noticed that, in the buffered case, foi 3, the Hamming curve is
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Figure 14. Power consumption of bus wires only: buffered (a) and unbuffered (b).

always under th®ual Rail one. This means that, as the information length increases, the increase
of power due to the larger number of wires (and consequently of buffers) required DyahReail
technique is not balanced by the power saved by reducing the number of lateral coupling capac-
itances to be charged. In this regard, it is worth noticing that the total codeword lertgtinere
n = k + p) increases linearly wittk for the Dual Rail coding, while for Hamming it increases as
[logok]. On the contrary, in the unbuffered case (Figure 14b), the power consumption within the
bus for theDual Rail is always lower than that for Hamming. In this case, the reduction of mutual
capacitances to be charged allowed byEhml Rail coding produces a power reduction greater
than the extra power required by the larger number of wires, and hence of bottom capacitances,
with respect to Hamming.

Now, let us analyze the power consumption considering also the encoding/decoding circuitry
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of the two coding techniques, as shown in Figure 15 for buffered (a) and unbuffered (b) bus wires.
It can be seen that, in the case with buffered wires, the power dissipatDuabRail is lower
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Figure 15. Total power consumption with buffered (a) and unbuffered (b) bus wires.

than that of Hamming for a wordsize of original data lower than 20, with a difference of about

40 EGP for k = 8 and12 EGP for k = 16. It is worth noticing that, considering also the
encoding/decoding circuitry, the break-even point between the two coding techniques shift on the
right with respect to the case in which only the (buffered) bus wires are considered.

As for the case of unbuffered bus wires, it is worth noticing iaél Rail consumes less than
Hamming for all values of wordsize of original data in the considered range. In this case, in
fact, together with the power savings allowed by el Rail encoding/decoding circuitry with
respect to that of Hamming, the power reduction within the bus provided yualkRail must be
taken into account. Consequently, for shorter busses (requiring less bilfteisiRail becomes
more attractive than Hamming. Moreover, if we want to correct more than one error, a segmented
bus can be considered. The bus is split up into smaller busses (segments), each one implementing
the chosen error correcting code. For instance, if 4 data bit-wide segments are considered, the
results shown in Table 3 still hold true, and a power saving of more tharOfliean be provided
by Dual Rail coding, with respect to Hamming, independently of the original buswidth.

7 Conclusions

In this paper we have presented the results of an analysis performed on power dissipation in
deep submicron fault-tolerant busses which implement Hamming single error correcting codes.
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These results have shown that all different equivatehitC’ Hamming codes (with the same re-
dundancy) have identical energy consumption. We have then prop&sed Rail coding scheme
which, if used with a proper bus layout, and in particular applyingnéetligent spacing between
adjacent wires, can allow a power saving of approximatelyltif¢ with respect to Hamming
codes.

In order to perform the above mentioned analyzes, we have presented a model developed to
predict the power consumption within an encoded bus. Our proposed model has been first vali-
dated for a small bus by means of electrical level simulations, and then it has been applied to cases
with larger codeword lengths. We have shown that various tradeoffs can be achieved for different
codeword lengths and bus model (buffered or unbuffered). For instance, if a segmented bus is
implemented, with each segment 4 or 8 bit-wide, our results showbitRail consumes less
power than Hamming at the same footprint, for all the values of the wordsize of the original data.
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