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Abstract Starting with the aim of modernizing legacy systems, often written in
old programming languages, reverse engineering has extended its applicability to
virtually every kind of software system. Moreover, the methods originally designed
to recover a diagrammatic, high-level view of the target system have been extended
to address several other problems faced by programmers when they need to un-
derstand and modify existing software. The authors’ position is that the next stage
of development for this discipline will necessarily be based on empirical evaluation
of methods. In fact, this evaluation is required to gain knowledge about the actual
effects of applying a given approach, as well as to convince the end users of the
positive cost–benefit trade offs. The contribution of this paper to the state of the art
is a roadmap for the future research in the field, which includes: clarifying the scope
of investigation, defining a reference taxonomy, and adopting a common framework
for the execution of the experiments.
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1 Introduction

A software system is subject to changes throughout its lifetime. New requirements,
e.g. requested new or changed functionalities and new constraints imposed to the
software system, usually drive such changes. In fact, the largest proportion of
software lifecycle costs is known to be due to maintenance activities (Sneed 1996;
Jones 1998; Erlikh 2000). A requirement may be a new feature that is called for, a
need to migrate a legacy system with its current functionalities to a new environment,
or a need to fix the software. Thus, the reengineering and maintenance activities are
usually task driven and can sometimes be hard to predict in advance.

Software maintenance and evolution are human-intensive activities, for which the
process of cognition and knowledge acquisition play a central role. Several cognitive
models of program comprehension have been defined in order to capture the mental
processes and the comprehension strategies involved in program understanding, in-
cluding the top–down, bottom–up, and integrated models (Brooks 1977; Soloway and
Ehrlich 1984; Letovsky 1986; Littman et al. 1987; Pennington 1987; von Mayrhauser
and Vans 1994).

Various reverse engineering and program comprehension tools and methods
have been developed to help the software maintainer or reengineer understand
the current structure and behavior of the subject system. Due to the task and
environment-driven software maintenance and reengineering needs, it is, perhaps,
not surprising that in many cases these tools have either been originally developed
for, or their development has been greatly influenced by, a specific application
example or software engineering team. This necessarily results in a set of greatly
varying reverse engineering tools available, both in terms of their functionalities
and visualization methods used. Guidelines for tool evaluation and selection are
provided, for example, by ISO (1995). However, it is very difficult to compare the
usefulness and usability of the tools in an objective and controlled way, especially
when these are research prototypes, developed as proofs of concept, in support of
novel methods or approaches.

Due to the goal-driven nature of reverse engineering and program comprehension
activities, the analysis steps differ across a wide range of scenarios. Tools usually
provide a set of functions for the software engineer to compose different views of
the software, depending on the comprehension task at hand. While the variability
of reverse engineering activities makes tool comparisons difficult, it is a challenge
for also the tool developers. How to build a reverse engineering tool that would be
generally usable, when not only the programming languages, but also the operations
to be applied to analyze the software differ? In some tools this problem has been
solved by providing a customizable and extensible tool that can be tailored to differ-
ent needs, e.g., Rigi.1 In software development, customization is often enabled using
meta-models that are instantiated for certain purposes or domains. The possibility to
customize and extend a tool clearly affects its usability and adaptability.

Reverse engineering tools are not widely adopted in industry (Zayour and
Lethbridge 2001). Often, a tool is built to solve specific problems, and sometimes its
scalability is not guaranteed. Integration and interoperability of reverse engineering

1http://www.rigi.csc.uvic.ca/

http://www.rigi.csc.uvic.ca/
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and forward engineering tools is also seldom achieved, because of the different
underlying models and notations. Integration would, however, be desirable since
reverse engineering activities are typically followed by forward engineering efforts.
When tools are evaluated empirically, the experimental design should maximize
the possibility of generalizing the observed efficiency and users’ satisfaction to real
industrial cases. Estimation of the effects of tool adoption beyond the learning curve
is another central concern. In this respect, execution or replication of the studies in
an industrial context would be a way to strengthen the findings.

When conducting empirical studies in reverse engineering, the variability of the
skill and experience of the involved individuals may be high. Thus, subjects must
be distributed carefully across the groups defined in the experimental design. Other
sources of variability lie in the software development tasks given to the subjects, as
well as the software systems themselves. These factors need to be taken into account
and possibly controlled during the execution of the study.

State of the art studies in reverse engineering often do not comply to the pre-
scriptions summarized above. Replication is not supported, industrial cases are rare
and statistical significance is seldom proved. In order to help the discipline mature,
we think that more systematic empirical evaluation is needed. The results of the
individual studies should be gathered, in order to form a larger body of knowledge
that can be used to support tool adoption. Moreover, the scientific relevance of an
experience of tool usage can be assessed only if the validity and generalizability of
the study are clearly described. The future of reverse engineering will be based on
evidence about the proved effectiveness or ineffectiveness of certain methods and
tools in given contexts. The aim of this paper is to provide a roadmap in order to
guide the discipline toward this new stage of development of the research. Such a
process was initiated by the Workshop on Empirical Studies in Reverse Engineering
(WESRE) that was held in Budapest with STEP 2005.

The main contribution of this paper is a thorough discussion of the state of the
art in reverse engineering research, followed by our proposal for future directions
and guidelines for the discipline. We further suggest a list of criteria to characterize
the currently available reverse engineering tools, and we propose the adoption of a
general framework for tool evaluation and for the design of empirical studies.

2 Object of Study

The object of the empirical studies in which we are interested is reverse engineering.
The most widely used and accepted definition of reverse engineering is that given by
Chikofsky and Cross II (1990):

Reverse engineering is the process of analyzing a subject system to

• Identify the system’s components and their interrelationships and
• Create representations of the system in another form or at a higher level of

abstraction.

To us, after more than a decade of research in reverse engineering, having in
mind the huge variety of approaches, methods, techniques, and tools investigated
so far, the definition above sounds quite limiting. The first part of the definition,
identifying components and relationships, is narrowed to the problem of recovering
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some design-level views of the system, representing its structure as a set of boxes and
links, which are derived from the code disregarding some implementation details.
Several available reverse engineering methods do no fit this definition. Consider, for
example, slicing or feature location. None of the two produces an output consisting
of components and relationships.

The second part of the definition by Chikofsky and Cross has a wider applicability
and allows covering many more reverse engineering methods. However, it is not
completely satisfactory, in that either it is too vague—what are the mentioned
“representations of the system in another form?”—or it falls into the first case, if we
interpret the “higher level of abstraction” as the design, assuming we are analyzing
the code. Moreover, it misses a few important characteristics of reverse engineering.
Namely, the context (i.e., the task in which reverse engineering is conducted), the role
of automation (automated or semi-automated methods are in the scope of reverse
engineering) and the knowledge acquisition process, which is an integral part of
reverse engineering.

These problems with the definition above are partially addressed by Chikofsky
and Cross, when they try to characterize reverse engineering in terms of its objec-
tives (Chikofsky and Cross II 1990). Quoting from their paper, there are six key
objectives in reverse engineering:

1. Cope with complexity.
2. Generate alternate views.
3. Recover lost information.
4. Detect side effects.
5. Synthesize higher abstractions.
6. Facilitate reuse.

Important elements of reverse engineering, such as its task-oriented nature and
its information recovery purpose, are now mentioned. Of course, one cannot expect
to be able to provide a formal or very precise definition: a common understanding
of the discipline may result from different points of view, depending on the task,
stakeholders, approach, etc., and it might be hard to formalize it in terms of an agreed
definition. On the other hand, it is important to define the scope of the discipline,
since it has reached a maturity level that demands empirical evaluation, and no
empirical evaluation can be carried out without defining the precise scope of the
studies.

Based on the paper by Chikofsky and Cross, as well as the reverse engineering
works published afterwards, we give a characterization of the discipline, which does
not attempt to be a precise definition, but at the same time delimits the scope of
investigation of the empirical studies. To us, reverse engineering includes:

Every method aimed at recovering knowledge about an existing software system
in support to the execution of a software engineering task.

Knowledge acquisition means that in general multiple views and perspectives on
a given software system are possible and potentially complement each other. Thus,
there is no hidden or lost structure to be recovered—that there is hidden or lost
structure to be recovered is a common misunderstanding of reverse engineering.
Rather, a structure is superimposed in order to facilitate the execution of some
software engineering task, e.g., maintenance or evolution. Structure imposition is
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true also of design recovery, since in general multiple design views can be produced
for a given system. The resulting structure may or may not be helpful depending
on its end-users. Thus, the task-oriented nature of reverse engineering is necessarily
complemented by a user-oriented characteristic. Moreover, usability issues are also
central according to the definition above. In fact, the same piece of information
recovered from the code may be immensely useful or completely unusable depending
on the end user who is performing the current software engineering task and
depending on the amount of knowledge the user already has about the system.

2.1 Reverse Engineering Methods, Techniques, and Tools

This section enumerates some of the reverse engineering methods, techniques and
tools available in the literature, showing how they fit into the characterization of
reverse engineering given above. Moreover, negative examples are also considered,
in order to show what falls outside the scope of the empirical studies in reverse
engineering considered in this paper.

To facilitate the description of methods, techniques, and tools, we distinguish
between methods and techniques on one hand and tools on the other hand. A method
or technique is a solution to one or more known problems in reverse engineering,
e.g., design recovery. It might be argued that a method is usually more related to
a process which involves humans in the loop while a technique is usually more
focused on the automated part of such a process. As for distinguishing between
a method and a technique, the standard glossaries for software engineering, e.g.
IEEE 729 (IEEE 1983), do not allow a sharp distinction between “method” and
“technique”. Therefore, in the rest of this paper, we do not distinguish between a
method and a technique and use only the word “method.”

A tool is an application which implements and supports the usage of one or more
methods. Clearly, each method can be implemented or supported in different ways
by several tools.

Figure 1 shows the organization of a necessarily non-exhaustive sampling of
contributions available in reverse engineering, according to the separation between
methods and tools described above. Each method is associated with a specific reverse
engineering problem. For example, Slicing aims determine how the value of a
variable at a given statement is computed by the program under analysis. Clone
detection aims to detect code fragments that were replicated and slightly changed.
Concept or feature location aims to isolate the code portions responsible for the
implementation of a given concept or feature. Design recovery aims to produce a
structural view of a system’s components and relationships.

Each method can be further specialized according to the specific approach chosen
to address the target reverse engineering problem. For example, slices can be
computed statically or dynamically, can be subjected to amorphous transformations,
or can be determined for inputs satisfying given conditions. Clones can be obtained
by comparing the Abstract Syntax Trees (ASTs), the metrics or the textual represen-
tations of the program entities.

Each tool supports or implements a method, making specific choices of interaction
modes, user involvement, customizability, etc. Each such choice affects the effective-
ness of the tool. Thus, the ability to address the initial reverse engineering problem
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Fig. 1 Sample of reverse engineering methods and tools

depends on the selected method as well as the implementation embedded in a
given tool.

By contrasting the methods and tools listed in Fig. 1 against the characterization
of reverse engineering given in the main part of Section 2, we can notice that each
satisfies the broader definition, although some of them, e.g., feature location, do
not satisfy the original definition by Chikofsky and Cross. Every method or tool
in Fig. 1 aims to support knowledge acquisition and is expected to be adopted for
execution of software engineering tasks. In some cases, e.g., clone detection, the task
dependence is quite apparent. In other cases, the method is quite general-purpose,
but its effectiveness is dependent on the task at hand and on the already available
knowledge. Finally, each of them deals with existing software systems. An example
of a process falling outside the broader definition given above is testing, the aim of
which is fault detection; knowledge aquisition might be only a side effect.

2.2 Taxonomy

When designing and conducting an empirical study in reverse engineering, its
positioning in the field should be easily and clearly determined. In fact, the whole
picture can be constructed incrementally only by execution of families of related
experiments (Basili et al. 1999). This approach demands for the definition of a
taxonomy of the methods and tools under investigation. Given such a taxonomy,
it becomes possible to interpret the narrow results of a single study in the wider
context. It is possible, for example, to determine the most closely related experiments
or to design further experiments which cover neighboring areas. It is also possible to
understand the generality of the results in terms of its height in the taxonomy.

Clearly, the definition of a common, agreed taxonomy upon of reverse engineering
approaches requires a major effort of the research community, involving evaluation
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and discussion of alternative proposals. This paper does not claim to provide any
definitive solution to this problem, which is not the focus of the paper. However, the
availability of a reverse engineering taxonomy is of fundamental importance for the
next developments of the discipline, since it allows positioning and understanding
the role of the empirical works. Thus, we intend to initiate a discussion on an agreed
taxonomy for reverse engineering by presenting a provisional list of criteria to be
adopted for the classification of the existing contributions.

The following list of criteria can be applied to classify the object of study in the
execution of an empirical study in reverse engineering:

• Method or Tool: Is it a method or a tool?
• Dynamic or Static: Does it involve execution of the program or is it based on the

source code alone?
• Input: What input, e.g., source code in a given programming language, executable

program and execution scenarios, test cases, documentation, etc., does it require?
• Output: What output, e.g., diagrams, text, hypertext, facts populating a database,

annotated code, etc., does it produce?
• Interaction: What interaction modes, e.g., navigation, queries, focusing, succes-

sive refinement, etc., does it support?
• User Guidance: What guidance, e.g., none (i.e., it is completely automated), man-

ual evaluation of output, selection of appropriate inputs, definition of patterns,
filtering, etc., does it require from the user?

• Task Applicability: To what tasks can it be applied? Is it general or special
purpose?

• Scalability: To what system size can it be applied?

The authors of the present paper are actively contributing to start a collaborative
effort for the definition of a reference reverse engineering taxonomy. The official
presentation of the Wiki-style Web site hosting the taxonomy took place during
the 2nd Workshop on Empirical Studies in Reverse Engineering (WESRE), held
in Benevento, co-located with WCRE 2006 (Sim and Di Penta 2006). The taxon-
omy is open to contributions from all researchers working in the field, according
to the Wiki-style of information gathering. The Web site for the taxonomy is:
http://lore.cmi.ua.ac.be/reWiki.

3 State of the Art

In the software engineering field, which can be considered as the parent or a close
relative of reverse engineering, there have been several attempts to systematize
and provide guidelines for empirical studies (Wohlin et al. 2000; Kitchenham et al.
2002). Recognizing the similarity with social sciences, an initial suggestion (Singer
1999) was to use the American Psychological Association (APA) guidelines for
describing experimental studies in software engineering. This approach has been
further extended in the EU project ESERNET (Conradi and Wang 2003).

A number of papers have been focusing on the usage of evaluation methods
(Tichy et al. 1995; Basili 1996; Zelkowitz and Wallace 1997; Shaw 2002). An
overview of controlled experiments in software engineering has been proposed
by (Sjoberg et al. 2005). A systematic characterization of software engineering

http://lore.cmi.ua.ac.be/reWiki
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experiments has been proposed with the goal of building structured knowledge on
the basis of experiment families (Basili et al. 1999). Aside from general surveys
(Nelson 1996; Muller et al. 2000; Waters and Chikofsky 1994), we are unaware of
any papers evaluating the usage of empirical studies in the more narrow domain of
reverse engineering.

As a means to describe the current state of the art, we reviewed conference
proceedings and journal volumes over the last 4 years, between 2002 and 2005. Our
selection of four conferences and four journals is based on their relation w.r.t. the
subject of reverse engineering.

The four selected conferences are:

• The Working Conference on Reverse Engineering (WCRE)
• The Conference on Software Maintenance and Reengineering (CSMR)
• The International Conference on Software Maintenance (ICSM)
• The International Symposium on Empirical Software Engineering (ISESE)

The four selected journals are:

• The Journal on Software Maintenance and Evolution: Research and Practice
(JSME)

• The IEEE Transactions on Software Engineering (TSE)
• The ACM Transactions on Software Engineering Methodology (TOSEM)
• Empirical Software Engineering: An International Journal (EMSE)

In total, the considered proceedings and journals published 260 papers concerned
with reverse engineering. A characterization of the type and purpose of these
studies is provided in Tables 1 and 2 respectively. Table 3 shows the object of the
studies. This classification was obtained by interpreting the papers’ title, abstract and
conclusion. Each paper was also skimmed to verify the categorization. A detailed
description of the type and purpose (used in Tables 1 and 2) of the empirical studies
is deferred to Section 4, where a classification and design framework is presented.

About one fourth, i.e., 64, of the papers discussing a method or tool matching
our description of reverse engineering did not provide any attempt to evaluate their
approach. These papers contributed a conceptual proposition or a proof of concept
of their approach, and refrained from any form of experimentation. To discuss the
use of evaluation methods in the remainder of this section, we exclude these papers.
After this initial screening, the size of our review sample is limited to 196.

Among the papers in our selection which include an empirical evaluation, a large
majority consists of experience reports and case studies—Rows 2 and 3 of Table 1;
139 papers or 70.9% of those involving any empirical evaluation. In other words, just

Table 1 Type of study of
the 260 selected papers Type No. of papers Percentage (%)

No experimentation 64 24.6
Experience report 70 26.9
Case study 69 26.5
Quasi-experiment 39 15.0
Randomized experiment 11 4.2
Observational study 7 2.6
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Table 2 Purpose of the
260 selected papers Purpose No. of papers Percentage (%)

Conceptual proposition 58 22.3
Proof of concept 94 36.1
Quantification 49 18.8
Comparison 49 18.8
Conditioned comparison 2 0.7
Review 2 0.7
Post-facto 6 2.3

one third of the papers evaluated their approach by controlling the setting, including
quasi- and randomized experiments, as well as observational studies.

3.1 Objects of study

While classifying papers included in our review, we distinguish between (1) the tool
used in the study, and (2) the method supported by the tool. In this subsection, we
discuss the methods targeted in the works considered in our review and term these
the objects of study.

Table 3 lists the objects of study and the number of papers covering each. Every
reviewed paper was assigned a unique object of study, determined by its main
focus. Each object falls into the characterization of reverse engineering provided in
Section 2. To narrow the list, we do not show any object which was the object of study
in less than five papers or articles. The lack of a widely accepted taxonomy makes it
difficult to relate the different studies and to understand how they contribute to a
method in particular and the field as a whole. As a result, the interpretation of the

Table 3 Objects of study
Object of study No. of papers Percentage (%)

Visualization 16 10.4
Design recovery 16 10.4
Slicing 14 9.1
Behavior recovery 13 8.5
Repository mining 13 8.5
Architecture recovery 9 5.8
Clustering 9 5.8
Impact analysis 8 5.2
Dependency analysis 8 5.2
Source recovery 8 5.2
Feature localization 6 3.9
Design pattern recovery 6 3.9
Traceability analysis 6 3.9
Clone detection 6 3.9
Concept localization 5 3.2
Design flaw detection 5 3.2
Information retrieval 5 3.2
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object of study of each paper, performed during our review, might to some extent be
questionable.

3.2 Population

In the studies we reviewed and which employed some type of empirical validation,
93.4% focused on the performance of automated tools, excluding the role of humans.

Clearly, there is the need for more studies in which the role played by the humans
in the reverse engineering process is assessed together with the role of the tools. In
fact, in the execution of any real maintenance task, tools can only assist humans, by
augmenting and equalizing their skills, but tools can never replace humans.

3.3 Context

Around one fourth, i.e., 51, of the studies including an evaluation compared methods
and therefore specified the conditions under which these were tested. We have
categorized the factors, independent variables, included in these studies:

• Comparing a tool or method against a placebo, for example, use of program
slicing for debugging.

• Comparing different tools or methods, for example, different clustering algo-
rithms, feature identification methods, clone detection tools.

• Comparing different configurations of a tool, for example, the threshold used by
an information retrieval method.

• Comparing run-time performance in different contexts.

Around half, i.e., 106, of the studies measured the performance of the method
under study: quantification, comparison, and post-facto studies. The observed, de-
pendent variables included in these studies are typically performance characteristics,
e.g., precision and recall metrics, used to evaluate the identification effectiveness
against a reference gold standard, and resource utilization metrics.

Again, the typically used variables reveal that the role of humans is underesti-
mated. Most observations capture properties of the output produced by a tool, not
its usefulness for the end user. The choices of dependent variables and of the kind
of study are made with the aim of evaluating the intrinsic potential of the studied
method, regardless of the way users take actually use the method.

4 Adopting an Experimental Framework

Several empirical studies in reverse engineering hold a large degree of similarity with
soft or social sciences. The empirical branches of both hard and soft sciences have
since a long time defined widely accepted standards for presenting and characterizing
the result of their studies. Such guidelines make it easier to understand a research
paper, since the reader knows where to look for the sought information. The search
for the relevant studies is simplified, since papers can be classified more easily. The
general validity or goodness of a paper can be assessed with a quick browse. It is
easy to identify blind spots of the studies and to design families of experiments to
cover them.
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Based on the lack of a systematic organization and characterization of the studies
available in the literature (see previous section), we propose the adoption of a
framework, defined along the lines of similar frameworks investigated in the broader
area of software engineering by other authors (Basili et al. 1999; Wohlin et al. 2000;
Sjoberg et al. 2005). The framework can be used both to design and to classify
empirical studies in reverse engineering. It consists of six main dimensions:

1. Type of the study,
2. Object of the study,
3. Purpose,
4. Focus,
5. Population,
6. Context.

In the following six subsections, each dimension is described in more detail.

4.1 Type of the Study

In the literature, there are many taxonomies of empirical studies. Partly based
on (Zelkowitz and Wallace 1998), we identified three main factors that help char-
acterize the type of study:

• Multiplicity: whether several cases are observed.
• Control: whether control has been exercised on the main factor and on the

context factors and cofactors.
• Randomness: whether, in the presence of multiple cases, the assignment to the

experimental groups was random or by convenience.

Such factors allow us to cover all the relevant studies found in the reverse engineering
literature.

If only one or a few cases are observed, we have, depending on the level of control
applied, one of two types of studies:

• Experience report: the treatment is applied to one case, but no specific effort
is devoted to controlling the context. The goal is not insight, but rather to
show superiority of the proposed technology (Zelkowitz and Wallace 1997).
Accordingly, the set-up, data collection, and data analysis are not discussed in
detail.

• Case study: the treatment is applied to one case, and the collection of data,
targeting insight in the attributes of a set of products or processes, is discussed
in detail, as are the set-up and data analysis. No variables are manipulated at
different levels.

Such studies are the basis to achieve a higher maturity level.
When multiple cases are observed, we can distinguish whether or not control is

applied and then, whether or not randomness is sought (Shadish et al. 2001):

• Experiment: the treatment is applied under control in order to observe the
effects. To identify and isolate the effects of the treatment, also factors other
than the treatment that may influence the outcome, should be controlled.
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As a function of whether or not randomness is sought, it is possible to identify
two sub-types:

(a) Randomized experiment: an experiment in which subjects are assigned to
receive the treatment or an alternative condition by a random process.

(b) Quasi-Experiment: an experiment in which subjects are not assigned to con-
ditions randomly, e.g. by convenience sampling or voluntary assignment.

• Observational study: a study that unobtrusively gathers observations in search for
statistical support connecting factor and effect variables. Such a study often takes
the form of a survey, in which random sampling is applied to select a population
of cases to be observed (Pfleeger and Kitchenham 2001–2002).

In addition, we consider also indirect studies that are based on empirical results
achieved in previous research:

• Systematic review: A systematic review is based on the evaluation and inter-
pretation of all accessible pre-existing research relevant to a topic of interest
(Kitchenham 2004). In such a study, the sampling of cases is performed by
convenience, selecting those cases that have been studied in the past.

We include the systematic review type of studies instead of the more generic review
since the former has a coded procedure while the latter is often used to describe
a subjective, possibly commented, collection of literature. We distinguish between
systematic review and observational study since the former is not directed toward
supporting a specific factor–effect relationship, while this support is required for the
latter.

4.2 Object of the Study

Objects are the entities under study in an empirical investigation (Wohlin et al.
2000). In the Reverse Engineering field, an object is usually a method or a tool (see
Section 2). Unfortunately, in most cases, it is hard to separate the method from the
tool, e.g., because the method has been implemented in a prototype tool that plays
an essential role in the application of the method.

When a comparative study is conducted, there may be more than one object of
the study, e.g., annotations and drawing editors. It is important to mention here how
the object of the study is related to the treatment of the study. Typically, when there
are multiple objects, the treatment is the type of object; in other cases, it may be the
intensity or some other parameter of the object. In order to position a specific study
in the available literature, a reference taxonomy for the object of a study, defined
along the lines given in Section 2.2, should be adopted.

4.3 Purpose

It is possible to identify seven main purposes in the Reverse Engineering field:

• Conceptual Proposition (CP): The authors propose a concept, process, or theory.
The paper provides a theoretical contribution, but there is no demonstration of
feasibility nor of evaluation.
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• Proof of Concept (PC): The authors demonstrate the feasibility of the proposal.
There is no evaluation of any measurable property of the proposal. At most,
qualitative insight in the strengths and weaknesses of the proposal are derived.

• Quantification (Q): The authors quantify a property of the approach with regard
to a certain task, e.g., analyzing the recall and precision of an information
retrieval method.

• Comparison (C): The authors clarify quantitative differences between properties
of the proposal and at least one alternative.

• Conditioned Comparison (CC): The authors clarify quantitative differences
between properties of the proposal and at least one alternative in at least two
conditions, e.g., method A is better than method B in condition C1, but the
opposite is true in condition C2.

• Review (R): The authors present a literature overview.
• Post-facto (PF): The authors review existing data and make a determination

about a correlation between two measurements.

4.4 Focus

There are two fundamentally different foci of the empirical studies in tool support
for software engineering (Walenstein 2002):

• Usefulness: the actual assistance provided by the object of the study to the
developer in fulfilling her task.

• Usability: the actual ease in learning and applying the object of the study.

The usability of software engineering tools has not been extensively researched,
and the same holds for reverse engineering tools (Lethbridge and Singer 1997).
Usability testing methods, initially developed for consumer products or non-
professional usage, should be applied critically (John and Marks 1997). Often,
the comparisons have been carried out in an ad hoc manner, without a proper
scientific test, e.g., with no control on randomness or on co-factors. The general
metrics of usability as defined by ISO 9241-11 (ISO 1998)—effectiveness, effi-
ciency and subjective satisfaction—can be adapted to the Reverse Engineering field.
Effectiveness of a tool measures the fraction of each problem that can be solved by
using the tool, and efficiency of a tool measures amount of effort needed to solve
any given reverse engineering task. Subjective satisfaction using a tool measures
each professional user’s satisfaction while using the tool in his or her daily work
over a long period of time. In addition, organizational satisfaction with a tool is an
organizational generalization of subjective satisfaction using the tool. The realization
of these attributes in a software tool differs significantly from the usability metrics
of consumer products, for which the emphasis is often on learnability, intuitiveness,
aesthetics, and short-term satisfaction and delight by an individual user.

One central decision of usability studies is whether the study is conducted in a
controlled laboratory environment, or whether a more ethnographic or contextual
approach is chosen. In reverse engineering tool research, combinations of both are
needed.

Nielsen (1993) defines usefulness to consist of usability and utility. He defines
utility as follows: “utility is the question of whether the functionality of the system
in principle can do what is needed, and usability is the question of how well users
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can use that functionality.” Usability interacts with utility when reverse engineering
tools are evaluated. Poor usability may be confused with low utility, whenever the
information recovered by the method implemented in the tool is by itself useful, but
it is made unusable in practice by poor design of the tool’s interface with the user. A
usability study allows researchers to discriminate between the two, getting a better
picture of the reasons for the observed performance.

4.5 Population

In the studies in which a multiplicity of cases is observed, there is an important
bifurcation of the type of studies. In general we can have two types of subjects of
the study that define the dimension to which statistical methods are applied:

• Humans: the object of the study is applied by several persons, e.g., programmers
or maintainers, to perform a given task on one or more programs.

• Programs: the object of the study is applied manually or automatically to perform
a given task on several programs.

Equally important is to characterize the population: e.g. for humans, students
vs. professional programmers; for programs, the relevant features include size,
application domain, programming language and paradigm, platform, etc. Such a
characterization is fundamental when it comes to generalizing the results of the study,
that is, to obtain external validity.

4.6 Context

In order to establish the external validity of the study and the applicability of the
tested method or tool, it is essential to extensively document the context of the study.
In the literature, only a few works consider the main factors influencing maintenance
and comprehension activities. This section gives a short overview of them, with the
aim of providing an initial checklist, which could be used by researchers to identify
the most important co-factors in their studies.

• Ontology of software maintenance
Kitchenham and others propose an ontology (Kitchenham et al. 1999) of factors
that might affect the result of empirical studies in software maintenance pro-
ductivity, quality or efficiency. The ontology addresses factors grouped into four
areas:

(a) Maintained product: (1) size, (2) application domain, (3) age, (4) maturity,
(5) composition, and (6) quality.

(b) Maintenance activities: (1) quality, type, and age of input and output
artifacts, (2) human, hardware and software resources, (3) product history,
(4) modification size and criticality, (5) kind, (6) requirements involved,
(7) configuration and event management, (8) change control, and (9)
development technology, paradigm, and procedure.

(c) Maintenance organization processes: (1) maintenance events and perfor-
mance targets of service level agreements, (2) formality and quality of
configuration management, (3) factors influencing the maintained product,
(4) investigation reports, and (5) modification activities.
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(d) Staff : (1) attitude, (2) motivation, (3) skill, (4) roles of the organization
staff, (5) number and types of users, (6) goals, and (7) employers of
customers.

• Ontology of program comprehension strategies
Storey and others propose an ontology (Storey et al. 1997) of cognitive issues
which should be considered during the design of a software exploration tool.
They are grouped into three categories:

(a) Maintainer characteristics: (1) application domain knowledge, (2) program-
ming domain knowledge, (3) maintainer expertise, (4) creativity, and (5)
familiarity with the program and the programming environment.

(b) Program characteristics: (1) application domain, (2) programming domain,
(3) program size, (4) complexity and quality, (5) availability of documenta-
tion, and (6) programming environment.

(c) Task characteristics: (1) task type, size and complexity, (2) time constraints,
and (3) environmental factors.

Precise description of the context in which a study was performed is fundamental in
order to understand the scope of applicability of the reported results. A researcher
may borrow categories and terms from these two ontologies when describing the
context of his or her study.

4.7 Empirical Study Datasheet

We encourage the good practice of providing a datasheet for empirical studies. The
datasheet’s structure, derived from the proposed framework, is shown in Table 4.

In addition, the authors of an empirical study in reverse engineering should
provide pointers to the raw data sets and a complete replication package. The raw
data allow the readers of the study to replicate the statistical analyses and to conduct
further analyses. The replication package shall contain all the details required to
replicate the experiment, including but not limited to:

• Sampling procedures;
• A complete description of each task;
• A full description of the software environment.

The statistical and practical relevance of the study should also be mentioned
explicitly. At least the statistical significance, e.g., p-value, and the effect size should
be included. These values are essential to enable the readers combining the results
from several studies, e.g. by meta-analysis (Miller 2000), and obtaining stronger
evidence related to a method or tool (Pickard et al. 1998).

Table 4 Empirical study
datasheet Item Content

Type Multiplicity, control, randomness
Object Technique and/or tool
Purpose {CP, PC, Q, C, CC, R, PF}
Focus Usefulness, usability
Population {humans, programs} + description
Context Confounding factors
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Adoption of a common datasheet, made available on the Web and possibly
included in publications, would support a better understanding of the results, their
comparison against alternatives and replication of the experiment. Overall, it would
be a step forward in order to bring the discipline to maturity.

5 Research Directions

The Technology Acceptance Model (TAM), originally developed by Davis (1989),
models users’ acceptance of technology at work as a combination of perceived ease
of use, perceived usefulness and intention to use, which leads to usage behavior.
Venkatesh and Davis (2000) have extended this model by describing factors affecting
perceived usefulness. Such factors include: (1) subjective norms, (2) image, (3)
job relevance, (4) output quality, (5) result demonstrability, (6) the user’s level or
experience, (7) whether or not the user volunteered, (8) perceived ease of use, and
(9) usage behavior.

In order for an organization to be able to efficiently exploit new tools, the
factors of technology acceptance must be fulfilled. Usability is one of the central
contributors, but in an organization, the implications of software developer team
dynamics—as suggested by the TAM model—need to be studied. It is beyond
the scope of this paper to propose the exact procedure for such studies, but an
ethnographic approach would be required to reveal the degrees of organizational
acceptance and individual acceptance.

After several decades of research, the discipline of reverse engineering aims
at having an impact on the practice of software development, maintenance, and
evolution. To this aim, empirical evidence is expected to play a major role. This
requires the definition of a research agenda for the next developments in the field.
In this paper, we examine the main areas that need further investigation and tried
to summarize the state of the art. The directions for future investigation can thus be
organized along the aspects of the empirical studies in reverse engineering that are
lacking in one or more respects:

• Taxonomy refinement: One aim for conducting empirical studies in reverse
engineering is building knowledge from families of related experiments (Basili
et al. 1999). This knowledge construction process requires the capability to
position each individual study within a taxonomy for describing the objects of a
study. This paper proposes a set of criteria for the definition of such a taxonomy.
We expect that these will be discussed and refined in future research.

• Agreed upon framework: Design and classification of empirical studies in reverse
engineering should adhere to an agreed upon framework, in order to support
comprehension, comparison, and replication. Based on the existing literature,
this paper summarizes the common elements proposed in the past into a tentative
framework that can be used with reverse engineering studies. We expect to
see this framework refined and adjusted in the future. Most importantly, we
will contribute to its diffusion and wide adoption, in order to make the studies
conducted in this field more uniform.

• Benchmark: Empirical studies in reverse engineering have a strong dependence
on the programs being analyzed and on the maintenance tasks being executed.
To support controlled replication, a benchmark of programs, associated with
a set of maintenance tasks to be executed on them, is essential. With this
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benchmark, variability can be reduced, and comparisons and replications be-
come easier to conduct. Software engineering benchmarks have been recognized
as one of the challenges for the research in the field (Sim et al. 2003). They
represent the operationalization of a paradigm emerging in a discipline and their
success depends on several sociological and technical factors (Sim et al. 2003).
Also their relationship with experiments and case studies was investigated (Sim
et al. 2003). Actually, a few examples of benchmarks do already exist in reverse
engineering, such as Xfig (Sim and Storey 2000; Sim et al. 2000). We envisage an
increasingly widespread usage of similar benchmarks.

• Replication: Every empirical study in reverse engineering should be accompanied
by a replication kit (also known as laboratory package (Shull et al. 2002,
2004)), to allow any researcher to replicate the study in a different environment
following the instructions contained in it. Public availability of replication kits is
essential to move the discipline toward maturity. Moreover, a standard form for
replication kits would be extremely useful. Data repositories aimed at supporting
replication of software engineering studies are already available in the areas of
metrics, predictive models (Sayyad-Shirabad and Menzies 2005), and testing (Do
et al. 2005). They could serve as a good starting point for the definition of a
reverse engineering data repository.

• Datasheets: The organization of the descriptive data produced for each empirical
study should follow a common template. Section 4 proposes a skeleton for such
a template, in the hope that it will be adopted and refined. Reading the results,
understanding the experimental design, assessing the validity, and extracting
useful lessons from published studies would become much easier if datasheets
were organized according to a standard format. This datasheet is part of the
infrastructure that is needed by the discipline, and it is sketched in Section 4
of this paper.

6 Concluding Remarks

In this paper, we try to delimit the scope of investigation of the empirical studies in re-
verse engineering, by discussing thoroughly the object of study. Moreover, we review
the recent publications in the field, so as to have a clear picture of the state of the art.
Based on the review, we recognize the need for a reference taxonomy and propose
a tentative set of taxonomic criteria to support the positioning of each study in the
wider context, and we describe a tentative framework, borrowed from the broader
area of software engineering, which should guide researchers conducting new studies.

The vision that solicited this study and that emerged at the Workshop on Em-
pirical Studies in Reverse Engineering (Budapest, with STEP 2005) is the future
scenario of the research in this area. The next stage of the research method will
involve obtaining empirical evidence that benefits outweigh the costs. The obtention
of this evidence is expected for two reasons. On one hand, claims made in the
field that are based on only personal trials or anecdotes cannot be accepted any
longer. Rigorous empirical evaluation is required to produce relevant contributions
that advance the field. On the other hand, the field has reached a maturity level in
which it can have a concrete impact on the practice of software development and
maintenance. However, this impact can be achieved only if the effects of the field’s
adoption are carefully studied, in oder to identify the most cost-effective approaches.
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In this paper, we try to sketch the future trends in reverse engineering by providing
a research agenda, which we consider an essential step to move forward.
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