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�����5ROH�RI�YLVXDO�VHDUFK�DQG�VHFXULW\�LQ�WKH�&20%2

5��/��/DJHQGLMN

7KLV� FKDSWHU� RXWOLQHV� WKH� PDLQ� IHDWXUHV� RI� WKH� 60$6+� VWRUDJH� V\VWHP� �&20%2�� DQG
LQWURGXFHV� WKH� UROH� RI� YLVXDO� VHDUFK� DQG� VHFXULW\�� ,W� DOVR� RXWOLQHV� WKH� VWUXFWXUH� RI� WKH
GHOLYHUDEOH�

�����&RQFHSW�RI�60$6+�&RPER�6\VWHP

7KH�RYHUDOO�REMHFWLYH�RI�WKH�60$6+�SURMHFW�LV�WR�GHYHORS�DQG�WR�VKRZ�WKH�WHFKQLFDO�IHDVLELOLW\
RI�DQ�LQWHJUDWHG�VWRUDJH�XQLW�IRU�PXOWLPHGLD�DSSOLFDWLRQV�LQ�D�GRPHVWLF�HQYLURQPHQW��,QWHJUDO
SDUW�RI�WKLV�VWRUDJH�XQLW�DUH�SURYLVLRQV�IRU�VHDUFKLQJ�DQG�SURWHFWLRQ�RI�WKH�VWRUHG�LQIRUPDWLRQ�
DQG� LQ� SDUWLFXODU� IRU� WKH� YLVXDO� LQIRUPDWLRQ�� 7KLV� GHOLYHUDEOH� GHVFULEHV� WKH� WHFKQLFDO
SRVVLELOLWLHV�DQG�PHWKRGV�IRU�WKHVH�IXQFWLRQV�LQ�WKH�60$6+�SURMHFW�

)LJXUH�����VKRZV�WKH�SURMHFW¶V�FRQFHSWXDO�YLHZ�RQ�WKH�SODFH�WKDW�WKH�60$6+�VWRUDJH�XQLW�KDV
LQ�WKH�FRQVXPHU¶V�KRPH��7KH�VWRUDJH�V\VWHP�LV�H[WHUQDOO\�FRQQHFWHG� WR� WKH�QHWZRUN� WKURXJK
HLWKHU� D� VHW� WRS� XQLW� �'9%� LQSXW�� RU� WKURXJK� D� 3&� �LQWHUQHW� FRQQHFWLRQ��� ,Q� WKH� GRPHVWLF
HQYLURQPHQW�WKH�60$6+�VWRUDJH�XQLW�VHUYHV�DV�D�UHPRWH�VHUYHU�IRU�PXOWLPHGLD�DSSOLFDWLRQV�
)RU�WKLV�UHDVRQ�WKH�XQLW�LWVHOI�GRHV�QRW�KDYH�D�XVHU�LQWHUIDFH��EXW�LV�DFFHVVHG�WKURXJK�HLWKHU�WKH
3&� DSSOLFDWLRQ� ZLWK� ,QWHUQHW�-DYD� LQWHUIDFH� RU� WKURXJK� WKH� VHW� WRS� XQLW� �678�� DSSOLFDWLRQ
UXQQLQJ�IRU�LQVWDQFH�DQ�0+(*�HQJLQH�

��������������������������������

�60$6+�&20%2
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)LJXUH������60$6+�VWRUDJH�XQLW�LQ�WKH�GRPHVWLF�HQYLURQPHQW

7KH� DUFKLWHFWXUH� RI� WKH� VWRUDJH� XQLW� LV� EXLOW� DURXQG� WZR� WLJKWO\� FRXSOHG� EXW� WHFKQRORJLFDOO\
GLIIHUHQW�VWRUDJH�PHGLD��QDPHO\�D�OLQHDU�WDSH�GULYH��/7'��DQG�D�KDUG�GLVN�GULYH��+''���7KH
OLQHDU�WDSH�GULYH�LV�D�FKHDS��LQ�WHUPV�RI�(FX�0E\WH��KLJK�FDSDFLW\�VWRUDJH�PHGLXP��DW�OHDVW���
*E\WH�� ZLWK� UHODWLYHO\� VORZ� DFFHVV� WLPH�� ZKLOH� WKH� KDUG� GLVN� GULYH� SURYLGHV� D� UHODWLYHO\
H[SHQVLYH� VPDOOHU� FDSDFLW\� VWRUDJH� �H�J�� �� *E\WH�� ZLWK� IDVW� UDQGRP� DFFHVV�� 7KH� WZR
FRPSRQHQWV� RI� WKH� 60$6+� VWRUDJH� XQLW� DUH� PDQDJHG� E\� WKH� RSHUDWLQJ� V\VWHP� RI� WKH� XQLW
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LWVHOI��ZKLOH�3&�678�DSSOLFDWLRQV�FDQ�DFFHVV�WKH�GDWD�UHVLGLQJ�RQ�/7'�RU�+''�WKURXJK� WKH
$SSOLFDWLRQ�3URJUDPPLQJ�,QWHUIDFH��$3,��

7KH�PXOWLPHGLD� GDWD� XVHG� LQ� DSSOLFDWLRQV� ZLOO� EH� G\QDPLFDOO\� VWRUHG� LQ� D� GLVWULEXWHG� ZD\�
GHSHQGLQJ� RQ� WKH� FKDUDFWHU� RI� WKH� PXOWLPHGLD� GDWD� DQG� RQ� WKH� DSSOLFDWLRQ�� 7KH� PDLQ
GLVWLQFWLRQ�LQ�VWRUDJH�ZLOO�EH�EHWZHHQ��DXGLR�YLVXDO��VWUHDP�GDWD��WR�EH�VWRUHG�RQ�WKH�/7'��DQG
UDQGRP�DFFHVV�GDWD�ILOHV��WR�EH�VWRUHG�RQ�WKH�+''���7R�WKH�XVHU��KRZHYHU�� � WKH�VWRUDJH�XQLW
ZLOO�EH�WUDQVSDUHQW��L�H��WKH�XVHU�LV�QRW�DZDUH�RI�KRZ�WKH�GDWD�LV�GLVWULEXWHG�EHWZHHQ�WKH�/7'
DQG�+''��7KH�FKRVHQ�DUFKLWHFWXUH�RI�WKH�VWRUDJH�XQLW�FRPELQHV�WKH�DGYDQWDJHV�RI�KDUG�GLVN
WHFKQRORJ\� �IDVW� DQG� UDQGRP� DFFHVV�� ZLWK� WKRVH� RI� OLQHDU� WDSH� WHFKQRORJ\� �KXJH� VWRUDJH
FDSDFLW\���7KH�0XOWL0HGLD�'DWD%DVH��00'%���WR�EH�VWRUHG�RQ�WKH�+''��SOD\V�D�FUXFLDO�UROH
LQ�VWRULQJ�YDULRXV�NLQGV�RI�VHUYLFH�LQIRUPDWLRQ��LQ�UHODWLQJ�LQIRUPDWLRQ�VWRUHG�RQ�WKH�/7'�DQG
WKH�+''��DQG�LQ�SURYLGLQJ�HIILFLHQW�XVHU�DFFHVV�WR�WKH�VWRUHG�LQIRUPDWLRQ�

7KH�GHYHORSPHQW�RI�D�VWRUDJH�V\VWHP�DV�RXWOLQHG�DERYH�UHTXLUHV�WKH�VROYLQJ�RI�PDQ\�WHFKQLFDO
DQG�FRQFHSWXDO� FKDOOHQJHV�� ,Q� WKH�60$6+�SURMHFW�PDQ\�RI� WKH� DUFKLWHFWXUH� DQG�DSSOLFDWLRQ
SUREOHPV�DQG�FKRLFHV�KDYH�EHHQ�GLVFXVVHG��2I�FRXUVH��WKHVH�LVVXHV�FDQQRW�DQG�KDYH�QRW�EHHQ
GLVFXVVHG� LQ� LVRODWLRQ�� VLQFH� WKHUH� DUH�PDQ\� LQWHUUHODWHG� LVVXHV� LQ� DUFKLWHFWXUH�� DSSOLFDWLRQV�
DQG� WKH� V\VWHPV� VSHFLDO� IXQFWLRQDOLWLHV�� 7DNLQJ� LQWR� DFFRXQW� WKH� GHYHORSPHQWV� LQ� RWKHU
EUDQFKHV� RI� WKH� SURMHFW�� WKLV� GHOLYHUDEOH� FRQFHQWUDWHV� RQ� VSHFLILF� VRIWZDUH�KDUGZDUH
IXQFWLRQDOLWLHV� IRU� PDQDJLQJ� WKH� VWRUHG� GDWD�� DPRQJ� ZKLFK� DUH� VHDUFKLQJ� RI� VWRUHG� YLGHR
VWUHDPV�� FRS\� SURWHFWLRQ� DQG� � HQFU\SWLRQ� RI� SULYDWH� GDWD�� DQG� WKH� PXOWLPHGLD� GDWDEDVH
�00'%��IRU�RUJDQL]LQJ�DQG�HIILFLHQW�UHWULHYDO�RI�VWRUHG�LQIRUPDWLRQ�

2I� SDUWLFXODU� LQWHUHVW� LQ� WKLV� GHOLYHUDEOH� LV� WKH� '9%�9&5�� ZKLFK� LV� RQH� RI� WKH� 60$6+
SURMHFW¶V� DSSOLFDWLRQ� VWXGLHV�� D� UHFRUGHU� DQG� SOD\HU� IRU� VDWHOOLWH� DQG� FDEOH� '9%� VHUYLFHV�
HVSHFLDOO\�GLJLWDO�03(*�YLGHR�ZLWK�HQFORVHG�VHUYLFH�LQIRUPDWLRQ��ZKLFK�ZLOO�XVH�WKH�VWRUDJH
XQLW� IRU� DGGLWLRQDO� IXQFWLRQDOLWLHV� �EUHDN�EXWWRQ�� UHFRUGLQJ�DQG�SOD\EDFN�RI�PXOWLSOH� VWUHDP�
DQG�LQFUHDVHG�XVHU�IULHQGOLQHVV��EURZVLQJ�DQG�VHOHFWLRQ�RI�VHUYLFHV�XVLQJ�WKH�SURJUDP�JXLGHV
DQG�YLVXDO�FRQWHQWV�RI�WKH�VHUYLFHV��PDQDJHPHQW�RI�WDSH�FROOHFWLRQV��

�����,PSRUWDQFH�RI��6HDUFKLQJ�DQG�6HFXULW\��6WDWH�RI�WKH�DUW�FRQWULEXWLRQV

:LWK� WKH� GHYHORSPHQW� RI� PDVV� VWRUDJH� GHYLFHV� VXFK� DV� WKH� 60$6+� VWRUDJH� V\VWHP�� DOVR
FRPHV� WKH� QHHG� IRU� �L�� HIILFLHQW� PDQDJHPHQW� DQG� �LL�� SURWHFWLRQ� RI� WKH� ORFDOO\� VWRUHG
PXOWLPHGLD�LQIRUPDWLRQ��7KH�LPSRUWDQFH�RI�WKHVH�WZR�IXQFWLRQV�DQG�WKH�SODFH�ZKHUH�DQG�KRZ
WKH\�DUH�GLVFXVVHG�LQ�WKLV�GHOLYHUDEOH�DUH�DGGUHVVHG�LQ�WKLV�VHFWLRQ�

7KHUH� LV� D�JURZLQJ�ZRUOG�ZLGH� LQWHUHVW� LQ� WKH�GHYHORSPHQW�RI�EURZVLQJ�PHWKRGRORJLHV� DQG
WRROV� WDLORUHG� WR� WKH� VWRUDJH� V\VWHP� DQG� DSSOLFDWLRQV� WKDW� DFFRPPRGDWH� IRU� HDVLO\� ORFDWLQJ
VSHFLILF�SLHFHV�RI� LQIRUPDWLRQ� LQ�KXJH�YROXPHV�RI� LQIRUPDWLRQ��([LVWLQJ�QDYLJDWLRQ� V\VWHPV
DUH� DOO� EDVHG� RQ� SULRU� DQQRWDWLRQ� RI� WKH� LQIRUPDWLRQ� RU� VHDUFK� SURFHVVHV� RQ� WH[WXDO
LQIRUPDWLRQ��,W�LV�ZLGHO\�UHFRJQL]HG�WKDW�WKHUH�LV�D�QHHG�IRU�LQWHOOLJHQW�PDQDJHPHQW�DQG�VHDUFK
PHWKRGV�LQ�SDUWLFXODU�IRU�WKH�YLVXDO�LQIRUPDWLRQ�LQ�PXOWLPHGLD�GRFXPHQWV�DQG�LQ�GLJLWDO�YLGHR
DQG�LPDJH�OLEUDULHV��7KH�SUREOHPV�DW�KDQG�DUH�ILUVWO\�WKDW�WH[WXDO�DQQRWDWLRQ�FDQ�XVXDOO\�QRW�EH
PDGH�EHIRUHKDQG�EHFDXVH�RI� WKH� VXEMHFWLYLW\�DQG�FRPSOH[LW\�RI� WKLV� WDVN�� DQG� VHFRQGO\� WKDW
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YLVXDO� LQIRUPDWLRQ�ZLOO�EH� WUDQVPLWWHG�DQG�VWRUHG� LQ�D�FRPSUHVVHG�IRUPDW�FRPSOLFDWLQJ�HYHQ
WKH�PRVW�VLPSOH�LPDJH�DQDO\VLV�RSHUDWLRQV�

,Q�RQH�RI�WKH�DSSOLFDWLRQV�VHOHFWHG�E\�WKH�60$6+�SURMHFW��GLJLWDO�YLGHR�EURDGFDVWLQJ��'9%�
VHUYLFHV� ZLOO� EH� UHFRUGHG�� 7R� DFFRPPRGDWH� IRU� DQ� HIILFLHQW� QDYLJDWLRQ� RI� WKH� VWRUHG
LQIRUPDWLRQ�� VRPH� VRUW� RI� FRQWHQWV�EDVHG� VXPPDU\� RI� WKH� VWRUHG� YLGHR� VWUHDPV� QHHGV� WR� EH
PDGH�DV�WKH�VWUHDPV�DUH�UHFHLYHG�DQG�VWRUHG��,Q�6HFWLRQ���RI�WKLV�GHOLYHUDEOH��WKH�VWDWH�RI�WKH�
DUW�LQ�PDNLQJ�VXFK�D�VXPPDU\�RI�YLGHR�LQIRUPDWLRQ�LV�GHVFULEHG�

,Q�WKH�UHFHQW�SDVW�ZH�KDYH�H[SHULHQFHG�WKDW�WKH�VXFFHVV�RI�GLJLWDO�YLGHR�EURDGFDVWLQJ�ZDV�QRW
RQO\�GHWHUPLQHG�E\�WKH�H[LVWHQFH�RI�WHFKQLFDO�VROXWLRQV��H�J��03(*�����EXW�DOVR�E\�WKH�ZD\V
LQ�ZKLFK� VHUYLFH� SURYLGHUV�ZRXOG� EH� DEOH� WR�PDNH�PRQH\��7KH� ODWWHU� KDV� OHG� WR� D� FRPSOH[
V\VWHP�RI�HQFLSKHULQJ�03(*�WUDQVSRUW�VWUHDPV��GHFLSKHULQJ��DQG�ELOOLQJ��2Q�VLPLODU�JURXQGV
RQH� FDQ� VWDWH� WKDW� WKH� VXFFHVV� RI� PXOWLPHGLD� VWRUDJH� V\VWHPV� QRW� RQO\� GHSHQGV� RQ� WKH
WHFKQRORJLFDO�DGYDQFHV��EXW�DOVR�WKH�H[LVWHQFH�RI�DGHTXDWH�FRS\�SURWHFWLRQ�PHWKRGV��6HUYLFH
SURYLGHUV� ZLOO� QRW� EH� ZLOOLQJ� WR� RIIHU� VHUYLFHV� LQ� GLJLWDO� IRUP� ZLWKRXW� FRS\� SURWHFWLRQ
PHFKDQLVP�WKDW�OLPLWV�GXSOLFDWLRQ�RI�WKH�GLJLWDO�PXOWLPHGLD�GDWD�

&RS\�SURWHFWLRQ�V\VWHPV�H[LVW� LQ�ZKLFK�WKH�SURWHFWLRQ�VLJQDOV�DUH�VWRUHG�VHSDUDWHO\�IURP�WKH
GDWD��6LQFH�WKHVH�SURWHFWLRQ�VLJQDOV�FDQ�HDVLO\�EH�UHPRYHG�ZLWKRXW�DIIHFWLQJ�WKH�GDWD�TXDOLW\�
WKLV�V\VWHP�LV�LQVXIILFLHQWO\�VWURQJ��0RUH�UHFHQW�DSSURDFKHV�HPEHG�WKH�SURWHFWLRQ�VLJQDOV�LQWR
WKH�GDWD��ZKLFK�LV�FDOOHG�ODEHOOLQJ�RU�ZDWHUPDUNLQJ��,Q�6HFWLRQ����WKH�VWDWH�RI�WKH�DUW�LQ�FRS\
SURWHFWLRQ�RI�DQDORJXH�DQG�GLJLWDO�DXGLR�DQG�YLGHR�LQIRUPDWLRQ�ZLOO�EH�SUHVHQWHG�

�����6ROXWLRQ�FRQFHSWV

2Q� WKH�EDVLV�RI� VWDWH�RI�WKH�DUW� LQ� VHDUFKLQJ��SURWHFWLRQ�� DQG�FRPER�DUFKLWHFWXUH�� DQG� WDNLQJ
LQWR� DFFRXQW� WKH� DSSOLFDWLRQ� UHTXLUHPHQWV�� WKH� 60$6+�SURMHFW� KDV� GHYHORSHG� UHTXLUHPHQWV
DQG� D� VROXWLRQ� FRQFHSW� IRU� YLVXDO� VHDUFK�� FRS\� SURWHFWLRQ�� DQG� VWRUDJH� RI� WKH� �VXPPDUL]HG�
LQIRUPDWLRQ� LQ� WKH�0XOWL0HGLD�'DWD%DVH��00'%��� ,Q�6HFWLRQ��� WKHVH� UHTXLUHPHQWV�DQG� WKH
VROXWLRQ�FRQFHSWV�ZLOO�EH�RXWOLQHG�
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�����6WDWH�RI�WKH�DUW�LQ�YLVXDO�VHDUFK�RI�YLGHR

$��+DQMDOLF

�����,QWURGXFWLRQ

:H�DUH�ZLWQHVVLQJ� DQ� LPPHQVH�JURZWK� LQ� WKH� GHYHORSPHQW� RI� GLJLWDO� OLEUDULHV��&ROOHFWHG� LQ
VXFK� OLEUDULHV� DUH� ODUJH� YROXPHV� RI� GLJLWL]HG� PXOWLPHGLD� GDWD�� ZKLFK� DUH� UHDFKDEOH� YLD
HOHFWURQLF�QHWZRUNV�E\�DQ\�XVHU�ZRUOG�ZLGH��/LEUDULHV�FRQWDLQLQJ�D�YDULHW\�RI�ZHOO�RUJDQLVHG
GLJLWDO�GDWD�EULQJ�PDQ\�DGYDQWDJHV��VXFK�DV��SUHVHUYDWLRQ�RI�TXDOLW\�RI�VWRUHG�LQIRUPDWLRQ�DQG
DOPRVW�XQOLPLWHG�SRVVLELOLWLHV�WR�PDQLSXODWH�DQG�EURZVH�WKURXJK�GDWD�XVLQJ�FRPIRUWDEOH�XVHU
LQWHUIDFHV�� +RZHYHU�� ZLWK� VWHDGLO\� LQFUHDVLQJ� DPRXQW� RI� GDWD� VWRUHG� LQ� VXFK� V\VWHPV�� WKH
SUREOHP� RI� HIILFLHQWO\� QDYLJDWLQJ� WKURXJK� WKHVH� GDWD� � DQG� TXLFNO\� DQG� UHOLDEO\� ILQGLQJ� DQG
UHWULHYLQJ�DQ\�SDUW�RI�LW��EHFRPHV�LQFUHDVLQJO\�LPSRUWDQW�

)LJXUH������6FKHPH�ZLWK�YLGHR�SURFHVVLQJ�VWHSV�QHHGHG�IRU�YLVXDO�VHDUFK�RI�YLGHR�DQG�OLQNV�WR
RWKHU�FRPSRQHQWV�RI�WKH�60$6+�V\VWHP�DV�ZHOO�DV�WR�WKH�XVHU¶V�KRPH�HQYLURQPHQW

7KH�PRVW�HIILFLHQW�ZD\�WR�LQWHUDFW�ZLWK�KXJH�DPRXQWV�RI�GDWD��VWRUHG�LQ�PRGHUQ�GLJLWDO�VWRUDJH
V\VWHPV�� LV� WR� LQWHUDFW� QRW� ZLWK� WKH� GDWD� LWVHOI�� EXW� ZLWK� WKH� DEVWUDFW� RI� WKDW� GDWD�� ZKLFK
FRQWDLQV� D� FRPSDFW� UHSUHVHQWDWLRQ� RI� WKH�ZKROH� VWRUHG� FRQWHQW�� 7KH� QHHG� IRU� DQ� DEVWUDFW� LV
HVSHFLDOO\�VWURQJ�LQ�V\VWHPV�ZLWK�GLVWULEXWHG�VWRUDJH��OLNH�60$6+��ZKHUH�WKH�XVHU�LQWHUDFWLRQ
ZLWK� WKH� VWRUDJH� SDUW� �WDSH�� FRQWDLQLQJ� WKH� DFWXDO� GDWD� LV� QRW� HIILFLHQW� HQRXJK��0XFK� HDVLHU
XVHU�LQWHUDFWLRQ� ZRXOG� EH� SRVVLEOH� RQ� WKH� RWKHU� VWRUDJH� FRPSRQHQW� �GLVN�� RI� WKH� 60$6+
V\VWHP�� ZKLFK� WKHQ� GRHV� QRW� FRQWDLQ� WKH� DFWXDO� GDWD�� EXW� RQO\� WKH� DEVWUDFW�� � 7KLV� GDWD�
UHSUHVHQWDWLRQ�VKRXOG�HQDEOH�WKH�XVHU�WR�JHW�DQ�LPSUHVVLRQ�DERXW�WKH�DFWXDO�VWRUHG�FRQWHQW��L�H�
WR� HQDEOH� FRQWHQW�EDVHG� EURZVLQJ�TXHU\� WKURXJK� GDWD�ZLWKRXW� WKH� QHHG� WR� LQWHUDFW�ZLWK� WKH
GDWD� LWVHOI��%\�PDNLQJ�DQ�DEVWUDFW�� VSHFLDO�SUREOHPV�DSSHDU�ZKHQ�GHDOLQJ�ZLWK�VWRUHG�YLVXDO

SMASH Storage�8QLW

'9%

03(*�7UDQVSRUW�6WUHDP

1HWZRUN�,QWHUIDFH
6HWWRS�8QLW

/7'+''

3OD\EDFN

����3URFHVVLQJ�RI�
FRPSUHVVHG�YLGHR
��9LGHR�SDUVLQJ
��9LGHR�FRQWHQW�
���UHSUHVHQWDWLRQ
��NH\�LQIRUPDWLRQ
��H[WUDFWLRQ��
��.H\�LQIRUPDWLRQ
��FOXVWHULQJ�

1RUPDO�SOD\

8VHU�,QWHUIDFH�DQG�$SSOLFDWLRQ�6RIWZDUH
�VHDUFK�LQ�PXOWLPHGLD�GDWDEDVH�

79�6HW

7DSH�UHIHUHQFH�LQIR

'ULYHUV�DQG�,QWHUIDFHV
([WUDFWHG�LQIRUPDWLRQ�

WR�00'%&RPPXQLFDWLRQ
ZLWK�00'%
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GDWD��SULPDULO\�GXH�WR�WKHLU�KLJK�VHPDQWLFDO�FRPSOH[LW\��7KLV�FKDSWHU�LV�FRQILQHG�WR�WKH�YLVXDO
VHDUFK�GRQH�RQ�VWRUHG�YLGHR�GDWD�

)LJXUH�����VKRZV�WKH�LGHD�RI�PDNLQJ�WKH�YLGHR�DEVWUDFW�GLUHFWO\�RQ�WKH�LQFRPLQJ��FRPSUHVVHG�
YLGHR�VWUHDP��7KHUH�DUH�WKUHH�PDMRU�VWHSV�LQ�WKLV�SURFHVV�

�� 9LGHR�SDUVLQJ�� L�H�� VSOLWWLQJ� WKH� VHTXHQFH� LQ� VHJPHQWV� ZLWK� XQLIRUP� WHPSRUDO� FRQWHQW
�YLGHR�VKRWV���HDFK�EHLQJ�DQ�REMHFW�RI�UHSUHVHQWDWLRQ�WKURXJK�DSSURSULDWH�NH\�LQIRUPDWLRQ
DQG� SURYLGLQJ� DW� LWV� ERXQGDULHV� VHPDQWLFDOO\� ORJLFDO� HQWUDQFH� SRLQWV� IRU� WKH� UHWULHYDO
SURFHVV�

�� 9LGHR�FRQWHQW�UHSUHVHQWDWLRQ�� L�H�� UHSUHVHQWLQJ� WKH�FRQWHQW�RI�HDFK� �YLGHR�VKRW� WKURXJK�D
FRPSDFW�FKDUDFWHULVWLF�LQIRUPDWLRQ��NH\�LQIRUPDWLRQ��

�� &OXVWHULQJ�� L�H�� RUJDQL]LQJ� WKH� WRWDO� H[WUDFWHG� NH\�LQIRUPDWLRQ� DLPLQJ� DW� PRUH� HIILFLHQW
XVHU�LQWHUDFWLRQ�

,Q�WKH�DUHD�RI�YLVXDO�VHDUFK�RI�YLGHR�FRQVLGHUDEOH�DPRXQW�RI�UHVHDUFK�UHVXOWV�FDQ�EH�IRXQG�LQ
OLWHUDWXUH�� SURYLGLQJ� VWHDGLO\� PRUH� HIILFLHQW� DQG� UHOLDEOH� ZD\V� RI� SHUIRUPLQJ� WKH� VWHSV
PHQWLRQHG�DERYH��7KH�LPSRUWDQFH�RI�WKLV�UHVHDUFK�FRPHV�IURP�WKH�IDFW�WKDW�WKH�HIILFLHQF\�RI
WKH�DFWXDO�EURZVLQJ�TXHU\�SURFHVV�RQ�VWRUHG�YLGHR�GDWD�LV�KLJKO\�GHSHQGHQW�RQ�WKH�ZD\�KRZ
YLGHR�SURFHVVLQJ�LQ�)LJXUH�����LV�GRQH��,Q�WKH�IROORZLQJ���WKH�VWDWH�RI�WKH�DUW�IRU�HDFK�RI�WKHVH
VWHSV�ZLOO�EH�GLVFXVVHG�LQ�PRUH�GHWDLOV�

�����9LGHR�SDUVLQJ

7KH� ILUVW� YLGHR�SURFHVVLQJ� LWHP�JLYHQ� LQ�)LJXUH� ���� GLYLGHV� D� JLYHQ�YLGHR� VWUHDP� LQ� FHUWDLQ
HOHPHQWDU\� VHJPHQWV�� FDOOHG� YLGHR�VKRWV�� $� YLGHR�VKRW� FDQ� EH� GHILQHG� DV� DQ� XQEURNHQ
VHTXHQFH�RI�IUDPHV��H�J��D�]RRP�RI�D�SHUVRQ�WDONLQJ�>��@��7KHUH�DUH�VHYHUDO�UHDVRQV�ZK\�WKLV
SURFHVV�RI�YLGHR�SDUVLQJ�PXVW�EH�SHUIRUPHG��)LUVWO\��EUHDNSRLQWV�EHWZHHQ�FRQVHFXWLYH�VKRWV
DUH� VHPDQWLFDOO\� ORJLFDO� HQWUDQFH� SRLQWV� IRU� YLGHR�UHWULHYDO�� 6HFRQGO\�� VKRW�ERXQGDULHV
GHWHUPLQH� VHTXHQFH� SDUWV� HDFK� KDYLQJ� RQH� DQG� WKH� VDPH� FRQWHQW�� L�H�� WKH\� DUH� HOHPHQWDU\
FRQWHQW�XQLWV�ZKLFK�DUH�REMHFWV�RI�UHSUHVHQWDWLRQ��DV� LW�ZLOO�EH�GHVFULEHG� LQ�6HFWLRQ������-XVW
OLNH�LQ�WKH�FDVH�RI�WH[W��ZKHUH�HOHPHQWDU\�LQGH[�XQLWV�DUH�ZRUGV�DQG�SKUDVHV��DOVR�LQ�WKH�YLGHR
VRPH� HOHPHQWDU\� HQWLWLHV� DUH� QHHGHG� WR� EH� LQGH[HG� >��@�� 6LQFH� RQH� VHSDUDWH� IUDPH� RI� WKH
VHTXHQFH�KDV� SUDFWLFDOO\� QR�PHDQLQJ�� WKH� QH[W� ORQJHU� HOHPHQWDO� XQLW� LV� WKH� GHILQHG� VSHFLILF
VHTXHQFH� RI� IUDPHV� �� YLGHR�VKRW�� 'HILQLQJ� WKHVH� HOHPHQWDU\� XQLWV� LV� GRQH� E\� GHWHFWLQJ
WUDQVLWLRQV�EHWZHHQ�WKHP�

7KHUH� DUH� WKUHH� PDMRU� FODVVHV� RI� VKRW�WUDQVLWLRQV� WR� EH� GHWHFWHG� E\� YLGHR�SDUVLQJ�� VKDUS
WUDQVLWLRQV��FDPHUD�EUHDNV���JUDGXDO�WUDQVLWLRQV��GLVVROYHV��IDGH�RXW�IROORZHG�E\�IDGH�LQ��DQG
VSHFLDO� HIIHFWV� �IDGH�LQ�� IDGH�RXW�� ZLSH�� FRPELQHG� ZLWK� VKDUS� WUDQVLWLRQV� �H�J�� IDGH�RXW
IROORZHG�E\�D�FDPHUD�EUHDN��
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)RU� HDFK�RI� WKHVH� � WUDQVLWLRQV�� GLIIHUHQW� WHFKQLTXHV�PXVW� EH� DSSOLHG� IRU� WKHLU� GHWHFWLRQ��7KH
ILUVW� VWHS� LQ� WKH� GHWHFWLRQ� SURFHVV� LV� JHQHUDOO\� SHUIRUPHG� E\� PHDVXULQJ� FRQWHQW�FKDQJHV
EHWZHHQ�HDFK� WZR�FRQVHFXWLYH�IUDPHV�RI� WKH�VHTXHQFH�� �7KH� UHVXOW� LV� WKH�FXUYH�RI� IUDPH�WR�
IUDPH� GLIIHUHQFHV� �LQ� WKH� IROORZLQJ� WH[W� UHIHUUHG� DV� ))'��� 7KLV� FXUYH� KDV�� LQ� FDVH� RI� VKDUS
WUDQVLWLRQV�� � SHDNV� DW� HDFK� SODFH� WKH� GLIIHUHQFH� LV�PHDVXUHG� EHWZHHQ� IUDPHV� IURP� GLIIHUHQW
VKRWV��L�H��RQ�WKH�DFWXDO�VKDUS�VKRW�EUHDN��7KH�ORJLF�EHKLQG�WKLV�HIIHFW�LV�WKDW�FRQWHQW�FKDQJHV
EHWZHHQ� FRQVHFXWLYH� IUDPHV�ZLWKLQ� D� VKRW� DUH�PXFK� VPDOOHU� WKDQ� FRQWHQW� FKDQJHV� EHWZHHQ
IUDPHV�EHORQJLQJ� WR� WZR�GLIIHUHQW� VKRWV�� ,I� WKH� WUDQVLWLRQ� LV�QRW� VKDUS�� LWV�GHWHFWLRQ�EHFRPHV
PRUH�SUREOHPDWLF��7KH�GLVVROYH�LV��IRU�LQVWDQFH��VSUHDG�RYHU�VHYHUDO�IUDPHV��H�J������UHVXOWLQJ
LQ� ))'� YDOXHV� EHWZHHQ� IUDPHV� ZKLFK� DUH� JHQHUDOO\� ELJJHU� WKDQ� WKRVH� ZLWKLQ� WKH� VKRW� EXW
ZKLFK�FDQQRW�EH�GHILQHG�DV�SHDNV��%HWWHU� LQ� WKLV�FDVH� LV� WR� WDON�DERXW�SODWHDX¶V�� L�H��JUDGXDO
LQFUHDVH�RI�))'�YDOXHV�IROORZHG�E\�WKHLU�JUDGXDO�GHFUHDVH�

)LJXUH� ����� 6RPH� SRVVLEOH� FDVHV� RI� VKRW�WUDQVLWLRQV� DQG� EHKDYLRXU� RI� ))'� YDOXHV� DORQJ
GLIIHUHQW�VHTXHQFHV��7KH�VHTXHQFH�OHIW� LV�D�SDUW�RI�RQH�PXVLF�YLGHR�VSRW��DQG�WKH�RQH�RQ�WKH
OHIW�WKH�VWDUW�RI�D�VRFFHU�JDPH��%RWK�VHTXHQFHV�DUH�LQ�03(*���IRUPDW��ZKHUHE\�WKH�DQDO\VLV�LV
GRQH�RQ�'&�LPDJHV�RI�,�IUDPHV�DQG�DSSUR[LPDWHG�'&�LPDJHV�RI�3�IUDPHV�

2WKHU�FDVHV�LQFOXGLQJ�VSHFLDO�HIIHFWV��UHVXOW�DJDLQ�LQ��RWKHU��ZD\V�RI��))'�EHKDYLRXU��ZKLFK
DUH�ILUVW�WR�EH��PRGHOHG�LQ�RUGHU�WR�EH�GHWHFWHG��$�IXUWKHU�FRPSOLFDWHG�IDFWRU�E\�GHWHFWLQJ�VKRW�
WUDQVLWLRQV�DUH��FDVHV�RI��IDVW�FDPHUD�PRYHPHQWV�FDXVLQJ�ODUJH�GLIIHUHQFH�YDOXHV��7KLV�FDXVHV�D
YHU\� VLPLODU� EHKDYLRXU� RI� ))'�YDOXHV� OLNH� LQ� WKH� FDVH� RI� GLVVROYH� DQG� FRXOG� WKHUHIRUH� EH
PL[HG� XS� ZLWK� DQ� DFWXDO� �JUDGXDO�� VKRW�FKDQJH�� $OVR� WKH� FDVH� RI� D� VWURQJ� PRWLRQ� RU� IDGH
IROORZHG�E\�D�VKDUS�EUHDN�RU�YLFH�YHUVD�FDXVHV�FRQVLGHUDEOH�SUREOHPV�E\�WKH�GHWHFWLRQ��)LJXUH
���� VKRZV� WKH� EHKDYLRXU� RI� ))'�YDOXHV� IRU� WZR� GLIIHUHQW� VHTXHQFHV� DQG� ZLWK� VRPH
FKDUDFWHULVWLF�WUDQVLWLRQV�

7ZR�PDMRU�LVVXHV�DUH�WR�EH�FRQVLGHUHG�

�� 7KH� ILUVW� LVVXH� LV� WKH�ZD\� RI�PHDVXULQJ� FKDQJHV� EHWZHHQ� HDFK� WZR� FRQVHFXWLYH� IUDPHV�
7KHVH�FKDQJHV�VKRXOG�EH�EDVHG�H[FOXVLYHO\�RQ�WKH�FRPSDULVRQ�RI�FRQWHQWV�LQ�WKHVH�IUDPHV�
L�H�� RQO\� UHDO� FRQWHQW�FKDQJHV� VKRXOG� EH� WDNHQ� LQWR� DFFRXQW�� )RU� LQVWDQFH�� VPDOO
PRYHPHQWV� RI� VRPH� REMHFWV� E\� � VWDWLF� EDFNJURXQGV�� FDPHUD� PRYHPHQWV�� IRFDO� OHQJWK
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FKDQJHV�� RU� FKDQJHV� LQ� OXPLQDQFH� VKRXOG� QRW� EH� UHJLVWHUHG� DV� UHOHYDQW� FKDQJHV� IRU
SURFODLPLQJ�VKRW�EUHDNV�>��@��)UDPH�WR�IUDPH�YDULDWLRQV�ZLWKLQ�D�VLQJOH�VKRW��ZLOO�EH�GHDOW
ZLWK�E\�WKH�SURFHVV�RI�YLGHR�FRQWHQW�UHSUHVHQWDWLRQ���7KH��LVVXH�RI�YLGHR�SDUVLQJ�LV�UHODWHG
SULPDULO\� WR� ILQGLQJ�DQ� DSSURSULDWH� IHDWXUH�GHVFULELQJ� WKH� IUDPH�FRQWHQW� DQG� D�PHWULF� WR
HYDOXDWH�FKDQJHV�RI�WKDW�IHDWXUH�

�

�� 7KH�VHFRQG�LVVXH�LV�WKH�DFWXDO�GHWHFWLRQ�RI�VKDUS�SHDNV�DQG�SODWHDX¶V�RXW�RI�DOO�PHDVXUHG
))'�YDOXHV��7KLV�LV�GRQH�E\�VHWWLQJ�DQ�DSSURSULDWH�WKUHVKROG�WR�HYDOXDWH�))'�YDOXHV��+RZ
GLIILFXOW� WKH� WKUHVKROG� VHWWLQJ� LV�� GHSHQGV� SDUWLDOO\� RQ� WKH� ZD\� KRZ� WKH� ))'� FXUYH� LV
REWDLQHG��7KH�PRUH�GLVWLQJXLVKDEOH�SHDNV�DQG�SODWHDX¶V��FRPSDUHG�WR�))'�YDOXHV�ZLWKLQ
HDFK�VKRW��WKH�ZHDNHU�LV�WKH�WKUHVKROGLQJ�SUREOHP��VLQFH�WKHUH�LV�D�FHUWDLQ�VDIHW\�GLVWDQFH
EHWZHHQ� WKH� KLJKHVW� ))'� YDOXH� RI� D� VKRW� DQG� WKH� ORZHVW� SHDN�YDOXH� RI� D� VKRW�FKDQJH�
+RZHYHU�� WKH� WKUHVKROGLQJ�DOZD\V� UHPDLQV�D�SUREOHP�� VLQFH� WKH�KHLJKW�RI� WKH�SHDNV�DQG
DSSHDUDQFH� RI� SODWHDX¶V� FDQQRW� EH� HVWLPDWHG� LQ� JHQHUDO�� ,W� LV� WKHUHIRUH� QRW� UHDOLVWLF� WR
H[SHFW�IURP�DQ\�YLGHR�SDUVLQJ�DOJRULWKP�WKH�UHOLDELOLW\�RI����������LQGHSHQGHQW�RI�WKH�ZD\
KRZ�))'�YDOXHV�DUH�REWDLQHG�

�������)HDWXUHV

,Q� RUGHU� WR� LJQRUH� VPDOO� FKDQJHV� EHWZHHQ� VXEVHTXHQW� IUDPHV� RI� D� VHTXHQFH��ZKLFK� DUH� QRW
UHOHYDQW� IRU� VKRW�WUDQVLWLRQV�� ODUJH� VSDWLDO� DYHUDJLQJ� RQ� IUDPH� GDWD� EHIRUH� WKH� DFWXDO� YLGHR�
SDUVLQJ�SURFHVV�LV�SURSRVHG�YHU\�IUHTXHQWO\��H�J�>��@���)RU�WKH�VDPH�UHDVRQ��WKH�IHDWXUH�XVHG�WR
UHSUHVHQW� D� IUDPH� VKRXOG� EH� FKDUDFWHULVWLF� IRU� WKH� HQWLUH� IUDPH��$PRQJ� VXFK� JOREDO� IUDPH�
IHDWXUHV� D� ELJ�PDMRULW\� RI� DXWKRUV� SUHIHUV� KLVWRJUDPV�� ZKLFK� FDQ� EH� FRPSXWHG� IRU� HDFK� RI
FRORXU� FRPSRQHQWV� VHSDUDWHO\� RU� IRU� WKH� IUDPH�FRORXU� LQ� FRPELQDWLRQ� �H�J�� �'�5*%
KLVWRJUDPV��� +LVWRJUDPV� DSSHDU� WR� EH� D� ZLGHO\� XVHG� WRRO� IRU� GHVFULELQJ� D� JHQHUDO� IUDPH
FRQWHQW�DOVR�GXH�WR�HDVLQHVV�RI� WKHLU�FRPSXWDWLRQ��,Q�VSLWH�RI�PDQ\�GLIIHUHQW�PHWULFV�XVHG� LQ
OLWHUDWXUH� IRU� FRPSDULQJ� KLVWRJUDPV� DQG� REWDLQLQJ� ))'� YDOXHV�� JRRG� SHUIRUPDQFH� RI� WKLV
IHDWXUH� LV� RIWHQ� UHSRUWHG� >��@�� >��@�� >��@�� >��@�� 7KH� TXDOLW\� RI� SHUIRUPDQFH� LV�PHDVXUHG� E\
VKDUSQHVV� RI� SHDNV�� E\� VKDUS� WUDQVLWLRQV� DQG� E\� GLVWLQJXLVKDELOLW\� RI� SODWHDX¶V� RI� JUDGXDO
WUDQVLWLRQV��+RZHYHU��GXH�WR�WKH�IDFW� WKDW�VXFK�SODWHDX¶V�FDQ�DSSHDU�DOVR�E\�VWURQJ�REMHFW�RU
FDPHUD�PRWLRQ��LW�LV�QHFHVVDU\�WR�GLVWLQJXLVK�EHWZHHQ�WKHVH�HIIHFWV�WR�DYRLG�IDOVH�GHWHFWLRQV�LQ
KLJK�DFWLRQ� VFHQHV�� 7KHUHIRUH� DQ� DGGLWLRQDO� IHDWXUH� LV� QHHGHG� ZKLFK� LV� VSHFLILF� IRU� DFWLRQ
HIIHFWV��WKH�PRWLRQ�LQIRUPDWLRQ��0RWLRQ�FDQ�DOVR�EH�XVHG�IRU�YLGHR�SDUVLQJ��H�J��IRU�GHWHFWLQJ
VKRW�WUDQVLWLRQV� RFFXUULQJ� RQ� 3� RU� %�IUDPHV� LQ�03(*�FRPSUHVVHG� VWUHDPV��:KHQ� ZRUNLQJ
ZLWK�03(*�VWUHDPV�WKLV�LQIRUPDWLRQ�LV�HDVLO\�DYDLODEOH�LQ�IRUP�RI�PRWLRQ�YHFWRUV��8VDJH�RI
WKLV�IHDWXUH�LV�GHPRQVWUDWHG�LQ�>��@��>��@��>��@�

�������0HWULFV

,Q�VHYHUDO�UHFHQW�SXEOLFDWLRQV�>��@��>��@��>��@��>��@��>��@�GLIIHUHQW�PHWULFV�IRU�FRPSDULQJ�IUDPH
IHDWXUHV��KLVWRJUDPV��KDYH�EHHQ�HYDOXDWHG�

,Q� >��@� DQG� >��@� D� JRRG� SHUIRUPDQFH� LV� UHSRUWHG� E\� XVLQJ� WKH� DEVROXWH� GLIIHUHQFH� RI
KLVWRJUDPV�K�L��RI�WZR�FRQVHFXWLYH�IUDPHV��N��N����DQG�PHUJLQJ�FKDUDFWHULVWLFV�RI�KLVWRJUDPV
RI�DOO�WKUHH�VHSDUDWH�FRORXU�FRPSRQHQWV��:KLOH�LQ�>��@�WKLV�PHWULF�LV�DSSOLHG�WR�FRPSRQHQWV�RI
WKH�5*%�VSDFH��LQ�>��@�WKH�<89�VSDFH�ZDV�XVHG��7KH�PHWULF�FDQ�EH�JLYHQ�DV
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$OWKRXJK�PDQ\�DXWKRUV�LQFOXGLQJ�>��@��>��@��>��@�FODLP�WKDW�LW�LV�HQRXJK�WR�XVH�WKH�KLVWRJUDP
RI�RQO\�RQH�FRPSRQHQW�� WKH�H[SHULHQFH� VKRZV� WKDW� WKH�PHUJLQJ�HIIHFW� OHDGV� WR�PXFK�KLJKHU
GHWHFWLRQ�UHOLDELOLW\��6RPH�H[SHULPHQWV�DERXW�WKLV�KDYH�EHHQ�PDGH�LQ�>��@�

,Q�WKHLU�IUHTXHQWO\�UHIHUHQFHG�FRPSDUDWLYH�VWXG\��1DJDVDND�DQG�7DQDND�FRQFOXGHG�LQ�>��@�WKDW
WKH�VR�FDOOHG� c � ��FRPSDULVRQ�RI�FRORXU�KLVWRJUDPV��GHILQHG�E\
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SHUIRUPV�EHVW��ZKHUHE\�>��@�DQG�>��@�FODLP�WKDW�LWV�SHUIRUPDQFH�LQ�QRW�QHFHVVDULO\�EHWWHU�WKDQ
WKH�SHUIRUPDQFH�RI�QRUPDO�DEVROXWH�GLIIHUHQFHV�

$V�H[SODLQHG�LQ�WKH�ODVW�VHFWLRQ���PRWLRQ�LQIRUPDWLRQ�FDQ�DOVR�EH�XVHG�DV�D�IHDWXUH�IRU�YLGHR�
SDUVLQJ��)RU�GHWHFWLQJ�VKRW�WUDQVLWLRQV�RFFXUULQJ�RQ�3�RU�%�IUDPHV�RI�DQ�03(*�VWUHDP��>��@
SURSRVHV�WR�PHDVXUH�UDWLRV�RI�QXPEHUV�RI�PDFUREORFNV�ZLWKRXW�DQG�ZLWK�PRWLRQ�FRPSHQVDWLRQ
�3�IUDPHV�� DQG�QXPEHUV� RI� EDFNZDUG� DQG� IRUZDUG�PRWLRQ� YHFWRUV� �%�IUDPHV���%\� GHWHFWLQJ
GLVVROYHV��PRWLRQ�YHFWRUV�DUH�XVHG�WR�PRGHO�GLIIHUHQW�FDPHUD�PRYHPHQWV��>��@�DQG�>��@��

�������7KUHVKROGLQJ

:KLOH�IRU� ILQGLQJ�DQ�DSSURSULDWH�IHDWXUH�DQG�PHWULF� IRU�FRPSDULVRQ�RI�FRQVHFXWLYH� IUDPHV�D
QXPEHU�RI� DFFHSWDEOH� VROXWLRQV� DOUHDG\� H[LVW�� WKH� SUREOHP�RI� LQWHUSUHWLQJ�GLIIHUHQFH� YDOXHV�
L�H�� DFWXDO� VHOHFWLRQ� RI� FHUWDLQ� YDOXHV� WR� EH� DVVRFLDWHG� ZLWK� VKRW�FKDQJHV�� VWLOO� UHPDLQV� WKH
PDMRU� REVWDFOH� LQ� SUDFWLFH�� 7KH� SURSHU� VHOHFWLRQ� RI� GLIIHUHQFH� YDOXHV� LV� GRQH� E\� VHWWLQJ
WKUHVKROGV��)XUWK�HW�DO��JLYH�LQ�>��@�D�VWDWLVWLFDO�DSSURDFK�IRU�GHWHUPLQLQJ�WKH�WKUHVKROG��EDVHG
RQ�PHDVXULQJ�PHDQ�YDOXH� m �DQG�VWDQGDUG�GHYLDWLRQ�s �RI�IUDPH�WR�IUDPH�GLIIHUHQFHV�IRU�WKH
ZKROH�VHTXHQFH��7KH�JOREDO�WKUHVKROG�7�LV�WKHQ�HVWLPDWHG�DV

7 = +m as ����

([SHULPHQWDO�UHVXOWV� LQ�>��@�VXJJHVW� WKDW�a �VKRXOG�KDYH�YDOXHV�EHWZHHQ���DQG����6WDWLVWLFDO
SDUDPHWHUV� QHHGHG� IRU� WKH� IRUPXOD� DUH� REWDLQHG� DIWHU� DQDO\VLQJ� WKH� FRPSOHWH� VHTXHQFH� DQG
FODLPLQJ� WKDW� WKH� GLVWULEXWLRQ� RI� DOO� ))'� YDOXHV� DORQJ� WKH� VHTXHQFH� �QRW� FRQVLGHULQJ� ))'
YDOXHV�RQ�VKRW�WUDQVLWLRQV�DQG�LQ�VHJPHQWV�ZLWK�FDPHUD�REMHFW�PRWLRQ��LV�*DXVVLDQ���3UREOHP
ZLWK�WKLV�DQG�ZLWK�RWKHU�DSSURDFKHV�ZLWK�JOREDO�WKUHVKROG�LV�WKH�FDVH�ZKHUH�D�GLVWLQJXLVKDEOH
EUHDN�SHDN�FDQ�EH�REVHUYHG�LQ�RQH�VWDWLRQDU\�SDUW�RI�WKH�VHTXHQFH��EXW�ZKRVH�KHLJKW�LV�VLPLODU
WR� ))'� YDOXHV� DORQJ� D� KLJK�DFWLRQ�VKRW� LQ� DQ� RWKHU� VHTXHQFH� SDUW�� 7KH� FRQFHSW� RI� JOREDO
WKUHVKROGV�FDQ�DOVR�QRW�EH�XVHG�LQ�V\VWHPV�ZKHUH�YLGHR�SDUVLQJ�SURFHVV�LV�WR�EH�GRQH�³RQ�WKH�
IO\´�

7KH�GHVFULEHG�VWDWLVWLFDO�DSSURDFK�FDQ�EH�DGDSWHG�IRU�³RQ�WKH�IO\´�SURFHVVLQJ�LQ�D�VHQVH�WKDW
DOO�VWDWLVWLFDO�SDUDPHWHU�DUH�UHVHW�DIWHU�HDFK�GHWHFWHG�VKRW�FKDQJH�� �7KLV�SURYLGHV�DW� WKH�VDPH
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WLPH�D�ORFDO�WKUHVKROG�VHOHFWLRQ��+RZHYHU��HYHU\�PLVVHG�GHWHFWLRQ�RU�³IDOVH�DODUP´�LQIOXHQFHV
WKUHVKROG�YDOXHV�IRU�FRPLQJ�VKRWV�LQ�D�QHJDWLYH�ZD\��FDXVLQJ�D�EXUVW�RI�GHWHFWLRQ�PLVWDNHV�

7KH�DSSURDFK�JLYHQ�LQ�>��@�SDUWLDOO\�DYRLGV�WKLV�SUREOHP��EHFDXVH�WKH�LQYHVWLJDWLRQ�RI�IUDPH�
WR�IUDPH�GLIIHUHQFHV�LV�GRQH�ZLWKLQ�D�VOLGLQJ�ZLQGRZ���QRW�GHSHQGHQW�RQ�PLVVHG�GHWHFWLRQ�RU
IDOVH�DODUPV�EHIRUH�WKH�VWDUWLQJ�SRLQW�RI�WKH�ZLQGRZ��,Q�WKLV�FDVH�WKH�WKUHVKROG�LV�GHWHUPLQHG
ORFDOO\�IRU�D��QRQ��FDXVDO�VOLGLQJ�ZLQGRZ��DQG�LV�WKHUHIRUH�WLPH�YDULDQW�

�����9LGHR�FRQWHQW�UHSUHVHQWDWLRQ

�������,QWURGXFWLRQ
�

� 7KH� SURFHVV� RI� UHSUHVHQWLQJ� YLGHR�FRQWHQW� VWDUWV� ZLWK� SDUWLWLRQLQJ� RI� D� JLYHQ� VHTXHQFH� LQ
HOHPHQWDU\� FRQWHQW� XQLWV�� DV� GHVFULEHG� LQ� SUHYLRXV� VHFWLRQ��&KDUDFWHULVWLF� LQIRUPDWLRQ� RI� DOO
VKRWV�LQ�D�VHTXHQFH�IRUP�WKH�DEVWUDFW�RI�D�VHTXHQFH��DQG�ZLOO�EH�XVHG�LQ�WKH�EURZVLQJ�RU�TXHU\
SURFHVV�
�

� 7KH�EURZVLQJ�RU�TXHU\�PHWKRG�WR�EH�DSSOLHG�RQ�WKH�DEVWUDFW�LV�GLUHFWO\�GHSHQGHQW�RQ�WKH�ZD\
KRZ� WKH� VKRW�FRQWHQW� � LV� UHSUHVHQWHG� >��@�� 7KLV� UHSUHVHQWDWLRQ� FDQ� EH� GRQH� E\� PDQXDO
DQQRWDWLRQ� RI� WKH� YLGHR�FRQWHQW� XVLQJ� NH\�ZRUGV�E\� H[WUDFWLQJ� FKDUDFWHULVWLF� IHDWXUHV� �H�J�
VKDSH��FRORXU��VL]H�� WH[WXUH�� WHPSRUDO�FKDQJHV�DORQJ�HDFK�YLGHR�VKRW��HWF����:H�FRQVLGHU�RQH
VXFK�UHSUHVHQWDWLRQ�PHWKRG��ZKLFK�LV�RI��ODUJH�SUDFWLFDO�LPSRUWDQFH�DQG�EDVHG�RQ�NH\�IUDPHV�

�������.H\�IUDPH�EDVHG�YLGHR�FRQWHQW�UHSUHVHQWDWLRQ

5HSUHVHQWDWLRQ�WKURXJK�FKDUDFWHULVWLF�IUDPHV��NH\�IUDPHV��KDV�EHHQ�DGGUHVVHG�YHU\�IUHTXHQWO\
LQ� OLWHUDWXUH� �H�J�� >��@�� >��@�� >��@���)RU�HDFK�GHWHFWHG�YLGHR�VKRW�� D�QXPEHU�RI�NH\�IUDPHV� LV
FKRVHQ��$OO�H[WUDFWHG�NH\�IUDPHV�RXW�RI� WKH�VHTXHQFH�DUH�RUJDQL]HG� VHPDQWLFDOO\� �FOXVWHUHG�
EHIRUH� EHLQJ� SUHVHQWHG� WR� WKH� XVHU��9LGHR�EURZVLQJ� EDVHG� RQ� NH\�IUDPHV� LV� GRQH� E\� JRLQJ
WKURXJK�FOXVWHU�WUHH��HDFK�VWHS�JLYLQJ�D�VHW�RI�NH\�IUDPHV� UHSUHVHQWLQJ�FRUUHVSRQGLQJ�YLGHR�
SDUWV��'XH�WR�WKH�³DFWLRQ�EDVHG´�YLGHR�VDPSOLQJ��WKH�FRQWHQW�GHYHORSPHQW�RI�HDFK�YLGHR�SDUW
FDQ�EH� UHFRJQL]HG�YHU\� HDVLO\�RQO\�E\� ORRNLQJ�DW� JLYHQ� VDPSOHV��7KHUHIRUH�� WKLV� FRQFHSW� RI
YLGHR�FRQWHQW� UHSUHVHQWDWLRQ� DSSHDUV� WR� EH� YHU\� VXLWDEOH� IRU� YLGHR�EURZVLQJ� SXUSRVHV�
+RZHYHU��DOVR�ZKHQ�FRQVLGHULQJ�TXHU\�SURFHVVHV�ZKHUH�WKH�VHDUFK�IRU�YLGHR�SDUWV�FRQWDLQLQJ
VRPH�VSHFLILF�REMHFWV��SHUVRQV�RU�IHDWXUHV�LV�SHUIRUPHG�� WKH�NH\�IUDPH�EDVHG�FRQFHSW�FDQ�EH
YHU\�HIILFLHQW�VLQFH�IHDWXUHV�FROOHFWHG�IURP�NH\�IUDPHV�FDQ�EH�XVHG�

$�VLPSOH�PHWKRG�WR�VHOHFW�NH\�IUDPHV�LV�WR�WDNH�WKH�ILUVW�IUDPH�RI�HDFK�VKRW�>��@��0RUH�UHOLDEOH
FRQWHQW�UHSUHVHQWDWLRQ� UHTXLUHV�� KRZHYHU�� QRQ�XQLIRUP�VDPSOLQJ�RI� WKH� IUDPHV� LQ� WKH�YLGHR�
VKRW�� &XUUHQW� DSSURDFKHV� >��@�� >��@� PDLQO\� ZRUN� E\� VHWWLQJ� WKUHVKROGV� ZLWKLQ� HDFK� VKRW�
PHDVXULQJ�IUDPH�WR�IUDPH�GLIIHUHQFHV�DQG�FRPSDULQJ�WKHP�WR�WKDW�WKUHVKROG��0RVW�RI�WKH�WLPH�
WKH�ILUVW�IUDPH�RI�WKH�VKRW�LV�FKRVHQ�DV�RQH�NH\�IUDPH��)RU�WKH�UHVW�RI�WKH�VKRW��HDFK�WLPH�WKH
GLIIHUHQFH� YDOXH� H[FHHGV� WKH� WKUHVKROG�� WKH� FRPLQJ� IUDPH� LV� SURFODLPHG� WR� EH� D� NH\�IUDPH�
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+RZHYHU�� WKH� GHVFULEHG� SURFHGXUH� LV� W\SLFDOO\� D� VHTXHQWLDO� SURFHVV� OHDGLQJ� JHQHUDOO\� WR
XQSUHGLFWDEOH� UHVXOWV�� ,Q� SDUWLFXODU�� WKH� ILQDO� DPRXQW� RI� NH\�IUDPHV� IRU� WKH�ZKROH� VHTXHQFH
FDQQRW� EH� HVWLPDWHG� IRU� DQ\� JLYHQ� WKUHVKROG��:H� FDQ� HQG� XS�ZLWK� D� KXJH� QXPEHU� RI� NH\�
IUDPHV�RU� VLPSO\�ZLWK� WRR� IHZ�NH\�IUDPHV� ��QRW� HQRXJK� IRU�EURZVLQJ��7KLV�SUREOHP� LV� DOVR
UHODWHG�WR�WKH�DYDLODEOH�VSDFH�IRU�VWRULQJ�H[WUDFWHG�NH\�IUDPHV��DEVWUDFW���6HFRQGO\��LW�LV�UDWKHU
GLIILFXOW� WR� UHODWH� DQ\� SDUWLFXODU� SDUDPHWHU� YDOXH� E\� WKUHVKROG� VHWWLQJ� WR� WKH� NH\�IUDPH
FROOHFWLRQ� UHVXOWLQJ� IURP� WKDW� VHWWLQJ�� )XUWKHUPRUH�� LW� LV� EDVHG� RQ� ³VXEMHFWLYH´� WKUHVKROGV
ZKLFK�LV�QRW�DFFHSWDEOH�LQ�IXOO\�DXWRPDWHG�DQG�ZLGHO\�XVHG�V\VWHPV�

$LPLQJ�DW� �PRUH�REMHFWLYH�DQG�FRQWUROOHG�NH\�IUDPH�EDVHG�YLGHR�UHSUHVHQWDWLRQ��VXLWDEOH�IRU
DSSOLFDWLRQV�LQ�60$6+��ZH�KDYH�GHYHORSHG�D�QHZ�NH\�IUDPH�DOORFDWLRQ�PHWKRG��>��@��>��@��
ZKLFK�KDV�IROORZLQJ�PDMRU�SURSHUWLHV�

�� 5HJXODWLRQ��OLPLWDWLRQ��RI�WKH�PD[LPDO�QXPEHU�RI�NH\�IUDPHV�IRU�WKH�HQWLUH�VHTXHQFH�DQG
LWV�FRQWHQW�EDVHG�GLVWULEXWLRQ�DORQJ�WKH�VHTXHQFH

�� 2SWLPDO�NH\�IUDPH�DOORFDWLRQ��LQGHSHQGHQW�RI�DQ\�SDUDPHWHUV��WKUHVKROGV��

'HWDLOV�RI�WKLV�PHWKRG�DUH�JLYHQ�LQ�6HFWLRQ���

�����&OXVWHULQJ

�������,QWURGXFWLRQ

.H\�IUDPHV�DUH�FKRVHQ�WR�JLYH�WKH�XVHU�D�FRPSDFW�RYHUYLHZ�RI�DOO�WKH�VWRUHG�YLGHR�PDWHULDO�
7KH�ZRUG�³FRPSDFW´�LV�XVHG�KHUH�SULPDULO\�WR�VKRZ�WKH�UHODWLRQ�EHWZHHQ�VL]HV�RI�WKH�DEVWUDFW
DQG�WKH�RULJLQDO�YLGHR�GDWD��+RZHYHU��ZKHQ�DQDO\VLQJ� WKH�DEVROXWH�VL]H�RI� WKH�DEVWUDFW�HYHQ
IRU�RQO\�RQH�PRYLH�RI�D�QRUPDO�OHQJWK��H�J���K��WKH�XVDJH�RI�DWWULEXWH�³FRPSDFW´�VHHPV�WR�EH
QRW� YHU\� VXLWDEOH�� %\� D� IUDPH�UDWH� RI� ��� IUDPH�VHF� DQG� DQ� DSSUR[LPDWH� VKRW�OHQJWK� RI� ��
IUDPHV�� ����� YLGHR�VKRWV� DSSHDU� DV� REMHFWV� RI� UHSUHVHQWDWLRQ� WKURXJK� NH\�IUDPHV�� $IWHU
FRQVLGHULQJ� WKLV� IDFW�� WZR�SRVVLEOH� VROXWLRQV�FDQ�EH�DSSURDFKHG��HLWKHU� WR� ILQG�ZD\V�KRZ� WR
FRSH�ZLWK� D� ODUJH� QXPEHU� RI� NH\�IUDPHV� RU� WR� WU\� WR� UHSUHVHQW� WKH�ZKROH�PRYLH� WKURXJK� D
FRXSOH�RI�NH\�IUDPHV�ZKLFK�DUH�SRVLWLRQHG�RQ�³ULJKW´�SODFHV��7KH�SUREOHP�LV�WKDW�DOVR�LQ�WKH
VHFRQG� FDVH� WKH� WRWDO� DPRXQW� RI� NH\�IUDPHV� ZLOO� QRW� EH� VPDOO�� LI� DQ� DFFHSWDEOH� FRQWHQW�
UHSUHVHQWDWLRQ�LV�GHVLUHG��EXW�DOVR�FRQFHUQLQJ�WKH�IDFW�WKDW�WKH�&20%2�FDSDFLW\�LV�IDU�ODUJHU
WKDQ�WR�VWRUH�RQO\�RQH�PRYLH�
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)LJXUH������'9%�DSSOLFDWLRQ�LQ�WKH�60$6+�ZLWK�WKH�FOXVWHULQJ�EORFN��$OO�LQIRUPDWLRQ�QHHGHG
IRU�FOXVWHULQJ�YLGHR�VKRWV�FDQ�EH�VHHQ

'HILQLQJ�HIILFLHQW�PHWKRGV�IRU�RUJDQLVLQJ�WKH�DEVWUDFW�GDWD�LQWR�PHDQLQJIXO�FOXVWHUV�LV�D�YHU\
LPSRUWDQW�DQG�UHVHDUFK�LQWHQVLYH�DUHD��HLWKHU�LQ�FDVH�RI�VWRUHG�LPDJH�RU�YLGHR�GDWD��,Q�FDVH�RI
YLGHR��WKHUH�DUH�WZR�EDVLF�REMHFWLYHV�RI�FOXVWHULQJ�

�� 7KH� ILUVW� RQH� LV� WR� HDVH� WKH� EURZVLQJ� WKURXJK� VWRUHG� YLGHR�� %URZVLQJ� PHDQV� PDLQO\
VHDUFKLQJ� � DIWHU� D�FHUWDLQ� VFHQH�RU�SDUW� LQ� WKH�PRYLH�E\�JRLQJ� WKURXJK� WKH� DEVWUDFW��7KH
FOXVWHULQJ� SURFHVV� LV� GLUHFWHG� WRZDUGV� JURXSLQJ� RI� VLPLODU� YLGHR�VKRWV� E\� XVLQJ
FRUUHVSRQGLQJ�NH\�IUDPHV��WKHLU�IHDWXUHV��DV�ZHOO�DV�VSHFLILF�WHPSRUDO�VKRW�FKDUDFWHULVWLFV�
7KH� DWWULEXWH� ³VLPLODU´� LV� UHODWHG� WR� FHUWDLQ� JURXSLQJ� FULWHULD�� ZKLFK� FDQ� EH� DSSOLFDWLRQ
GHSHQGHQW��H�J��³DOO�DFWLRQ�VFHQHV�LQ�RQH�FOXVWHU´��

�

�� 7KH�VHFRQG�REMHFWLYH�LV�WR�HQDEOH�TXHULHV�RQ�VWRUHG�YLGHR�GDWD��,Q�WKLV�FDVH��D�VHDUFK�DIWHU
D�FHUWDLQ�VSHFLILF�GHWDLO� LV�SRVVLEOH��VSHFLILF� IDFH�DSSHDULQJ�VRPHZKHUH� LQ� WKH�PRYLH��DOO
VKRWV�ZKHUH�VRPH�VSHFLILF�IHDWXUHV���FRORXU��WH[WXUH��VKDSH���FDQ�EH�IRXQG���7KH�FOXVWHULQJ
SURFHVV�LV�GLUHFWHG�VWURQJHU�E\�IHDWXUH�VWUXFWXUH�RI�NH\�IUDPHV�UHSUHVHQWLQJ�HDFK�VKRW�WKDQ
E\� ³JOREDO´� VKRW�IHDWXUHV�� ,Q� FRPSDULVRQ� WR� WKH� SUHYLRXV�� WKH� IHDWXUH� DQDO\VLV� RI� NH\�
IUDPHV�VKRXOG�EH�GRQH�PXFK�PRUH�FDUHIXOO\�

7KH�)LJXUH�����VKRZV� WKH�SODFH�RI�FOXVWHULQJ� LQ� WKH�YLVXDO� VHDUFK�RI�YLGHR��7KLV� ILJXUH�DOVR
VKRZV�WKDW�FOXVWHULQJ�SURFHGXUHV�PD\�XVH�QRQYLVXDO�LQIRUPDWLRQ��IRU�LQVWDQFH�VXSSRUWLQJ�'9%
LQIRUPDWLRQ�

&OXVWHULQJ 9LGHR�SDUVLQJ

.H\�IUDPH
H[WUDFWLRQ

$3,'9%���DGGLWLRQDO
LQIRUPDWLRQ

&KDUDFWHULVWLF
VKRW�LQIRUPDWLRQ
�DPRXQW�RI�DFWLRQ�

�PRWLRQ��HWF��

,PDJH�IHDWXUHV
�WH[WXUH��FRORU��VKDSH�

%URZVLQJ�4XHU\

'9%�VWUHDP

.H\�IUDPHV
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�������0HWKRGV�RI�FOXVWHULQJ

$OO�FOXVWHULQJ�PHWKRGV�FDQ�EH�GLYLGHG�LQWR�WZR�PDMRU�FODVVHV��KLHUDUFKLFDO�PHWKRGV��OHDGLQJ
WR�D�WUHH�VWUXFWXUH�RI�GDWD��DQG�SDUWLWLRQHG�PHWKRGV��OHDGLQJ�WR�VHYHUDO�SDUDOOHO�JURXSV�RI�GDWD��
'HSHQGLQJ� RQ� WKH� ZD\� WKH� WUHH�VWUXFWXUH� LV� REWDLQHG�� KLHUDUFKLFDO� PHWKRGV� FDQ� EH� IXUWKHU
GLYLGHG� LQ�DJJORPHUDWLYH�PHWKRGV� DQG�GLYLVLYH�PHWKRGV� �JRLQJ� VXFFHVVLYHO\� IURP� FRDUVH� WR
ILQH�VSOLWWLQJ�RU�YLFH�YHUVD��

(DFK� FOXVWHULQJ� PHWKRG� LV� FKDUDFWHULVHG� E\� XVHG� IHDWXUHV� DQG� PHWULFV� IRU� FRPSDULQJ� WKHVH
IHDWXUHV�� 7KH� REMHFWLYH� RI� HDFK� FOXVWHULQJ� PHWKRG� LV� WR� DFKLHYH� PD[LPDO� VLPLODULW\� RI� DOO
REMHFWV�EHORQJLQJ�WR�RQH�DQG�WKH�VDPH�FOXVWHU��ZKHUH�WKH�VLPLODULW\�FRUUHVSRQGV�WR�WKH�GHILQHG
PHWULFV�DQG�DSSOLHG�IHDWXUH�V���'HWDLOHG�VWXG\�DERXW�FRORXU�IHDWXUH�H[WUDFWLRQ�FDQ�EH�IRXQG�LQ
>��@��,Q�>��@�D�QHZ�LPDJH�PDWFKLQJ�PHWKRG�LQ�WKH�VXEEDQG�GRPDLQ�LV�UHSRUWHG�

,Q�>��@�WKH�FUHDWLRQ�RI�KLHUDUFKLFDO�VFHQH�WUDQVLWLRQ�JUDSKV�LV�SURSRVHG���D�PHWKRG�RI�FOXVWHULQJ
DOO� VKRWV� LQ� D� VHTXHQFH� IRU� EURZVLQJ� SXUSRVHV�� &OXVWHULQJ� LV� GRQH� E\� XVLQJ� FRORXU�� VLPSOH
VKDSH�LQIRUPDWLRQ�DQG�FRUUHODWLRQ�RI�FRUUHVSRQGLQJ�'&�LPDJHV��DV�ZHOO�DV�WHPSRUDO�YDULDWLRQV
LQ� HDFK� VKRW� WR� PHDVXUH� WKHLU� VLPLODULW\�� $OVR� D� PHWKRG� IRU� HYDOXDWLQJ� WKHVH� PHQWLRQHG
VLPLODULW\�IHDWXUHV��L�H��PHWKRG�RI�EXLOGLQJ�SUR[LPLW\�PDWULFHV�IRU�YLGHR�VKRWV�LV�SUHVHQWHG��,Q
>��@��DQ�RYHUYLHZ�RI�FOXVWHULQJ�PHWKRGV�IRU�YLGHR�EURZVLQJ�LV�SUHVHQWHG�

�����&RQFOXVLRQV

$V�GLVFXVVHG�LQ�DOO�SUHYLRXV�VHFWLRQV��WKHUH�LV�D�QXPEHU�RI�SUREOHPV�WR�EH�VROYHG�LQ�RUGHU�WR
REWDLQ� WKH� YLGHR�DEVWUDFW�� ZKHUHE\� DOO� PHQWLRQHG� UHTXLUHPHQWV� �³RQ�WKH�IO\´� SURFHVVLQJ�
PLQLPL]HG� SDUDPHWHU� GHSHQGHQF\�� DFFHSWDEOH� SHUIRUPDQFH� IRU� � JHQHUDO� XVHU�� HWF��� PXVW� EH
WDNHQ�LQWR�DFFRXQW��&XUUHQW�UHVHDUFK�GLUHFWLRQV�LQ�WKH�:3�����GHDO�ZLWK�WKHVH�SUREOHPV��DQG
VRPH� UHVXOWV� �� OLNH� WKRVH� LQ� VHFWLRQ� ���� �� FDQ� EH� UHSRUWHG�� )XWXUH� SODQV� LQFOXGH� IXUWKHU
LPSURYHPHQW�RI�WKH�NH\�IUDPH�H[WUDFWLRQ�DOJRULWKP�WKURXJK�PRUH�VRSKLVWLFDWHG�PRGHOOLQJ�RI
WKH�DFWXDO��FRQWHQW�GHYHORSPHQW�DORQJ�WKH�VHTXHQFH��LPSURYHPHQW�RI�YLGHR�SDUVLQJ�UHODWHG�WR
LWV� FXUUHQW� GHSHQGHQF\� RQ� VXEMHFWLYH�� VHTXHQFH�VSHFLILF� SDUDPHWHUV�� +RZHYHU�
QRWZLWKVWDQGLQJ�WKH�WHFKQLFDO�KXUGOHV�WKDW�UHPDLQ�WR�EH�WDNHQ�IRU�D�IXOO\�DXWRPDWHG�NH\�IUDPH
H[WUDFWLRQ�SURFHGXUH��FOXVWHULQJ�RI�NH\�IUDPHV�DQG� WKH�DVVRFLDWHG�EURZVLQJ�TXHU\�SURFHVV� LV
VWLOO�LQ�LWV�LQIDQF\�EXW�ZLOO�GHWHUPLQH�WKH�VXFFHVVIXO�GHYHORSPHQW�RI�HOHJDQW�XVHU�LQWHUIDFHV�WR
D�JUHDW�H[WHQW���7KHUHIRUH��PDLQ�HPSKDVLV�ZLWKLQ�IXWXUH�SODQV�IRU�WKH�:3�����ZLOO�EH�SXW�RQ
UHVHDUFK�LQ�WKH�FOXVWHULQJ�DUHD�
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�����6WDWH�RI�WKH�DUW�LQ�VHFXULW\

*�&��/DQJHODDU

�����,QWURGXFWLRQ

1R� XQLYHUVDO� FRS\� SURWHFWLRQ� V\VWHP� IRU� DOO� GLJLWDO� HTXLSPHQW� H[LVWV� \HW�� +RZHYHU�� D� FRS\
SURWHFWLRQ� PHFKDQLVP� KDV� EHHQ� GHILQHG� IRU� DXGLR� UHFRUGHUV�� 7KLV� PHFKDQLVP� LV� EULHIO\
GLVFXVVHG�LQ�WKLV�VHFWLRQ�
0DQ\� GLIIHUHQW� SURWHFWLRQ� V\VWHPV� IRU� GLJLWDOO\� EURDGFDVWHG� PDWHULDO� �DQDORJXH� DQG� GLJLWDO
YLGHR�� DUH� FXUUHQWO\� LQ� XVH� VLQFH� HYHU\� VHUYLFH� SURYLGHU� XVHV� KLV� RZQ� V\VWHP�� $� JHQHUDO
RYHUYLHZ�RI�WKHVH�V\VWHPV�LV�JLYHQ�LQ�WKH�QH[W�VHFWLRQV�
7KH� UROH� RI� WKH� SHUVRQDO� FRPSXWHU� LQ� WKH� PXOWLPHGLD� ZRUOG� EHFRPHV� D� PDMRU� FRQFHUQ�� 7R
H[SODLQ�WKLV��WKH�LQWHUIDFH�RI�GLJLWDO�HTXLSPHQW�WR�WKH�SHUVRQDO�FRPSXWHU�LV�GHVFULEHG�
8VHUV�PXVW�KDYH�WKH�SRVVLELOLW\�WR�SURWHFW�WKHLU�RZQ�GDWD�DJDLQVW�RWKHUV��H�J��SDUHQWDO�FRQWURO��
+RZHYHU�� LQ� VRPH� FRXQWULHV� LW� LV� IRUELGGHQ� WR� XVH� YHU\� VWURQJ� FU\SWRJUDSKLF� DOJRULWKPV� LQ
FRQVXPHU�HOHFWURQLFV��7KLV�SUREOHP�LV�DOVR�DGGUHVVHG�LQ�WKLV�VHFWLRQ��)LQDOO\�FRQFOXVLRQV�DUH
GUDZQ�

�����&RS\�3URWHFWLRQ�IRU�'LJLWDO�$XGLR

2Q�2FWREHU�����������3UHVLGHQW�%XVK�VLJQHG�WKH�$XGLR�+RPH�5HFRUGLQJ�$FW�LQWR�ODZ�>�@��7KH
$FW��DQ�KLVWRULF�FRPSURPLVH�EHWZHHQ�WKH�FRQVXPHU�HOHFWURQLFV�DQG�PXVLF�LQGXVWULHV��EHFDPH
HIIHFWLYH�LPPHGLDWHO\��7KH�$FW�FRQILUPV�FRQVXPHUV
�ULJKW�WR�XVH�DQG�UHWDLOHUV
�ULJKW�WR�VHOO�DOO
DQDORJXH� DQG� GLJLWDO� DXGLR� UHFRUGLQJ� IRUPDWV�� $V� SDUW� RI� WKLV� FRPSURPLVH�� GLJLWDO� DXGLR
UHFRUGLQJ�GHYLFHV�PXVW� LQFOXGH�D�V\VWHP� WKDW�SURKLELWV� VHULDO�FRS\LQJ��DQG�PDQXIDFWXUHUV�RU
LPSRUWHUV�PXVW�SD\�D�PRGHVW�UR\DOW\�RQ�QHZ�GLJLWDO�DXGLR�UHFRUGLQJ�GHYLFHV�DQG�PHGLD�

,Q�WKH�8�6��GLJLWDO�DXGLR�UHFRUGLQJ�RU�LQWHUIDFH�GHYLFHV�PXVW�FRQWDLQ�RQH�RI�WKH�IROORZLQJ�
�� 7KH�6HULDO�&RS\�0DQDJHPHQW�6\VWHP��6&06���ZKLFK�SHUPLWV�ILUVW�JHQHUDWLRQ�GLJLWDO�WR�

GLJLWDO�FRSLHV�RI�SUH�UHFRUGHG�PXVLF�DQG�RWKHU�DXGLR�ZRUNV��EXW�SURKLELWV�PXOWL�JHQHUDWLRQ
RU��VHULDO��FRSLHV�RI�WKRVH�FRSLHV��6&06�LV�LPSOHPHQWHG�LQ�'$7��0'�DQG�'&&�UHFRUGHUV
DOUHDG\�RQ�WKH�PDUNHW�

�� $�V\VWHP�ZLWK�WKH�VDPH�IXQFWLRQDO�FKDUDFWHULVWLFV�DV�6&06��DQG�ZKLFK�DFWV�FRPSDWLEO\�RQ
WKH�VDPH�FRS\ULJKW�DQG�JHQHUDWLRQ�VWDWXV�LQIRUPDWLRQ�DV�XVHG�E\�6&06

�� $Q\�RWKHU�V\VWHP�FHUWLILHG�E\�WKH�8�6��6HFUHWDU\�RI�&RPPHUFH�DV�SURKLELWLQJ�XQDXWKRULVHG
VHULDO�FRS\LQJ

'HYLFHV�RU�VHUYLFHV�WR�FLUFXPYHQW�WKH�6&06�RU�DQ\�RWKHU�VHULDO�FRS\�FRQWURO�V\VWHP�PD\�QRW
EH�GLVWULEXWHG��7KH�$FW�DSSOLHV�RQO\�WR��GLJLWDO�DXGLR�UHFRUGLQJ�GHYLFHV���GHILQHG�DV�GHYLFHV
WKDW� DUH�GHVLJQHG�RU�PDUNHWHG�SULPDULO\� IRU�PDNLQJ�GLJLWDO� DXGLR� UHFRUGLQJV� IRU� SULYDWH� XVH
�ZKHWKHU�RU�QRW�LQFRUSRUDWHG�LQ�VRPH�RWKHU�GHYLFH���7KH�IROORZLQJ�GHYLFHV�DUH�QRW�JHQHUDOO\
VXEMHFW�WR�6&06�RU�UR\DOW\�UHTXLUHPHQWV�
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�� SURIHVVLRQDO�PRGHO�SURGXFWV
�� GLFWDWLRQ�PDFKLQHV�� DQVZHULQJ�PDFKLQHV�� DQG�RWKHU� DXGLR� UHFRUGLQJ� HTXLSPHQW� GHVLJQHG

DQG�PDUNHWHG�SULPDULO\�IRU�QRQ�PXVLFDO�UHFRUGLQJ
�� DQDORJXH�DXGLR�UHFRUGLQJ�GHYLFHV�RU�PHGLD
�� SHUVRQDO�FRPSXWHUV
�� 9&5V�DQG�FDPFRUGHUV�XVHG�SULPDULO\�IRU�YLGHR�UHFRUGLQJ

$OO�GLJLWDO�DXGLR�UHFRUGHUV�OLNH�WKH�'$7��'&&�DQG�PLQL�GLVF�UHFRUGHUV��DUH�HTXLSSHG�ZLWK�WKH
6&06��6HULDO�&RS\�0DQDJHPHQW�6\VWHPV��WR�SUHYHQW�FRQVXPHUV�IURP�PDNLQJ�LOOHJDO�FRSLHV
RI�FRS\ULJKW�SURWHFWHG�PDWHULDO�>�@��8VLQJ�WKLV�V\VWHP��D�FRQVXPHU�FDQ�PDNH�GLJLWDO�FRSLHV�RI
DQ\�GLJLWDO�VRXUFH��+RZHYHU��VXFK�D�FRS\�FDQ�QRW�EH�GXSOLFDWHG�IXUWKHU�XVLQJ�VWRUDJH�GHYLFHV
HTXLSSHG� ZLWK� WKLV� SURWHFWLRQ� PHWKRG�� 7KH� FRS\�SURKLELW�ELWV� RFFXU� IUHTXHQWO\� LQ� WKH� GDWD
VWUHDP�DW�IL[HG�LQWHUYDOV�

6�3',)�LV�D�VHULDO�RQH�OLQH�FRQQHFWLRQ�LQ�RQH�GLUHFWLRQ�IRU�WKH�WUDQVSRUW�RI�GLJLWDO�VWHUHR�DXGLR
ZLWK� WKH� EHORQJLQJ� VXEFRGH� DQG� HUURU� GHWHFWLRQ�� 7R� IDFLOLWDWH� FORFN� UHFRYHU\� IURP� WKH� GDWD
VWUHDP�ELSKDVH�PDUN�HQFRGLQJ�LV�XVHG��(DFK�ELW�WR�EH�WUDQVPLWWHG�LV�UHSUHVHQWHG�E\�D�V\PERO
FRPSULVLQJ�WZR�FRQVHFXWLYH�ELQDU\�VWDWHV��7KH�ILUVW�VWDWH�RI�D�V\PERO�LV�DOZD\V�GLIIHUHQW�IURP
WKH�VHFRQG�VWDWH�RI�WKH�SUHYLRXV�V\PERO��7KH�VHFRQG�VWDWH�RI�WKH�V\PERO�LV�LGHQWLFDO�WR�WKH�ILUVW
LI�WKH�ELW�WR�EH�WUDQVPLWWHG�LV�ORJLFDO�³�´��KRZHYHU�LW� LV�GLIIHUHQW�LI�WKH�ELW�LV�ORJLFDO�³�´��VHH
)LJXUH������

3UHDPEOHV�DUH�VSHFLILF�SDWWHUQV�SURYLGLQJ�V\QFKURQLVDWLRQ�DQG�LGHQWLILFDWLRQ�RI�WKH�VXEIUDPHV
DQG�EORFNV��7KHVH�SDWWHUQV�YLRODWH�WKH�ELSKDVH�PDUN�FRGH�UXOHV�WR�DYRLG�WKH�SRVVLELOLW\�RI�GDWD
LPLWDWLQJ� WKH�SUHDPEOHV��7KUHH�SUHDPEOHV�DUH�XVHG��VHH�)LJXUH������ WR� LQGLFDWH� WKH�VWDUW�RI�D
VXE�IUDPH�

�� ; � LQGLFDWH�VWDUW�RI�FKDQQHO�$
�� < � LQGLFDWH�VWDUW�RI�FKDQQHO�%
�� = � LQGLFDWH�VWDUW�RI�FKDQQHO�$�DQG�RI�D�EORFN�RI�����IUDPHV

(DFK�VXEIUDPH�FRQWDLQV�WZR�ELWV��ZKLFK�DUH�SDUW�RI�WKH�VXEFRGH�GDWD��7KH�ILUVW�ELW�LV�XVHG�IRU
WKH�XVHU�GDWD�EORFN�DQG�LV�QRW�XVHG�LQ�PRVW�FDVHV��7KH�RWKHU�ELW��ELW����� LV� WKH�VDPH�LQ�HDFK
VXEIUDPH��FKDQQHO�$�DQG�%��DQG�LV�DOVR�UHVSRQVLEOH�IRU�WKH�VXEFRGH�EORFN��)URP�HDFK�IUDPH
���VXEIUDPHV��WKLV�ELW�LV�H[WUDFWHG�WR�EXLOG�D�VXEFRGH�EORFN�RI�����ELWV��%LW����FRXQW��������������
LQ�WKLV�EORFN�LV�FDOOHG�WKH�FRS\�SURKLELW�ELW��6R��E\�FKDQJLQJ�ELW����DQG�WKH�ODVW�SDULW\�ELW� LQ
IUDPH� ��� WKH� FRS\� SURWHFWLRQ� FDQ� HDVLO\� EH� UHPRYHG� >�@�� 7KH� IL[HG� SRVLWLRQ� RI� WKH� FRS\�
SURKLELW�ELW�LV�WKHUHIRUH�DOVR�WKH�ZHDNQHVV�RI�WKLV�SURWHFWLRQ�
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)LJXUH�������%LSKDVH�IRUPDW��SUHDPEOHV�DQG�IUDPH�EORFN�IRUPDW

�����&U\SWRJUDSKLF�3URWHFWLRQ�RI�WKH�'LJLWDOO\�%URDGFDVWHG�0DWHULDO

3D\� 79� WHFKQLTXHV� UHO\� RQ� WZR� LQGHSHQGHQW� PHFKDQLVPV�� 2Q� WKH� ILUVW� KDQG� VFUDPEOLQJ� �
HQFU\SWLRQ�RI� WKH�SLFWXUH�DQG�RI� WKH�VRXQG��RQ� WKH� VHFRQG�KDQG�PDQDJHPHQW�RI�FRPPHUFLDO
HQWLWOHPHQWV� ZKLFK� KDYH� WR� EH� WUDQVPLWWHG� DV� VHFXUHG� PHVVDJHV� WR� WKH� GHVFUDPEOHU� ER[� RU
6HWWRS�%R[��FRQWURO�DFFHVV���(QFU\SWLRQ�FDQ�HDVLO\�EH�DSSOLHG�RQ�D�GLJLWDO�ELWVWUHDP�� ,Q� WKLV
FDVH��DOO�ELWV�DUH�HQFU\SWHG�E\�XVLQJ�IRU�H[DPSOH�D�EORFNFLSKHU�OLNH�'(6��6FUDPEOLQJ�LV�XVHG
IRU� DQDORJXH� EURDGFDVWLQJ�� 8VLQJ� WKH� ODWWHU� PHWKRG� WKH� VLJQDO� IRUPDW� LV� FKDQJHG�� WKH
V\QFKURQLVDWLRQ� VLJQDOV� DUH� VXSSUHVVHG� DQG� VHSDUDWHO\� WUDQVPLWWHG� LQ� DQ� HQFU\SWHG� IRUP�
6RPHWLPHV�� WKH� DXGLR� VLJQDO� LV� FRQYHUWHG� WR� D� GLJLWDO� VLJQDO� DQG� HQFU\SWHG�� 7KLV� GLJLWDO
HQFU\SWHG�DXGLR�VLJQDO�FDQ�EH�HPEHGGHG�LQ�WKH�YLGHR�VLJQDO�

7KH�GDWD�LV�VFUDPEOHG�RU�HQFU\SWHG�XVLQJ�D�FRQWURO�ZRUG��&:��RU�NH\��7KH�FRQWURO�ZRUG�RU
NH\�ZLOO�FKDQJH�DIWHU�D�VKRUW�SHULRG��7R�VHQG�WKH�QHZ�NH\V�WR�WKH�GHVFUDPEOHU��67%��(&0¶V
�(QWLWOHPHQW�&RQWURO�0HVVDJHV�� DQG�(00¶V� �(QWLWOHPHQW�0DQDJHPHQW�0HVVDJHV�� DUH� XVHG�
7KRVH�PHVVDJHV�KDYH�D�GLJLWDO�VLJQDWXUH�ILHOG�ZKLFK�HQVXUHV�WKH�LQWHJULW\�RI�WKH�PHVVDJH��H�J�
D�+$6+�FRGH���7KLV�SUHYHQWV�XVHUV�WR�PRGLI\�WKH�FRQWH[W�RI�WKH�PHVVDJH�
$Q�(&0�LV�WUDQVPLWWHG�WRJHWKHU�ZLWK�WKH�VFUDPEOHG�VLJQDO��$Q�(&0�FRQVLVWV�RI�WKUHH�ILHOGV�
7KH�ILUVW� ILHOG�FRQWDLQV� WKH�DFFHVV�SDUDPHWHUV��7KHVH�SDUDPHWHUV�GHILQH� WKH�FRQGLWLRQV�XQGHU
ZKLFK� DFFHVV� WR� WKH� SURJUDP� LV� DOORZHG�� 7KLV� ILHOG� PDNHV� IRU� H[DPSOH� SDUHQWDO� UDWLQJ
�DGGLWLRQDO�3,1�FRGH�LV�UHTXHVWHG�E\�WKH�GHVFUDPEOHU�ER[��DQG�JHRJUDSKLFDO�EODFN�RXW��D�ILOP
PD\�QRW�EH�DYDLODEOH�LQ�DOO�(XURSHDQ�FRXQWULHV��SRVVLEOH��7KH�VHFRQG�ILHOG�FRQWDLQV�WKH�FRQWURO
ZRUG�LQ�HQFU\SWHG�IRUP�DQG�WKH�ODVW�ILHOG�FRQWDLQV�D�GDWD�LQWHJULW\�FKHFN�

��������� ��������� ��������� ��������� ��������� ���������

� � � � � �

%LSKDVH�0DUN�(QFRGLQJ

FORFN

���WLPHV�ELW�UDWH�

GDWD

%LSKDVH�0DUN

GDWD

������ ������ ������ ������
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3UHDPEOH�]

3UHDPEOH�)RUPV
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$Q�(00�FRQVLVWV�XVXDOO\�RI�IRXU�ILHOGV��(DFK�(00�VWDUWV�ZLWK�DQ�DGGUHVV�ILHOG�WR�VHOHFW�DQ
LQGLYLGXDO� GHVFUDPEOHU� ER[�� 7KHUH� DUH� WZR� DGGUHVVLQJ� PRGHV�� RQH� IRU� DQ� LQGLYLGXDO
GHVFUDPEOHU�ER[�DQG�RQH�IRU�D�JURXS�RI�ER[HV��7KH�VHFRQG�ILHOG�FRQWDLQV�WKH�HQWLWOHPHQW�IRU
WKH�XVHU��7KH�WKLUG�ILHOG�FRQWDLQV�WKH�VHUYLFH�NH\V�LQ�HQFU\SWHG�IRUP�DQG�WKH�ODVW�ILHOG�FRQWDLQV
D�GDWD�LQWHJULW\�FKHFN��(00¶V�FDQ�DOVR�EH�XVHG� WR�VHQG�D�FRPPDQG�WR� WKH�GHVFUDPEOHU�ER[
�VHH�9LGHR&LSKHU� DQG�9LGHRFU\SW���7UDQVPLVVLRQ�RI�(00¶V� LV� JHQHUDOO\� WKH� UHVXOW� IURP�DQ
H[SOLFLW� UHTXHVW� IURP� WKH� XVHU� WR� WKH� VHUYLFH� SURYLGHU�� 7KHVH� PHVVDJHV� DUH� LQGLYLGXDO� LQ
JHQHUDO��7KHLU�FRQWHQW�VKDOO�EH�LQWHUSUHWHG�E\�RQH�GHVFUDPEOHU�ER[�RU�E\�D�OLPLWHG�QXPEHU�RI
GHVFUDPEOHU�ER[HV�ZKLFK�DUH�FRQFHUQHG�E\�WKLV�SDUWLFXODU�HQWLWOHPHQW�

(00¶V�GR�QRW�KDYH�WR�EH�WUDQVPLWWHG�LQ�D�V\QFKURQRXV�ZD\�ZLWK�WKH�SURJUDP�WR�ZKLFK�WKH\
DSSO\�� 7KH\� KDYH� WR� EH� WUDQVPLWWHG� LQ� DGYDQFH� LQ� RUGHU� WR� JLYH� DFFHVV� WR� WKH� DXWKRULVHG
FRQVXPHU�� $Q\� QHWZRUN� FDQ� EH� XVHG� WR� WUDQVPLW� WKHP� WR� WKH� UHFHLYHU�� PRGHP�� PDLO� RU
EURDGFDVW��2YHU�DLU�DGGUHVVLQJ�PHDQV�WKDW�WKH�PHVVDJHV��(00¶V��DUH�EURDGFDVWHG�
7R�EH�VXUH�WKDW�DQ�(00�LV�UHFHLYHG�E\�WKH�XVHU�WR�UHQHZ�D�VXEVFULSWLRQ�IRU�LQVWDQFH��WKHUH�LV
QR�RWKHU�ZD\�WKDQ�WR�UHSHDW�WKH�PHVVDJH�VXIILFLHQWO\��(00¶V�DUH�WKHUHIRUH�RUJDQLVHG�LQ�F\FOH
IRU�EURDGFDVWLQJ��7KH� OHQJWK�RI� WKH� F\FOH� LV� WKH�PDMRU� SDUDPHWHU� GHWHUPLQLQJ� WKH�PD[LPXP
WLPH�WR�ZDLW�WR�JHW�DQ�HQWLWOHPHQW�IRU�D�XVHU��ZKLFK�KDV�VZLWFKHG�RI�KLV�GHVFUDPEOHU�ER[�IRU�D
ORQJ�WLPH�

�������������

6FUDPEOHU 'HVFUDPEOHU
6FUDPEOHG�VLJQDO

&RQWURO
ZRUG

&RQWURO
ZRUG

8QLTXH�.H\�4
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$GGUHVV�DQG
6PDUW�&DUG�,'

)L[HG�GDWD

8SGDWDEOH�GDWD

+DVK�FKHFN
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$GGUHVV (QWLWOHPHQW +DVK
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VN

$FFHVV�SDUDPHWHUV +DVK
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�

)LJXUH�������.H\�0DQDJHPHQW�LQ�D�3D\�79�V\VWHP

7KH�FRPSOHWH�NH\�PDQDJHPHQW�V\VWHP�LV�UHSUHVHQWHG�LQ�)LJXUH������7KH�DXGLR�DQG�YLGHR�DUH
VFUDPEOHG�XVLQJ�D�F\FOLQJ�FRQWURO�ZRUG�RU�NH\�&:��(YHU\�IL[HG�SHULRG��H�J�����VHFRQGV��DQ
(&0� LV� WUDQVPLWWHG� WRJHWKHU� ZLWK� WKLV� VFUDPEOHG� VLJQDO�� 7KHVH� (&0¶V� FRQWDLQ� WKH� FRQWURO
ZRUGV�HQFU\SWHG�ZLWK�WKH�VHUYLFH�NH\V�6.��ZKLFK�PXVW�EH�SUHVHQW�LQ�WKH�GHVFUDPEOHU�ER[��7KH
VHUYLFH�NH\V�DUH�OHVV�IUHTXHQWO\�XSGDWHG�E\�(00¶V��IRU�H[DPSOH�RQFH�D�PRQWK��7KH�VHUYLFH
NH\V�DUH�HQFU\SWHG�ZLWK�RQH�RU�PRUH�LQGLYLGXDO�XQLTXH�NH\V��ZKLFK�DUH�VDIHO\�VWRUHG�LQVLGH�WKH
VPDUW�FDUG�RU�GHVFUDPEOHU�ER[�



7HFKQLFDO�3RVVLELOLWLHV�DQG�0HWKRGV�IRU�6HFXULW\�DQG�6HDUFK 60$6+�$&���
'HOLYHUDEOH�LG��D�����WXG�LW�GV�S�����E��� �3XEOLF�9HUVLRQ�� SDJH���

7KH� PDLQ� SUREOHP� LV� WKDW� HYHU\� VHUYLFH� SURYLGHU� XVHV� KLV� RZQ� VFUDPEOLQJ� �� HQFU\SWLRQ
DOJRULWKP� DQG� NH\�PDQDJHPHQW� V\VWHP��7KLV�PHDQV� WKDW�PDQ\� GLIIHUHQW� V\VWHPV� DUH� LQ� XVH
WRGD\�

,Q�6HSWHPEHU�������WKH�PDMRU�(XURSHDQ�WHOHYLVLRQ�SURGXFHUV��EURDGFDVWHUV��DQG�PDQXIDFWXUHUV
DJUHHG�RQ�D�QHZ�VWDQGDUG�IRU�WKH�GLJLWDO�EURDGFDVW�RI�YLGHR�VHTXHQFHV�FDOOHG�WKH�'LJLWDO�9LGHR
%URDGFDVW��'9%��>�����@��7KLV�QHZ�WHFKQRORJ\�ZLOO�JUDGXDOO\�UHSODFH�WKH�FXUUHQW�DQDORJ�3$/
DQG�6(&$0�EURDGFDVW�QRUPV�

7KH� ILUVW� JHQHUDWLRQ� RI�'9%� FRQVXPHU� UHFHLYHUV� LV� H[SHFWHG� WR� EH� D� VHW� WRS� ER[� FDOOHG� DQ
,QWHJUDWHG�5HFHLYHU�'HFRGHU� �,5'��� ,�H��D� VPDOO�ER[�ZKLFK�FRQWDLQV�RQO\�D� UHFHLYHU�DQG� WKH
DERYH� 03(*� GHFRGHU�� 7KHVH� ,5'V� ZLOO� KDYH� WKH� XVXDO� 5)� DQG� 6&$57� LQWHUIDFHV� WR� WKH
DQWHQQD�� FDEOH� DQG�79�9&5�� ,Q� DGGLWLRQ� ,5'V� DUH� H[SHFWHG� WR� KDYH� DOVR� GDWD� WUDQVPLVVLRQ
LQWHUIDFHV� IRU� SHUVRQDO� FRPSXWHUV� DQG� RWKHU�PXOWLPHGLD� V\VWHPV�� 2QH� RULJLQDO� SRLQW� RI� WKH
'9%�V\VWHP�ZLOO�EH�WKDW�WKH�FRQWURO�DFFHVV�PRGXOH��&$��ZLOO�EH�D�VHSDUDWHG�ER[�ZKLFK�ZLOO
EH� FRQQHFWHG� WR� WKH� ,5'� XVLQJ� D� 3&0�&,$� LQWHUIDFH�� $� FKLS� FDUG� VORW� ZLOO� EH� RSWLRQDOO\
SURYLGHG�RQ�WKH�PRGXOH�

7KHUH�DUH� WZR�SURSRVDOV� IRU� WKH�FRQGLWLRQDO�DFFHVV�PRGXOH�GXH� WR� WKH�GLIIHUHQW�YLHZV�RI� WKH
SDUWLFLSDQWV��7KH�HVWDEOLVKHG�EURDGFDVWHUV��ZKR�DOUHDG\�RIIHU�YLGHR�VHUYLFHV��ZRXOG�OLNH�PDNH
VXUH� WKDW� WKHLU� LQYHVWPHQW� LQ� WKHLU� FXUUHQW� GHVFUDPEOHUV� LV� QRW� ORVW�� 7KH\� ZLOO� DFFHSW
VWDQGDUGLVDWLRQ� RQO\� XS� WR� D� FHUWDLQ� SRLQW�� 2Q� WKH� RWKHU� KDQG�� WKH� QHZFRPHUV�� FRQVLVWLQJ
PDLQO\�RI�QHWZRUN�RSHUDWRUV�DQG�WKH�VPDOOHU�EURDGFDVWHUV��ZRXOG�OLNH�WR�FRRSHUDWH��VLQFH�WKH\
NQRZ�WKDW�QRW�PDQ\�SHRSOH�ZRXOG�EX\�D�GHFRGHU�ER[�WR�ZDWFK�RQO\�RQH�RU�WZR�FKDQQHOV��6R�
FRPSOHWH�VWDQGDUGLVDWLRQ�RI�WKH�PRGXOH�ZRXOG�UHDOO\�EH�WKH�VROXWLRQ�IRU�WKHP��7KH�HTXLSPHQW
PDQXIDFWXUHUV�DOVR�ZLVK�WR�VWDQGDUGLVH�WR�FRPH�WR�FKHDS�PDVV�SURGXFWLRQ�

,Q�)LJXUH�����WKH�SURSRVHG�VFKHPH�IRU�WKH�'$9,&�&RQGLWLRQDO�$FFHVV�V\VWHP�LV�UHSUHVHQWHG�
7KLV�SURSRVHG�PRGHO�ZRUNV�ZLWK�D�6HW�7RS�%R[� LPSOHPHQWHG�E\�D� VWDQGDUG� WHUPLQDO� DQG�D
GHWDFKDEOH� &$� PRGXOH� �3&0&,$� FDUG��� 0RUH� LQIRUPDWLRQ� DERXW� 3D\�79� V\VWHPV� FDQ� EH
IRXQG�LQ�>�@�

'LJLWDO�VWRUDJH�GHYLFHV�ZLOO�HQWHU�WKH�PDUNHW�VRRQ�OLNH�'�9+6��'9&��HWF��>��@�DQG�RI�FRXUVH
RXU�60$6+�GHYLFH�LQ�D�ODWHU�VWDJH��7R�UHFRUG�GLJLWDO�VLJQDOV�WKH�GHVFUDPEOHU�ER[��67%��PXVW
EH�HTXLSSHG�ZLWK�D�GLJLWDO�RXWSXW��$FWXDOO\�� VHUYLFH�SURYLGHUV�DUH� UHOXFWDQW� WR� DFFHSW�GLJLWDO
LQWHUIDFHV�DQG�VWRUDJH�GHYLFHV��EXW�WKH\�PD\�DFFHSW�VROXWLRQV�LQ�ZKLFK�WKH�GDWD�LV�UHFRUGHG�LQ
HQFU\SWHG�IRUP�WR�HQDEOH�WKH�EDVLF�WLPH�VKLIW�IXQFWLRQ�RI�WKH�DQDORJXH�9&5��)LJXUH������
,Q� WKLV� FDVH� WKH\� FDQ� VWLOO� FRQWURO� WKH� GDWD�� EHFDXVH� WKH� GDWD� PXVW� VWLOO� SDVV� WKH� 67%� IRU
GHVFUDPEOLQJ� DQG� LV� QRZKHUH� LQ� WKH� V\VWHP� DYDLODEOH� LQ� FOHDU� 03(*��� IRUPDW� �RQO\� LQ
DQDORJXH� GHFRPSUHVVHG� IRUP��� +RZHYHU�� WKLV� VROXWLRQ� KDV� GUDZEDFNV� VLQFH� (00¶V� FDQ
FKDQJH�WKH�VHUYLFH�NH\V�LQ�WKH�VPDUW�FDUG��,I�D�67%�UHFHLYHV�D�QHZ�(00��DOO�UHFRUGHG�ROG�GDWD
LV�ORVW��%HFDXVH�WKH�NH\V�QHHGHG�WR�GHVFUDPEOH�WKLV�GDWD�DUH�UHSODFHG�
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)LJXUH�������'9%�SURSRVDO�IRU�GHFRGHU�DQG�&$�V\VWHP

�����&RS\�3URWHFWLRQ�RI�$QDORJXH�DQG�'LJLWDO�9LGHR

0DFURYLVLRQ�LV�D�YLGHRWDSH�FRS\�SURWHFWLRQ�IRU�DQDORJXH�9+6�YLGHR�FDVVHWWH�UHFRUGHUV�>��@��,W
LV�XVHG�RQ�SUH�UHFRUGHG�YLGHRWDSHV�DQG� LQ� WKH�QHZHU�67%¶V� �VHH�)LJXUH������� ,W� VHHPV� WR�EH
PRUH�FRPPRQ�LQ�1RUWK�$PHULFD�WKDQ�LQ�(XURSH��,W�LV�DOVR�XVHG�LQ�WKH�QHZ�6HW�7RS�%R[HV�WR
SURWHFW�WKH�RXWFRPLQJ�VLJQDOV�DJDLQVW�FRS\LQJ��:KHQ�GXEELQJ�D�SURWHFWHG�WDSH��RU�FRS\LQJ�D
SURWHFWHG�DQDORJXH�VLJQDO��WKH�SLFWXUH�WKDW�KDV�JRQH�WKURXJK�WKH�UHFRUGLQJ�9&5�ZLOO�JHW�GDUN
DQG� WKHQ� QRUPDO� DJDLQ� SHULRGLFDOO\�� 7KLV� HIIHFW� LV� FDXVHG� E\� VRPH� QHZ� LQVHUWHG� IDOVH
V\QFKURQLVDWLRQ�SXOVHV�LQ�WKH�QRQ�YLVLEOH�SRUWLRQ�RI�WKH�SLFWXUH�
1RZDGD\V��GLJLWDO�9&5V�DSSHDU�RQ� WKH�PDUNHW��5HSUHVHQWDWLYHV�RI� WKH�FRQVXPHU�HOHFWURQLFV
DQG� PRWLRQ� SLFWXUH� LQGXVWULHV� KDYH� DJUHHG� WR� VHHN� OHJLVODWLRQ� FRQFHUQLQJ� GLJLWDO� YLGHR
UHFRUGHUV�WKDW�ZRXOG�SURWHFW�ERWK�LQWHOOHFWXDO�SURSHUW\�DQG�FRQVXPHUV¶�ULJKWV�LQ�WKH�GLJLWDO�DJH
>��@��$�UHFRPPHQGDWLRQ�LV�VXEPLWWHG�WR�WKH�86�&RQJUHVV��7KLV�UHFRPPHQGDWLRQ�ZRXOG�

�� DVVXUH� WKDW� WKH� DELOLW\� RI� FRQVXPHUV� WR�PDNH�KRPH�YLGHR� UHFRUGLQJV� RI� DQ\WKLQJ� VKRZQ
RYHU�EURDGFDVW�RU�EDVLF�FDEOH�WHOHYLVLRQ�UHPDLQV�XQLPSHGHG�

�� DOORZ� FRQVXPHUV� WR� PDNH� DW� OHDVW� RQH� FRS\� RI� VXEVFULSWLRQ� RU� RWKHU� ³SD\�FDEOH´
SURJUDPPLQJ��EXW�GLJLWDO�FRSLHV�RI�WKH�FRS\�PD\�EH�SUHYHQWHG�

�� DOORZ� FRS\ULJKW� SURSULHWRUV� WR� SURKLELW� FRS\LQJ� IURP� SD\�SHU�YLHZ�� YLGHR�RQ�GHPDQG
SURJUDPPLQJ�DQG�SUH�UHFRUGHG�PHGLD

7XQHU 'HPRGXODWRU

03(*

'HFRGHU

9HULILHU
0LFURSURFHVVRU 'HPXOWLSOH[HU

5)�LQ

5HPRWH

5*%�2XW

$XGLR�RXW

'HVFUDPEOHU

0LFURSURFHVVRU
YHULILHU

$&8�

6PDUW

&DUG

RSWLRQDO

LQ�'9%

&RQWURO
6FUDPEOHG

7UDQVSRUW�6WUHDP

'HVFUDPEOHG

7UDQVSRUW�6WUHDP

&RPPRQ

,QWHUIDFH

�
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)LJXUH�������'�9+6�UHFRUGHU�FRQQHFWHG�WR�WKH�67%

7KHVH� SURYLVLRQV�ZRXOG� DSSO\� RQO\� WR� GLJLWDO� UHFRUGLQJ� GHYLFHV� DQG� UHFRUGLQJV�PDGH� IURP
GLJLWDO�VRXUFHV�ZLWK�FRQYHQWLRQDO�DQDORJXH�9&5V�

7KH�ILUVW�GLJLWDO�FRQVXPHU�UHFRUGHU� LV� WKH�6RQ\�'+5������>��@��7KLV�GHYLFH�FDQ�EH�XVHG� WR
HGLW� GLJLWDO� KRPH� YLGHRV� ZLWKRXW� UHVWULFWLRQV�� $� 6HULDO� &RS\� 0DQDJHPHQW� 6\VWHP� LV
LPSOHPHQWHG� WR� SUHYHQW� LOOHJDO� FRS\LQJ� RI� SUH�UHFRUGHG� WDSHV�� ,W� LV� HYHQ� SRVVLEOH� IRU� WKH
EURDGFDVWHU�WR�LQGLFDWH�ZKHWKHU�D�PRYLH�FDQ�EH�UHFRUGHG�RU�QRW��6R��WKH�EURDGFDVWHU�FDQ�VZLWFK
RII�WKH�UHFRUGHUV��7KH�UHFRUGHU� LV�HTXLSSHG�ZLWK�DQ�DQDORJXH�WXQHU�DQG�VWRUHV�WKH�YLGHR�LQ�D
GLJLWDO�LQWUD�IUDPH�FRGHG�IRUPDW�

)RU�SUH�UHFRUGHG�PDWHULDO�RQ�&'�,�DQG�ODVHUGLVF�WKHUH�LV�VWLOO�QR�FRS\�SURWHFWLRQ�PHFKDQLVP�
7KLV� LV� QRW� QHFHVVDU\� IRU� WKH� PRPHQW�� VLQFH� WKH� LQWHUIDFHV� WR� RWKHU� GHYLFHV� DUH� DQDORJXH�
+RZHYHU��DQ�LQWHUIDFH�IRU�WKH�&'�,�WR�WKH�3&�H[LVWV�DQG�ZLOO�EH�GLVFXVVHG�LQ�WKH�QH[W�VHFWLRQ�

7KH�LQWURGXFWLRQ�RI�WKH�'LJLWDO�9LGHR�'LVF��'9'��KDV�EHHQ�GHOD\HG�GXH�WR�D�ODFN�RI�D�UHOLDEOH
FRS\�SURWHFWLRQ�V\VWHP�>�����@��7KLV�KLJK�FDSDFLW\�GLVF��XS�WR����*LJDE\WH��PXVW�UHSODFH�WKH
&'�,�DQG�ODVHUGLVF��7KH�PRWLRQ�SLFWXUH�LQGXVWU\�GLG�QRW�ZDQW�WKDW�WKH�'9'�FDQ�EH�FRSLHG��EXW
ILQDOO\�DJUHHG�ZLWK� WKH�PDQXIDFWXUHUV� WR�DOORZ�WKH�FRQVXPHU� WR�PDNH�RQH�FRS\�IRU�RZQ�XVH
RQO\�� 7KH�PDQXIDFWXUHUV�PXVW� QRZ� LPSOHPHQW� D� FRS\� SURWHFWLRQ� V\VWHP� LQ� WKH�'9'�GLVFV�
'9'�SOD\HU���UHFRUGHU�DQG�DOO�RWKHU�GLJLWDO�DXGLR�DQG�YLGHR�GHYLFHV��PD\EH�HYHQ�LQ�3&V��

�����,QWHUIDFH�RI�'LJLWDO�(TXLSPHQW�WR�3&

&XUUHQWO\�� WKHUH� DUH� QR� FRS\� SURWHFWLRQ� PHFKDQLVPV� LPSOHPHQWHG� LQ� WKH� 3&�� 6RIWZDUH
SDFNDJHV�DUH�QRW�SURWHFWHG�RU�KDYH�WKHLU�RZQ�SURWHFWLRQ�PHFKDQLVPV��3&V�FDQ�DFFHVV�GDWD�LQ
DQRWKHU�ZD\�WKDQ�GLJLWDO�DXGLR�DQG�YLGHR�GHYLFHV��6RPH�VRIWZDUH�SDFNDJHV�DOORZ�WKH�XVHU�WR
H[WUDFW�GLJLWDOO\�SHUIHFW�FRSLHV�RI�VDPSOHV�IURP�DXGLR�&'V�XVLQJ�D�&'�520�SOD\HU�� ,W�DOVR
DOORZV� WR� H[WUDFW� 03(*� VWUHDPV� IURP� &'�,� 'LJLWDO� 9LGHR� &'V�� DQG� 9LGHR&'V�� DQG� ;$
IUDPHV�IURP�&'�;$�&'V��2Q�HYHU\�&'�WKHUH� LV�D�ELW�ZKLFK�GHILQHV� LI�FRS\LQJ�D�SDUWLFXODU

6�&�

5HWXUQ
FKDQQHO

67%

9&5

79

DQDORJXH

'LVK

0DFURYLVLRQ
FRS\SURWHFWLRQ

03(*��
GHFRGHU

'�9+6�UHFRUGHU

'LJLWDO
VFUDPEOHG

GDWD

�
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WUDFN�LV�SHUPLWWHG�RU�SURKLELWHG��7KH�VRIWZDUH�SDFNDJHV�XVXDOO\�GR�QRW�FDUH�DERXW�WKLV�ELW�DQG
FRS\�WKH�GDWD�DQ\ZD\��7KH�GDWD�FDQ�EH�ZULWWHQ�EDFN�WR�IRU�LQVWDQFH�D�&'�UHFRUGDEOH�ZLWKRXW
DQ\�SUREOHPV�

,QWHUIDFHV� WR� WKH� 3&� DQG� OHJDO� VRIWZDUH� SDFNDJHV� H[LVW� IRU� WKH�'&&� DQG�PLQLGLVF� UHFRUGHU�
0XVLF�WUDFNV�FDQ�EH�FRSLHG�WR�WKH�KDUGGLVN�DQG�HGLWHG��6R�WKH�PXVLF�FDQ�DOVR�EH�FRSLHG�IURP
WKH� KDUGGLVN� WR� RWKHU� WDSHV� RU� GLVFV�� EHFDXVH� WKH� 6HULDO� &RS\� 0DQDJHPHQW� 6\VWHP� LV
FLUFXPYHQWHG�

7KH�VDPH�SUREOHP�KROGV�IRU�WKH�'$7�UHFRUGHU��7KLV�GHYLFH�FDQ�DOVR�EH�XVHG�DV�WDSHVWUHDPHU
IRU�WKH�3&��:LWK�VRPH�'$7�UHFRUGHUV�LW�LV�DOVR�SRVVLEOH�WR�FRS\�PXVLF�WUDFNV�WR�WKH�KDUGGLVN
DQG�EDFN�>��@�

�����3URWHFWLRQ�RI�3ULYDWH�'DWD

8VHUV� ZDQW� WR� KDYH� WKH� SRVVLELOLW\� WR� SURWHFW� WKHLU� RZQ� GDWD� DJDLQVW� RWKHUV� �H�J�� SDUHQWDO
FRQWURO���7R�SURWHFW�WKH�XVHU�GDWD�DJDLQVW�WKHIW�D�UHODWLYH�VWURQJ�HQFU\SWLRQ�DOJRULWKP�VKRXOG�EH
XVHG��H�J��'(6���+RZHYHU��LQ�VRPH�FRXQWULHV�LW�LV�IRUELGGHQ�WR�XVH�YHU\�VWURQJ�FU\SWRJUDSKLF
DOJRULWKPV�LQ�FRQVXPHU�HOHFWURQLFV��7KH�ODZ�HQIRUFHPHQW�DJHQFLHV�ZLVK�WR�KDYH�DFFHVV�WR�WKH
FRPPXQLFDWLRQV�RI�VXVSHFWHG�FULPLQDOV��ZKLFK�LV�WKUHDWHQHG�E\�VHFXUH�FU\SWRJUDSK\��,QGXVWU\
DQG�LQGLYLGXDO�FLWL]HQV��KRZHYHU��ZDQW�WR�VHFXUH�WKHLU�SULYDWH�GDWD��DQG�ORRN�WR�FU\SWRJUDSK\
WR�SURYLGH�LW��,Q�WKH�8�6��WKH�&DSVWRQH�SURMHFW�DLPV�WR�GHYHORS�D�WHFKQRORJ\�WKDW�DWWHPSWV�WR
EDODQFH�WKHVH�QHHGV�>��@�

�����&RQFOXVLRQV

,Q�WKH�8�6��GLJLWDO�DXGLR�UHFRUGLQJ�RU�LQWHUIDFH�GHYLFHV�PXVW�FRQWDLQ�
�� 7KH�6HULDO�&RS\�0DQDJHPHQW�6\VWHP��6&06���ZKLFK�SHUPLWV�ILUVW�JHQHUDWLRQ�GLJLWDO�WR�

GLJLWDO�FRSLHV�RI�SUH�UHFRUGHG�PXVLF�DQG�RWKHU�DXGLR�ZRUNV��EXW�SURKLELWV�PXOWL�JHQHUDWLRQ
RU��VHULDO��FRSLHV�RI�WKRVH�FRSLHV�

$� UHFRPPHQGDWLRQ� IRU� DOO� GLJLWDO� UHFRUGLQJ� GHYLFHV� LV� VXEPLWWHG� WR� WKH�86�&RQJUHVV�� 7KLV
UHFRPPHQGDWLRQ�ZRXOG�
�� DVVXUH� WKDW� WKH� DELOLW\� RI� FRQVXPHUV� WR�PDNH�KRPH�YLGHR� UHFRUGLQJV� RI� DQ\WKLQJ� VKRZQ

RYHU�EURDGFDVW�RU�EDVLF�FDEOH�WHOHYLVLRQ�UHPDLQV�XQLPSHGHG�
�� DOORZ� FRQVXPHUV� WR� PDNH� DW� OHDVW� RQH� FRS\� RI� VXEVFULSWLRQ� RU� RWKHU� ³SD\�FDEOH´

SURJUDPPLQJ��EXW�GLJLWDO�FRSLHV�RI�WKH�FRS\�PD\�EH�SUHYHQWHG�
�� DOORZ� FRS\ULJKW� SURSULHWRUV� WR� SURKLELW� FRS\LQJ� IURP� SD\�SHU�YLHZ�� YLGHR�RQ�GHPDQG

SURJUDPPLQJ�DQG�SUH�UHFRUGHG�PHGLD

6HUYLFH�3URYLGHUV�DUH�VWLOO� UHOXFWDQW� WR�DFFHSW�GLJLWDO� LQWHUIDFHV�DQG�VWRUDJH�GHYLFHV��EXW� WKH\
PD\�DFFHSW�VROXWLRQV�LQ�ZKLFK�WKH�GDWD�LV�UHFRUGHG�LQ�HQFU\SWHG�IRUP�WR�HQDEOH�WKH�EDVLF�WLPH�
VKLIW�IXQFWLRQ��7KH�VHUYLFH�SURYLGHU�KDV�VWLOO�FRQWURO�RYHU�WKH�EURDGFDVW�GDWD�LQ�WKLV�FDVH��7KLV
VROXWLRQ�RQO\�ZRUNV�ZLWK�D�6HW�7RS�%R[�DQG�DQ�DQDORJXH�RXWSXW�WR�D�79�VHW�

3URWHFWLRQ�PHFKDQLVPV�H[LVW�IRU�GLJLWDO�DXGLR�UHFRUGHUV��KRZHYHU�D�3&�FDQ�HDVLO\�FLUFXPYHQW
WKH� H[LVWLQJ� FRS\� SURWHFWLRQ� V\VWHP�� )RU� YLGHR� D� PRUH� RU� OHVV� VLPLODU� SURWHFWLRQ� V\VWHP� LV



7HFKQLFDO�3RVVLELOLWLHV�DQG�0HWKRGV�IRU�6HFXULW\�DQG�6HDUFK 60$6+�$&���
'HOLYHUDEOH�LG��D�����WXG�LW�GV�S�����E��� �3XEOLF�9HUVLRQ�� SDJH���

LPSOHPHQWHG�LQ�WKH�ILUVW�GLJLWDO�9&5��%XW�WKH�PRWLRQ�SLFWXUH�LQGXVWU\�LV�VWLOO�YHU\�FRQFHUQHG
DERXW� WKH� 3&�� 7KLV� LV� DOVR� WKH� UHDVRQ� IRU� WKH� GHOD\� RI� WKH� LQWURGXFWLRQ� RI� WKH�'9'�RQ� WKH
PDUNHW�
2QO\� D� VWDQGDUGLVHG� FRS\�SURWHFWLRQ� V\VWHP� IRU� DOO� GLJLWDO� GHYLFHV� LQFOXGLQJ� WKH� 3&� FDQ� EH
VDIH�

,Q� VRPH� FRXQWULHV� LW� LV� IRUELGGHQ� WR� XVH� YHU\� VWURQJ� FU\SWRJUDSKLF� DOJRULWKPV� LQ� FRQVXPHU
HOHFWURQLFV�� 7KH� ODZ�HQIRUFHPHQW� DJHQFLHV� ZLVK� WR� KDYH� DFFHVV� WR� WKH� FRPPXQLFDWLRQV� RI
VXVSHFWHG� FULPLQDOV�� ZKLFK� LV� WKUHDWHQHG� E\� VHFXUH� FU\SWRJUDSK\�� ,QGXVWU\� DQG� LQGLYLGXDO
FLWL]HQV��KRZHYHU��ZDQW�WR�VHFXUH�WKHLU�SULYDWH�GDWD��DQG�ORRN�WR�FU\SWRJUDSK\�WR�SURYLGH�LW��,Q
WKH�8�6�� WKH�&DSVWRQH� SURMHFW� DLPV� WR� GHYHORS� D� WHFKQRORJ\� WKDW� DWWHPSWV� WR� EDODQFH� WKHVH
QHHGV�
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�����5HTXLUHPHQWV�DQG�6ROXWLRQ�&RQFHSW

$��+DQMDOLF��������*�&��/DQJHODDU��������0��&HFFDUHOOL������

2Q�WKH�EDVLV�RI�WKH�VWDWH�RI�WKH�DUW�LQ�YLVXDO�VHDUFK��FRS\�SURWHFWLRQ��DQG�FRPER�DUFKLWHFWXUH
DQG� SHUIRUPDQFH�� WKLV� VHFWLRQ� ZLOO� OLVW� UHTXLUHPHQWV� DQG� FRQFHSWXDO� VROXWLRQV� IRU� YDULRXV
DVSHFWV�RI�WKH�FRPER�V\VWHP��6XFFHVVLYHO\�ZH�GLVFXVV�WKH�UHTXLUHPHQWV�DQG�VROXWLRQ�FRQFHSW
RI�YLVXDO�VHDUFK��FRS\�SURWHFWLRQ�DQG�PXOWLPHGLD�GDWDEDVH�

�����9LVXDO�VHDUFK

�������*HQHUDO�UHTXLUHPHQWV�RQ�YLVXDO�VHDUFK�HQJLQH

,Q�ODUJH�SXEOLF�GLJLWDO�OLEUDULHV�GLIIHUHQW�SUHSDUDWRU\�DQQRWDWLRQ�DFWLYLWLHV�DUH�FDUULHG�RXW�RQ�WKH
VWRUHG�GDWD�VR�WKDW�LWV�UHSUHVHQWDWLRQ�LV�RSWLPDO�IRU�VXEVHTXHQW�XVHU�EURZVLQJ�SURFHVVHV��7KHVH
DFWLYLWLHV�DUH�XVXDOO\�WLPH�FRQVXPLQJ�DQG�PD\�LQFOXGH�PDQXDO�LQVHUWLRQ�RI�NH\�ZRUGV��DQG�WKH
VHOHFWLRQ�RI�DXGLR�DQG�YLGHR�FOLSV�

)LJXUH������$XWRPDWHG�V\VWHP�HQDEOLQJ�VHDUFK�WKURXJK�VWRUHG�YLGHR�GDWD

)RU� FRQVXPHU� VWRUDJH� V\VWHPV�� KRZHYHU�� VXFK� DQQRWDWLRQ� DQG� VHOHFWLRQ� DFWLYLWLHV� VKRXOG� EH
FDUULHG� RXW� IXOO\� DXWRPDWLFDOO\�� EH� LW� DW� D� VRPHZKDW� ORZHU� UHOLDELOLW\� DQG� IOH[LELOLW\�� � 7KLV
DXWRPDWHG�FRQFHSW�LV�FKRVHQ�DOVR�WR�EH�XVHG�ZLWKLQ�WKH�60$6+�SURMHFW�

$XWRPDWHG
9LGHR�3DUVLQJ

8VHU�LQWHUIDFH

([WUDFWLRQ�RI�
DGGLWLRQDO�LQIRUPDWLRQ
IURP�VWUHDP�SURYLGHUV

,QGH[LQJ &OXVWHULQJ

&RPSUHVVHG
6WUHDP��03(*�

5HDO�7LPH�3URFHVVLQJ

$XWRPDWLFDOO\�ILOOHG�
GDWDEDVH

$XWRPDWHG�
.H\�IUDPH�H[WUDFWLRQ

3RVWSURFHVVLQJ

6WRUDJH
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,Q�RUGHU�WR�REWDLQ�D�V\VWHP�VXLWDEOH�IRU�FRQVXPHU�V\VWHP�DSSOLFDWLRQV��WZR�UHTXLUHPHQWV�PXVW
EH� WDNHQ� LQWR� DFFRXQW�� ����PLQLPL]LQJ�RI�XVHU�LQYROYHPHQW� E\� V\VWHP� VHWWLQJ� DQG� ���� DW� WKH
VDPH� WLPH�JXDUDQWHHG� JRRG� SHUIRUPDQFH� IRU� DQ\� YLGHR�VHTXHQFH� LQFRPLQJ� LQWR� WKH� V\VWHP�
$OVR�� WKH� V\VWHP�PXVW� EH� DEOH� WR� SHUIRUP� WKH� SURFHVVLQJ� GLUHFWO\� RQ� WKH� LQFRPLQJ� VWUHDP�
ZKLFK� LV�PRUHRYHU� WR�EH�GRQH� LQ� UHDO�WLPH� �RU� VXSHU�UHDO�WLPH� �� �GHSHQGLQJ�RQ� WKH� VSHHG�RI
GRZQORDGLQJ�WKH�VWUHDP�RQ�WKH�VWRUDJH�XQLW���7KLV�³RQ�WKH�IO\´�SURFHVVLQJ�DVSHFW�FRQWULEXWHV
VWURQJO\�WR�WKH�XVHU�IULHQGOLQHVV�RI�WKH�HQWLUH�VWRUDJH�V\VWHP�

,Q�IXUWKHU�WH[W��WKH�WHUP�DXWRPDWHG�ZLOO�EH�XVHG�IRU�ERWK�³RQ�WKH�IO\´�SURFHVVLQJ�UHTXLUHPHQWV
DQG�JHQHUDOL]DWLRQ�RI�WKH�SHUIRUPDQFH�WKURXJK��PLQLPL]LQJ��DQG�JHQHUDOL]LQJ�� WKH�SDUDPHWHU
GHSHQGHQF\�

)XUWKHU�UHTXLUHPHQWV�RQ�WKH��YLVXDO�VHDUFK�HQJLQH�DUH�SDUWLFXODUO\�UHODWHG�WR�VSHFLILF�60$6+
DSSOLFDWLRQV�DQG�DUFKLWHFWXUH���$Q�LPSRUWDQW�DSSOLFDWLRQ�LQ�60$6+�LV�WKH�UHFRUGLQJ�RI�'9%
VHUYLFHV� FRQWDLQLQJ� WKH� 03(*��� FRPSUHVVHG� YLGHR� IRUPDW�� 6LQFH� QR� FRQWHQW�EDVHG� YLGHR�
SURFHVVLQJ�LV�SRVVLEOH�GLUHFWO\�RQ�WKH�FRPSUHVVHG�VWUHDP��LWV�SDUWLDO�GHFRGLQJ�XS�WR�D�FHUWDLQ
OHYHO� LV� QHFHVVDU\�� )RU� WKH� UHDO�WLPH� SURFHVVLQJ�� GHGLFDWHG� KDUGZDUH� LV� UHTXLUHG�� ,PSRUWDQW
LQWHUIDFHV� � QHHGHG� IRU� WKH� V\VWHP� UHDOL]DWLRQ� DUH� WKH� EXV� IRU� VHQGLQJ� 03(*��� WUDQVSRUW
VWUHDPV� WR� WKH� &20%2�� DFFHVV� WR� PXOWLPHGLD� GDWDEDVH� DQG� WKH� &20%2�3&� LQWHUIDFH� IRU
GHYHORSLQJ�EURZVLQJ�DQG�SRVWSURFHVVLQJ�WRROV�

7R�IXOO\�DXWRPDWH�WKH�SURFHVV�RI�H[WUDFWLQJ�WKH�NH\�LQIRUPDWLRQ��WZR�LVVXHV�QHHG�WR�EH�VWXGLHG�
QDPHO\�DXWRPDWHG�YLGHR�SDUVLQJ�DQG�DXWRPDWHG�NH\�IUDPH�H[WUDFWLRQ��7KLV�FDQ�EH�REVHUYHG�LQ
)LJXUH������7KH�IROORZLQJ�WZR�VHFWLRQV�FRQWDLQ�SURSRVHG�VROXWLRQV�IRU�WKHVH�WZR�SDUWV�RI�WKH
YLVXDO�VHDUFK�HQJLQH�

�������9LGHR�SDUVLQJ

)RU�FRQVXPHU�DSSOLFDWLRQ�V\VWHPV��D�YLGHR�SDUVLQJ�DOJRULWKP� LV�QHHGHG�� FDSDEOH�RI�³RQ�WKH�
IO\´�YLGHR�DQDO\VLV�DQG�ZLWK�KLJK�GHWHFWLRQ�UHOLDELOLW\��'XH�WR�WKHVH�UHTXLUHPHQWV��WKH�FRQFHSW
RI�JOREDO�WKUHVKROGLQJ���DV�RIWHQ�SURSRVHG�LQ�WKH�OLWHUDWXUH���FDQQRW�EH�DSSOLHG��)RU�60$6+
SXUSRVHV�� D� PRGLILHG� DSSURDFK� IURP� >��@� ZLWK� DGDSWLYH� WKUHVKROG� ZLOO� EH� XVHG� ZKHUH� WKH
LQYHVWLJDWLRQ�RI�IUDPH�WR�IUDPH�GLIIHUHQFHV�LV�GRQH�ZLWKLQ�D�VOLGLQJ�ZLQGRZ�FRQWDLQLQJ�RQO\�D
FHUWDLQ� QXPEHU� RI� UHFHQWO\� FRPSXWHG�))'�YDOXHV��7KH� UHVXOWV� DUH� QRW� GHSHQGHQW� RQ�PLVVHG
GHWHFWLRQ� RU� IDOVH� DODUPV�ZKLFK� KDSSHQHG� EHIRUH� WKH� VWDUWLQJ� SRLQW� RI� WKH�ZLQGRZ�� %\� WKLV
DSSURDFK�QRW�WKH�ODVW�FRPSXWHG�EXW�WKH�PLGGOH�))'�YDOXH�RI�WKH�ZLQGRZ�LV�FRPSDUHG�ZLWK�WKH
VHFRQG�ODUJHVW�ZLQGRZ�HOHPHQW�DQG�D�VKDUS�VKRW�EUHDN�LV�SURFODLPHG�LI�WKH�UDWLR�EHWZHHQ�WKHVH
WZR�YDOXHV�LV�ODUJHU�WKDQ�D�JLYHQ�WKUHVKROGLQJ�SDUDPHWHU��))'�YDOXHV�DORQJ�WKH�VHTXHQFH�DUH
PHDVXUHG� E\� FRPSDULQJ� KLVWRJUDPV� RI� DOO� WKUHH� FRPSRQHQWV� RI� WKH� <89� FRORXU� VSDFH�
+LVWRJUDPV� DUH� IRUPHG� ZLWK� ��� ELQV� IRU� <� YDOXHV� DQG� ZLWK� ��� ELQV� IRU� ERWK� FKURPLQDQFH
FRPSRQHQWV��7KH�XVHG�PHWULF�FDQ�EH�JLYHQ�DV

HPSOR\LQJ� KLVWRJUDPV� K�L�� RI� WZR� FRQVHFXWLYH� '&�IUDPHV� �N�N����� DSSOLHG� WR� <�� 8� DQG� 9
FRPSRQHQWV�
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7KH�RULJLQDO�DOJRULWKP��DV�GHVFULEHG�LQ�>��@��GHWHFWV�VKDUS�FKDQJHV�EHWZHHQ�FRQVHFXWLYH�VKRWV�
EXW� UHDFWV� DOVR� E\� JUDGXDO� WUDQVLWLRQV� DQG� VSHFLDO� HIIHFWV�� 7KH� PDLQ� GLVDGYDQWDJH� RI� WKLV
PHWKRG� LV� WKH� QHHG� IRU� VSHFLILFDWLRQ� RI� WKH� WKUHVKROGLQJ� SDUDPHWHU� IRU� GLVWLQJXLVKLQJ� WKH
PD[LPDO�DQG�QH[W�ODUJHVW�ZLQGRZ�HOHPHQW��DV�GHVFULEHG�EHIRUH��7KH�SHUIRUPDQFH�RI�WKH�YDOXH
SURSRVHG�E\�DXWKRUV�LQ�>��@��FDQ�EH�JXDUDQWHHG�RQO\�IRU�VHTXHQFHV�XVHG�LQ�WHVWV��2XU�FXUUHQW
HIIRUWV� DUH� GLUHFWHG� WRZDUGV� PLQLPL]LQJ� WKLV� SDUDPHWHU� GHSHQGHQF\� DQG� REWDLQ� JRRG
SHUIRUPDQFH� TXDOLW\� IRU� JHQHUDO� VHTXHQFHV�� )LUVW� LPSURYHG� UHVXOWV� KDYH� EHHQ� REWDLQHG� IRU
GHWHFWLQJ�VKDUS�VKRW�FKDQJHV��DQG�WKLV�LV�SODQQHG�WR�EH�XVHG�LQ�WKH�ILUVW�LPSOHPHQWDWLRQ�SKDVH
RI�WKH�SURMHFW��,PSURYHG�UHVXOWV�IRU�JUDGXDO�FKDQJHV�DQG�VSHFLDO�HIIHFWV�DUH�H[SHFWHG�VRRQ�DQG
ZLOO�EH�LPSOHPHQWHG�LQWR�WKH�V\VWHP�LQ�D�ODWHU�SURMHFW�SKDVH�

�������.H\�IUDPH�H[WUDFWLRQ

)RU�WKH�XVDJH�LQ�WKH�SURMHFW��ZH�SURSRVH�RXU�QRYHO�DXWRPDWLF�NH\�IUDPH�H[WUDFWLRQ�SURFHGXUH
>��@��>��@�

)LJXUH� ���� VKRZV� WKH� 60$6+� UHIHUHQFH� IUDPHZRUN� DV� IDU� DV� WKH� NH\� IUDPH� H[WUDFWLRQ� DQG
VWRUDJH� FRQFHSW� LV� FRQFHUQHG��$PRQJ�RWKHU� FRPSRQHQWV� RI� WKH� DXWRPDWHG� VWRUDJH� XQLW�� WZR
HVVHQWLDO�FRPSRQHQWV�RI�RXU�DXWRPDWHG�DSSURDFK�FDQ�EH�VHHQ��QDPHO\�NH\�IUDPH�DVVLJQPHQW�WR
HDFK� VKRW� DQG� NH\� IUDPH� GLVWULEXWLRQ� DORQJ� HDFK� VKRW�� ,Q� WKH� ILUVW� FRPSRQHQW�� ³RQ�WKH�IO\´
DVVLJQPHQW�RI�WKH�QXPEHU�RI�NH\�IUDPH�SHU�VKRW�LV�FDUULHG�RXW�GHSHQGLQJ�RQ�WKH�FRQWHQW�RI�WKH
VKRW�DQG�RQ� WKH�SDVW�FRQWHQW�GHYHORSPHQW��7KLV�NH\� IUDPH�DVVLJQPHQW� LV�GRQH�VXFK� WKDW� WKH
VXP�RI� DOO� DVVLJQHG� NH\�IUDPHV� DORQJ� WKH� VHTXHQFH� LV� FORVH� WR� D� JLYHQ�PD[LPDO� QXPEHU� RI
DOORZDEOH�NH\�IUDPHV�1�IRU�WKH�HQWLUH�VHTXHQFH��$V�D�PHDVXUH�&L �RI�FRQWHQW��ZH�KDYH�IRXQG

WKH�VXP�RI�IUDPH�WR�IUDPH�GLIIHUHQFHV�DORQJ�WKH�VKRW�L��VXIILFLHQWO\�UHSUHVHQWDWLYH�
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+HUH�/�LV�WKH�QXPEHU�RI�IUDPHV�ZLWKLQ�WKH�VKRW�DQG��G�Q�Q����WKH�PHDVXUHG�FRQWHQW�GLIIHUHQFH
EHWZHHQ�IUDPHV�Q�DQG�Q����KHUH�EDVHG�RQ�FRPSDULVRQ�RI�IUDPH�KLVWRJUDPV�K�XVLQJ�<��8�DQG�9
FRORXU�FRPSRQHQW�
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6XFK�KLVWRJUDP�EDVHG�PHDVXULQJ�RI�FRQWHQW�FKDQJHV�DORQJ� WKH�VHTXHQFH��DOWKRXJK�VKRZQ�WR
EH�D�SRZHUIXO�WRRO�IRU�YLGHR�SDUVLQJ��6HFWLRQ���������LV�QRW�WKH�ILQDO�FKRLFH�ZKHQ�SHUIRUPLQJ
WKH�NH\�IUDPH�H[WUDFWLRQ��&XUUHQWO\�� WKH�ZRUN�LV�EHLQJ�GRQH�ZLWKLQ�WKH�:3�����IRU�GHILQLQJ
PXFK�PRUH�VRSKLVWLFDWHG�PHDVXUHV�IRU�FRQWHQW�GHYHORSPHQW�RI�D�YLGHR�VHTXHQFH��DOVR�FDOOHG
DFWLRQ�PHDVXUHV��

7KH�³RQ�WKH�IO\´�DVVLJQPHQW�DOJRULWKP��XVLQJ�WKH�GHILQHG�FRQWHQW�PHDVXUH� &L � �� WDNHV�RQ� WKH

IROORZLQJ�IRUP�
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.L �UHSUHVHQWV�WKH�DVVLJQHG�QXPEHU�RI�NH\�IUDPHV�WR�WKH�VKRW�L��7�LV�WKH�WRWDO�VHTXHQFH�OHQJWK�

DQG�7X LV�WKH�OHQJWK�RI�WKH�VKRW�X��&X �LV�WKH�FRQWHQW�RI�WKH�VKRW�X�GHILQHG�ZLWK�����DQG�6�LV�WKH

QXPEHU�RI�VKRWV�LQ�WKH�HQWLUH�VHTXHQFH�

7KH�DVVLJQPHQW�VWHS�LQ�����LV�IROORZHG�E\�D�WKUHVKROG�LQGHSHQGHQW�DQG�REMHFWLYH�SURFHGXUH�IRU
FRQWHQW�EDVHG�GLVWULEXWLRQ�RI�WKH�DVVLJQHG�QXPEHU�RI�NH\�IUDPHV�DORQJ�HDFK�YLGHR�VKRW�>��@�
>��@��.H\�IUDPH� GLVWULEXWLRQ� DORQJ� WKH� VKRW� UHVXOWV� IURP�PLQLPLVLQJ� WKH� IROORZLQJ� FULWHULRQ
IXQFWLRQ�
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+HUH� NM� �M ������.L�� DUH� WKH� WHPSRUDO� SRVLWLRQV� RI� WKH� NH\� IUDPHV�� ZKLOH� WM��� DQG� WM� DUH� WKH
EUHDNSRLQWV�EHWZHHQ�WKH�VKRW�VHJPHQWV�WKDW�DUH�UHSUHVHQWHG�E\�NH\�IUDPH�NM��1RWH�WKDW�W��DQG
W
.

L

DUH� WKH� �NQRZQ�� WHPSRUDO�EHJLQ�DQG�HQGSRLQWV�RI� L�WK� VKRW��7KH�QRQ�GHFUHDVLQJ� IXQFWLRQ

& [L � � �UHSUHVHQWV�WKH�FRQWHQW�GHYHORSPHQW�RI�WKH�VKRW�L��ZKHUH�HDFK�IXQFWLRQ�YDOXH�LV�REWDLQHG

E\�DFFXPXODWLQJ��IUDPH�WR�IUDPH�GLIIHUHQFHV�����DORQJ�WKH�VKRW�XS�WR�WKH�IUDPH�[��:LWK�����ZH
LQGLFDWH� WKDW� ZH�ZLVK� WR� DSSUR[LPDWH� WKH� DFWXDO� � FRQWHQW�GHYHORSPHQW� � E\� XVLQJ� WKH� FXUYH
& N

L M
� � �FRPSRVHG�RXW�RI�UHFWDQJOHV��HDFK�RQH�GHILQHG�E\�NM�DQG�WM�DQG�HDFK�FRUUHVSRQGLQJ�WR

RQH� NH\�IUDPH�� 7KH� PLQLPLVDWLRQ� SURFHVV� JLYHV� RSWLPDO� SRVLWLRQV� RI� NH\�IUDPHV� DORQJ� WKH
VKRW��VXFK�WKDW�WKHLU��YDULDEOH��GHQVLW\�EHVW�VLPXODWHV� WKH�DFWXDO�FRQWHQW�GHYHORSPHQW��)LJXUH
���D� LOOXVWUDWHV� WKH� GLVWULEXWLRQ� DSSURDFK� E\� �� DVVLJQHG� NH\�IUDPHV� WR� D� VKRW� ZLWK� D� JLYHQ
FRQWHQW�GHYHORSPHQW���)LJXUH����E�VKRZV�WKH�UHVXOW�RI�WKH�NH\�IUDPH�GLVWULEXWLRQ�RYHU�D�VLQJOH
VKRW�DIWHU�DSSO\LQJ�WKH�GHVFULEHG�DSSURDFK�

5HVXOWV� RI� WKH� FRPELQHG� NH\�IUDPH� DVVLJQPHQW� DQG� NH\�IUDPH� GLVWULEXWLRQ� VKRZ� WKDW
DXWRPDWHG�NH\�IUDPH�H[WUDFWLRQ� LV� LQGHHG�IHDVLEOH��1RQHWKHOHVV�� OLNH� LQ�DQ\�RWKHU�DXWRPDWHG
SURFHVV��HUURUV�RFFXU��7KH�GRPLQDQW�W\SH�RI�HUURUV�WKDW�ZH�KDYH�WR�GHDO�ZLWK�DUH�IDLOXUHV�RI�WKH
YLGHR�SDUVLQJ�SURFHVV�� L�H��GHWHFWLRQ�RI� IDOVH� VKRW� FKDQJHV� DQG� WKH�PLVVLQJ�RI� VKRW� FKDQJHV�
([SHULPHQWDO� UHVXOWV� LQGLFDWH� WKDW� GXH� WR� WKH� XVH� RI� REMHFWLYH� FULWHULD� LQ� WKH� NH\�IUDPH
DVVLJQPHQW�DQG�GLVWULEXWLRQ��WKH�V\VWHP�LV�IDLUO\�UREXVW�WR�HUURUV�LQ�GHWHFWLQJ�VKRW�FKDQJHV�
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)LJXUH����D��,OOXVWUDWLRQ�RI�WKH�SURSRVHG�DSSURDFK�IRU�NH\�IUDPH�DOORFDWLRQ�ZLWKLQ�WKH�YLGHR�
VKRW�E\�DVVLJQHG���NH\�IUDPHV��$Q�DSSUR[LPDWLRQ�RI� WKH� �DFFXPXODWLRQ�FXUYH� � FDQ�EH�GRQH
WKURXJK���IOH[LEOH�UHFWDQJOHV�

)LJXUH����E��$SSOLFDWLRQ�RI�WKH�DSSURDFK�WR�D�ILFWLYH�YLGHR�VKRW��2EWDLQHG�YDULDEOH�NH\�IUDPH
GHQVLWLHV�SLFWXUH�WKH�DFWXDO�FRQWHQW�GHYHORSPHQW

�������&OXVWHULQJ

$�FOXVWHULQJ�SURFHGXUH��VXLWDEOH�IRU�WKH�60$6+�V\VWHP��KDV�QRW�EHHQ�SURSRVHG�\HW��,QWHQVLYH
UHVHDUFK�LQ�WKLV�DUHD�LV�SODQQHG�IRU�WKH�QH[W�SKDVH�RI�WKH�SURMHFW�
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'HOLYHUDEOH�LG��D�����WXG�LW�GV�S�����E��� �3XEOLF�9HUVLRQ�� SDJH���

�����6HFXULW\

7KH�SURWHFWLRQ�PHFKDQLVP�IRU�WKH�60$6+�V\VWHP�PXVW� WDNH�FDUH�WKDW�VHUYLFH�SURYLGHUV�FDQ
NHHS� FRQWURO� RYHU� WKHLU� VWRUHG� GDWD� DQG� WKDW� FRS\ULJKWV� DUH� QRW� YLRODWHG��2Q� WKH� RWKHU� KDQG
PXVW�WKH�V\VWHP�JLYH�FRQVXPHUV�WKH�SRVVLELOLW\� WR�SURWHFW� WKHLU�RZQ�GDWD�DJDLQVW�RWKHUV��H�J�
SDUHQWDO�FRQWURO��

�������5HTXLUHPHQWV�IRU�WKH�60$6+�3URWHFWLRQ�6FKHPH

7KH�SURWHFWLRQ�VFKHPH�IRU�WKH�60$6+�UHFRUGHU�VKRXOG�PHHW�WKH�IROORZLQJ�UHTXLUHPHQWV�

�� 7KH�V\VWHP�VKRXOG�VXSSRUW�VFUDPEOHG�UHFRUGLQJ�IRU�EURDGFDVW�PDWHULDO�
�� (GLWLQJ�RI�KRPH�YLGHRV�VKRXOG�EH�SRVVLEOH�ZLWKRXW�OLPLWV�
�� 7KH�V\VWHP�VKRXOG�EH�FRPSDWLEOH�ZLWK�WKH�6�3',)�SURWRFRO�IRU�GLJLWDO�DXGLR��6&06��
�� ,W� VKRXOG� EH� SRVVLEOH� WR� PDNH� D� FRS\� RI� DOO� GLJLWDO� DXGLR� �� YLGHR� VHUYLFHV�� RQO\� LI� WKH

VHUYLFH�SURYLGHU�DOORZV�WKH�FRQVXPHU�WR�GR�VR��KRZHYHU��LW�VKRXOG�QRW�EH�SRVVLEOH�WR�PDNH
FRSLHV�RI�WKLV�PDVWHU�FRS\�

�� 6HUYLFH�SURYLGHUV�VKRXOG�EH�DEOH�WR�SUHSDUH�GDWD�LQ�VXFK�D�ZD\�WKDW�DOO�UHFRUGHUV�UHIXVH�WR
VWRUH�WKH�GDWD�

�� 7KH�3&�LV�QRW�HTXLSSHG�ZLWK�DQ\�FRS\�SURWHFWLRQ�PHFKDQLVP�\HW��VR�FRS\LQJ�WR�D�3&�LV
DOZD\V�SRVVLEOH��EXW�FRS\LQJ�RI�DOUHDG\�FRSLHG�GDWD�IURP�D�3&�WR�D�VWRUDJH�GHYLFH�VKRXOG
EH�QRW�SRVVLEOH�

�� 7KH�V\VWHP�VKRXOG�EH�FRPSDWLEOH�ZLWK� WKH�QHZ�FRS\�SURWHFWLRQ� V\VWHPV�RI�RWKHU�GLJLWDO
9&5V�DQG�UHFRUGHUV��7KHVH�RWKHU�UHFRUGHUV�VKRXOG�EH�HTXLSSHG�ZLWK�WKH�VDPH�V\VWHP�

�� 1R�VWURQJ�HQFU\SWLRQ�WHFKQLTXHV�VKRXOG�EH�XVHG��WR�DYRLG�SUREOHPV�ZLWK�GLIIHUHQW�ODZV�LQ
GLIIHUHQW�FRXQWULHV�

�������7KH�&RS\�3URWHFWLRQ�6FKHPH�IRU�WKH�60$6+�6\VWHP

,Q� )LJXUH� ���� WKH� LQWHUIDFH� RI� WKH� 60$6+� UHFRUGHU� WR� RWKHU� GHYLFHV� LV� VKRZQ�� )RU� WKH
LQWHUFRQQHFWLRQ�D�GLJLWDO�3�����EXV�LV�XVHG��&XUUHQWO\�RQO\�WKH�'9&�FDPFRUGHU�DQG�WKH�6RQ\
'+5������9&5�VXSSRUW�WKH�QHZ�FRPPXQLFDWLRQV�SURWRFRO�,(((�������%XW�LQ�WKH�IXWXUH�WKH
6HW� 7RS� %R[�� '�9+6�� 60$6+� V\VWHP� DQG� 3&� ZLOO� DOVR� EH� HTXLSSHG� ZLWK� WKLV� LQWHUIDFH�
3UREDEO\�WKH�UHVW�RI�WKH�GHYLFHV�ZLOO�IROORZ�ODWHU��7KH�3&�KDV�D�VSHFLDO�RZQ�LQWHUIDFH�WR�RWKHU
GLJLWDO�VWRUDJH�GHYLFHV��0RVW�GHYLFHV�DUH�FRQQHFWHG�WR�WKH�LQWHUQDO�3&,�EXV�RU�6&6,�EXV��$OO
GHYLFHV�DFFHVV�WKH�GDWD�DV�UHDO�WLPH�ELWVWUHDPV��7KH�3&�LV�WKH�RQO\�GHYLFH�WKDW�DOVR�FDQ�DFFHVV
WKH�GDWD�DV�ILOHV�

1RZDGD\V��RQO\�LQWHUIDFHV�H[LVW�EHWZHHQ�GLJLWDO�DXGLR�GHYLFHV��FDPFRUGHUV�DQG�GLJLWDO�9&5¶V
DQG�EHWZHHQ�3&¶V�DQG�SHULSKHUDOV�

,I�WKH�6&06�SURWRFRO�>�@�ZRXOG�EH�XVHG�IRU�FRS\�SURWHFWLRQ��DOO�GDWD�PXVW�EH�GLYLGHG�LQWR�GDWD
SDFNHWV� IRU� WUDQVPLVVLRQ� RYHU� WKH� GDWDEXV�� 7RJHWKHU� ZLWK� HDFK� SDFNHW� D� VHSDUDWH� VXEFRGH
SDFNHW�PXVW�EH�WUDQVPLWWHG��FRQWDLQLQJ�WKH�FRS\ULJKW�VWDWXV�RI� WKLV�SDFNHW� �DPRQJ�RWKHUV� WKH
FRS\�SURKLELW�ELW��
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(YHU\�UHFRUGLQJ�GHYLFH�FRQQHFWHG�WR�WKH�EXV�FKHFNV�WKH�FRS\ULJKW�ILHOGV�LQ�RUGHU�WR�NQRZ�LI�D
VWUHDP��PD\�EH�UHFRUGHG�RU�QRW�DQG�UHIXVHV�WR�UHFRUG�D�VWUHDP�RU�ILOH�LQ�ZKLFK�D�FRS\�SURKLELW
ELW�RFFXUV��,W� LV�QHFHVVDU\�WKDW�HYHU\�SDFNHW�KDV�LWV�RZQ�VXEFRGH�SDFNHW��EHFDXVH�WKH�VWRUDJH
GHYLFH�FDQ�VWDUW�UHFRUGLQJ�RQ�D�UDQGRP�SRVLWLRQ�LQ�WKH�VWUHDP�

7KLV�V\VWHP�KDV�WZR�GLVDGYDQWDJHV��,I�WKH�FRS\ULJKW�VWDWXV�LV�ORFDWHG�LQ�D�VXEFRGH�SDFNHW�ZLWK
D� IL[HG�SRVLWLRQ� LQ� WKH� VWUHDP��D�KDFNHU�FDQ�HDVLO\� WUDFH� WKH� VXEFRGH�SDFNHWV�DQG� WRJJOH� WKH
FRS\�SURKLELW�ELW�WR�FKDQJH�WKH�VWDWXV�RI�WKH�VWUHDP��$QRWKHU�SUREOHP�LV�WKH�3&��,I�3&�VRIWZDUH
FDQ�XVH�D�YLGHR�VWUHDP��LW�DFFHVVHV�WKH�GDWD�DV�ILOH��%XW�LI�WKH�VWUHDP�LV�DFFHVVHG�D�ILOH��LW�LV�DOVR
SRVVLEOH�WR�FRS\�LW� WR�WKH�KDUGGLVN��ZLWKRXW�XVLQJ�WKH�6&06�SURWRFRO��DQG�ZLWKRXW�FKHFNLQJ
WKH�VXEFRGH�SDFNHWV��FRQWDLQLQJ�WKH�FRS\ULJKW�VWDWXV���6R��LI�D�3&�VWRUHV�D�VWUHDP�WKH�VWUHDP�LV
DOZD\V�DFFHSWHG�E\�WKH�UHFRUGHU��EHFDXVH�QR�FRS\ULJKW�LQIRUPDWLRQ�ZDV�IRXQG�

7KHUHIRUH�WKH�FRS\ULJKW�VWDWXV�PXVW�EH�VWRUHG�LQ�WKH�VWUHDPV�LWVHOI��D�ODEHO�RU�ZDWHUPDUN�PXVW
EH�DGGHG�WR�WKH�GDWD��,Q�WKLV�FDVH�WKH�FRS\�SURKLELW�ELW�LV�LQVHSDUDEOH�RI�WKH�GDWD��7KLV�DSSURDFK
KDV�PDQ\�DGYDQWDJHV�

�� WKHUH� LV� QR� QHZ� EXV� SURWRFRO� QHHGHG�� FRS\ULJKW� VWDWXV� LV� VWRUHG� LQ� WKH� GDWD�� QRW� LQ� WKH
SURWRFRO��VR�HYHU\�SURWRFRO�FDQ�EH�XVHG

�� WKH�FRS\�SURKLELW�ELW�FDQ�VXUYLYH�ILOH�IRUPDW�FKDQJHV
�� WKH�FRS\�SURKLELW�ELW�VWD\V�LQ�WKH�GDWD�LI� LW� LV�FRSLHG�WR�D�GHYLFH�ZKLFK�KDV�QR�SURWHFWLRQ

PHFKDQLVPV� LQ� LW�� DQG� ZLOO� EH� DFWLYH� DJDLQ� LI� WKH� GDWD� LV� SDVVHG� WR� UHFRUGHUV� ZLWK� WKH
SURWHFWLRQ�PHFKDQLVP�LPSOHPHQWHG�

6�&�

$XGLR�&'���'$7���'&&

9LGHR�&'���&'�,����'9'

&DPFRUGHU��'9&�

6�3',)
6&06

678

60$6+

��&RS\�ULJKW��3URWHFWLRQ��6&06�OLNH�
�:DWHUPDUNLQJ�IRU�PXOWLPHGLD�GDWD

��3URWHFWLRQ�RI�SULYDWH�GDWD
�&RQGLWLRQDO�$FFHVV

3&

+'���7DSHVWUHDPHU

&'�520���&'�5

(�,'(���6&6, +'

&'

)LJXUH�����,QWHUFRQQHFWLRQ�DQG�SURWHFWLRQ�FRQFHSW
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�� LI�D�KDFNHU�WULHV�WR�UHPRYH�WKH�FRS\ULJKW�VWDWXV��KH�KDV�WR�WDPSHU�ZLWK�WKH�GDWD�LWVHOI��WKLV
PHDQV�WKDW�LQ�PRVW�FDVHV�WKH�TXDOLW\�RI�WKH�GDWD�LV�DIIHFWHG�LI�WKH�ODEHO�LV�UHPRYHG��,I�WKLV
QHZ�³ORZHU�TXDOLW\�GDWD´�LV�VWRUHG�DJDLQ��QHZ�FRS\ULJKW�LQIRUPDWLRQ�LV�DGGHG��5HPRYLQJ
WKLV�LQIRUPDWLRQ��PHDQV�DJDLQ�TXDOLW\�GHJUDGDWLRQ�

7KH�UHOLDELOLW\�RI�WKH�FRS\�SURWHFWLRQ�V\VWHP�LV�RI�FRXUVH�GHSHQGHQW�RQ�D�VWDQGDUGLVDWLRQ�RI�WKH
V\VWHP��(YHU\�VWRUDJH�GHYLFH�PXVW�EH�DEOH�WR�H[WUDFW�WKH�FRS\ULJKW�LQIRUPDWLRQ�RI�WKH�GDWD�DQG
PXVW�UHIXVH�WR�UHFRUG�GDWD�LQ�ZKLFK�D�FRS\�SURKLELW�ELW�RFFXUV�

7KH�FRPSOHWH�LPSOHPHQWDWLRQ�RI�WKH�FRS\�SURWHFWLRQ�PHFKDQLVP�LV�UHSUHVHQWHG�LQ�)LJXUH�����
ZKLFK� PXVW� EH� LPSOHPHQWHG� LQ� HYHU\� VWRUDJH� GHYLFH�� 7KH� FRS\� SURWHFWLRQ� V\VWHP� LV� RQO\
DFWLYH�LI�GDWD�LV�VWRUHG�

)LJXUH������&RS\�SURWHFWLRQ�VFKHPH
�

�� ,Q�WKH�ILUVW�EORFN�GDWD�LGHQWLILFDWLRQ�LV�SHUIRUPHG��7KLV�EORFN�GHILQHV�IRU�ZKDW�NLQG�RI�GDWD
WKH�SURWHFWLRQ�KROGV��,Q�WKLV�VFKHPH�WKLV�LV�RQO\�03(*����EXW�LW�FDQ�HDVLO\�EH�H[WHQGHG�WR
03(*����-3(*��DQG�RWKHU�DXGLR�IRUPDWV��'LJLWDO�FDPFRUGHUV�XVH�D�GLIIHUHQW�IRUPDW�'9&�
7KHVH�VWUHDPV�GR�QRW�KDYH�WR�EH�SURWHFWHG��,I�PRWLRQ�SLFWXUHV�DSSHDU�RQ�WKH�PDUNHW�LQ�WKLV
IRUPDW�� LW� LV�SRVVLEOH� WR�GLVWLQJXLVK�EHWZHHQ�SUH�UHFRUGHG�YLGHR�DQG�RZQ�UHFRUGHG�YLGHR
>��@��)RU�SUH�UHFRUGHG�YLGHR�LQ�'9&�IRUPDW��WKH�VDPH�SDWK�DV�IRU�03(*���FDQ�EH�XVHG�

� )RU� LQVWDQFH�� LI� WKH� GDWD� LV� VFUDPEOHG� DFFRUGLQJ� WR� WKH�'9%� VWDQGDUG�� WKH� IRUPDW� LV� QRW
UHFRJQLVHG� DV� 03(*��� RU� RWKHU� SURWHFWHG� IRUPDWV� DQG� ZLOO� EH� VWRUHG� ZLWKRXW� DQ\
PRGLILFDWLRQV�

�� ,Q�WKH�VHFRQG�EORFN�WKH�ZDWHUPDUN�LV�H[WUDFWHG�DQG�WKH�FRS\ULJKW�ELWV�LQ�WKLV�ZDWHUPDUN�DUH
FKHFNHG��,I�WKH�FRS\�SURKLELW�ELW�LV�VHW�WKH�UHFRUGHU�VWRSV�UHFRUGLQJ�

�� ,I� QR� FRS\� SURKLELW� ELW� LV� IRXQG�� WKH� FRS\ULJKW� VWDWXV�� LQFOXGLQJ� D� FRS\� SURKLELW� ELW�� � LV
DGGHG�WR�WKH�DXGLR�DQG���RU�YLGHR�GDWD�XVLQJ�ZDWHUPDUN�WHFKQLTXHV�

�
7R� EH� FRPSDWLEOH� ZLWK� WKH� 6�3',)� SURWRFRO� WKH� IROORZLQJ� VFHQDULR� FDQ� EH� XVHG�� ,I� GDWD� LV
RIIHUHG�DFFRUGLQJ�WR�WKH�6�3',)�SURWRFRO��WKH�FRS\�SURKLELW�ELW�LV�WHVWHG�DQG�WKH�GDWD�LV�UHIXVHG
LI�WKLV�ELW�LV�VHW��,I�WKH�GDWD�FRQWDLQHG�QR�FRS\�SURKLELW�ELW�� WKH�GDWD�LV�ODEHOOHG�DQG�VWRUHG��,I

'DWD�LGHQWLILFDWLRQ

�([WUDFW�ZDWHUPDUN

�&KHFN�FRS\

��SURKLELW�ELW

&RS\LQJ�DOORZHG

'9&��HWF�

�$GG�ZDWHUPDUN

6WRUH�RQ�WDSH

03(*��

5HFRUGLQJ SOD\�EDFN

5HDG�IURP�WDSH

&RS\LQJ�QRW�DOORZHG



7HFKQLFDO�3RVVLELOLWLHV�DQG�0HWKRGV�IRU�6HFXULW\�DQG�6HDUFK 60$6+�$&���
'HOLYHUDEOH�LG��D�����WXG�LW�GV�S�����E��� �3XEOLF�9HUVLRQ�� SDJH���

ODEHOOHG�GDWD�LV�SOD\HG�EDFN�DFFRUGLQJ�WR�WKH�6�3',)�SURWRFRO�WKH�FRS\�SURKLELW�ELW� LV�VHW��$
'$7�RU�'&&�UHFRUGHU�ZLOO�QRW�FRS\�WKH�GDWD�IXUWKHU�LQ�WKLV�FDVH�
�
,I�VHUYLFH�SURYLGHUV�ZDQWV�WR�SUHSDUH�GDWD�LQ�VXFK�D�ZD\�WKDW�DOO�UHFRUGHUV�UHIXVH�WR�VWRUH�WKH
GDWD��WKH\�VLPSO\�DGG�D�ODEHO�WR�WKHLU�GDWD��LQ�ZKLFK�WKH�FRS\�SURKLELW�ELW�LV�VHW�

�������3URWHFWLRQ�RI�3ULYDWH�'DWD

,I� DQ� HQFU\SWLRQ� PRGXOH� LV� LPSOHPHQWHG� LQ� WKH� V\VWHP� WR� SURWHFW� WKH� SULYDWH� GDWD� RI� WKH
FRQVXPHU�DQG�WKH�UHFRUGHU�DOORZV�WR�SOD\�EDFN�HQFU\SWHG�GDWD��WKH�FRS\�SURWHFWLRQ�PHFKDQLVP
FDQ�EH�FLUFXPYHQWHG��EHFDXVH�WKH�ZDWHUPDUN�FDQ�QRW�EH�GHWHFWHG�LQ�DQ�HQFU\SWHG�VWUHDP��7R
DYRLG�WKLV��WKH�UHFRUGHU�PXVW�QRW�DOORZ�WR�SOD\�EDFN�VXFK�VWUHDPV�DQG�PXVW�DOVR�QRW�JLYH�3&V
DFFHVV�WR�WKHVH�ILOHV�

6LQFH�VWURQJ�HQFU\SWLRQ�DOJRULWKPV�DUH�IRUELGGHQ�IRU�FRQVXPHU�DSSOLFDWLRQV�LQ�VRPH�FRXQWULHV�
LW�LV�EHWWHU�WR�SURWHFW�WKH�FRQVXPHU�GDWD�E\�D�FRQGLWLRQDO�DFFHVV�V\VWHP��,Q�WKLV�FDVH�WKHUH�DUH
DOVR�QR�SUREOHPV�ZLWK�WKH�ODEHOOLQJ��8VHUV�FDQ�SURWHFW�WKHLU�GDWD�IRU�LQVWDQFH�ZLWK�D�SDVVZRUG
RU�3,1�FRGH�

�������(YDOXDWLRQ�RI�WKH�3URWHFWLRQ�6\VWHP

$�VLPSOH� UHSUHVHQWDWLRQ�RI� WKH� FRPSOHWH�SURWHFWLRQ� V\VWHP�FDQ�EH� IRXQG� LQ�)LJXUH������7KH
V\VWHP�KDV�WKH�IROORZLQJ�SURSHUWLHV�

�� $OO� UHFRUGHG�GDWD�� H[FHSW� VFUDPEOHG�GDWD�� FDQ�DOZD\V�EH�SOD\HG�EDFN�RQ�HYHU\�60$6+
V\VWHP�

�� ,W� LV� SRVVLEOH� WR� PDNH� D� FRS\� RI� DOO� GLJLWDO� DXGLR� �� YLGHR� VHUYLFHV�� RQO\� LI� WKH� VHUYLFH
SURYLGHU�DOORZV�WR�GR�VR��KRZHYHU�LW�LV�QRW�SRVVLEOH�WR�PDNH�FRSLHV�RI�WKLV�PDVWHU�FRS\�

�� 6HUYLFH�SURYLGHUV�FDQ�SUHSDUH�GDWD�LQ�VXFK�D�ZD\�WKDW�WKH�UHFRUGHU�UHIXVHV�WR�VWRUH�WKH�GDWD�
�� 7KH�V\VWHP�VXSSRUWV�VFUDPEOHG�UHFRUGLQJ�IRU�3D\�79�VHUYLFHV�DQG�LV�FRPSDWLEOH�ZLWK�WKH

6�3',)�SURWRFRO�
�� 7KH�3&� LV�QRW� HTXLSSHG�ZLWK�DQ\�FRS\SURWHFWLRQ�PHFKDQLVP�\HW�� VR� FRS\LQJ� WR� D�3&� LV

DOZD\V�SRVVLEOH��EXW�FRS\LQJ�RI�GDWD�IURP�D�GLJLWDO�VWRUDJH�GHYLFH�WR�D�3&�DQG�EDFN�IURP�D
3&�WR�D�VWRUDJH�GHYLFH�LV�QRW�SRVVLEOH�

� 7KLV�PHDQV�WKDW�D�3&�FDQ�XVH�DOO�UHFRUGHG�GDWD��EXW�RQO\�DV�³UHDG�RQO\´�GDWD��,W�LV�SRVVLEOH
WR�GHOHWH�GDWD��EXW�LW�LV�LPSRVVLEOH�WR�FRS\�ODEHOOHG�GDWD�WR�WKH�KDUGGLVN�DQG�WKDQ�EDFN�WR
WKH�60$6+�GHYLFH�

�� (GLWLQJ�RI�KRPH�YLGHRV�LV�SRVVLEOH�ZLWKRXW�OLPLWV�
�� &RQVXPHUV�FDQ�SURWHFW�WKHLU�SULYDWH�ZLWK�D�FRQGLWLRQDO�DFFHVV�V\VWHP�
�� 7KH�VWUHQJWK�RI�WKH�V\VWHP�UHOLHV�RQ�WKH�VWUHQJWK�RI�WKH�ZDWHUPDUNLQJ�DOJRULWKP�

�����60$6+�00'%��ZKHQ�UHWULHYDO�LV�PRUH�LPSRUWDQW�WKDQ�VWRUDJH

7KH� VWURQJHVW� SRLQW� RI� WKH� 60$6+� FRPER� LV� JLYHQ� E\� WKH� FRPELQDWLRQ� RI� LWV� WKUHH� PDLQ
FKDUDFWHULVWLFV�� WKDW� PDNH� LW� D� FDQGLGDWH� IRU� SRWHQWLDO� PDUNHW� VXFFHVV�� ODUJH� FDSDFLW\�� IDVW
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DFFHVV�DQG� ORZ�FRVW��2QFH� ODUJH�FDSDFLW\�KDV�EHHQ�SURYLGHG�YLD�D� ORZ�FRVW� WDSH�V\VWHP�� WKH
PDLQ� FKDOOHQJH� LV� WR� PDNH� WKH� V\VWHP� UHDFW� TXLFNO\� WR� WKH� XVHU
V� FRPPDQGV�� LQ� RUGHU� WR
WUDQVSDUHQWO\� DSSHDU� WR� KLP� DV� D� IDVW� DFFHVV� GHYLFH� �DV� DQ� 
H[SHQVLYH
� DUUD\� RI� GLVNV�� IRU
H[DPSOH���7KLV�UHTXLUHV�D�FDUHIXO�DQG�FOHYHU�RUJDQLVDWLRQ�RI�WKH�VWRUHG�LQIRUPDWLRQ��LQ�RUGHU�WR
HIILFLHQWO\�PDQDJH�WKH�UHVRXUFHV�WKH�DSSOLFDWLRQ�UHTXHVWV�

)DVW�DFFHVV�DQG�ODUJH�DPRXQW�RI�GDWD�DUH�DOVR�WKH�NH\ZRUGV�RI�'DWDEDVH�0DQDJHPHQW�6\VWHPV
�'%06���$�'%06� LV� D� WRRO� IRU�PDQLSXODWLQJ� D� GDWDEDVH��ZKLFK� LV�PDGH� DYDLODEOH� WKURXJK
VSHFLDO�VRIWZDUH�IRU�DUFKLYLQJ��UHWULHYLQJ�DQG�PRGLI\LQJ�REMHFWV�

:KHQ�GDWD�JURZ�EH\RQG�D�FHUWDLQ�GHJUHH�LQ�TXDQWLW\�DQG�FRPSOH[LW\��D�V\VWHP�IRU�FHQWUDOLVHG
PDQDJHPHQW� RI� GDWD� DQG� DSSOLFDWLRQV� LV� QHHGHG�� 7KLV� LV� FHUWDLQO\� QHFHVVDU\� LQ� FDVH� RI� D
VWRUDJH�V\VWHP�IRU�PXOWLPHGLD�DSSOLFDWLRQV�DV�WKH�60$6+�&RPER�LV��ZKHUH�SOHQW\�RI�GDWD�LQ
GLIIHUHQW�IRUPDWV�PD\�HQWHU�WKH�V\VWHP��:H�FDQ�DOVR�VD\�WKDW��XOWLPDWHO\��VWRUDJH�ZRXOG�KDYH
QR�VHQVH�LI�QR�UHWULHYDO�V\VWHP�ZDV�SURYLGHG�

'DWDEDVH�0DQDJHPHQW�6\VWHPV�SURYLGH�QRW�RQO\�GDWD� LQWHJULW\��FRQVLVWHQF\��RSWLPLVDWLRQ�RI
ERWK� VWRUDJH� DQG� SURFHVVLQJ� UHVRXUFHV�� SURYLGH� DOVR� WKH� XVHU� ZLWK� LQWHUHVWLQJ� IHDWXUHV� OLNH
DFFHVV� VSHHG�� IOH[LELOLW\� RI� UHWULHYDO�� WRWDO� DYDLODELOLW\� RI� WKH� VWRUHG� LQIRUPDWLRQ�� 7KHVH
FDSDELOLWLHV� KDYH� EHHQ� UHVHUYHG� VR� IDU� WR� FRPSDQLHV� ZLWK� FHQWUDOLVHG� FRPSXWLQJ� V\VWHPV�
ZKHUH�ODUJH�DPRXQW�RI�LQIRUPDWLRQ�DERXW�LWHPV�RU�SHRSOH�FRXOG�EH�RUJDQLVHG�LQ�DOSKDQXPHULF
WDEOHV��$V�WKH�FRPSXWHU�ZRUOG�KDV�PRYHG�IURP�ODUJH�PDLQIUDPHV�ZLWK�FHQWUDOLVHG�UHVRXUFHV�WR
QHWZRUNHG�� GLVWULEXWHG� DQG� SHUVRQDO� VROXWLRQV�� D� QHZ� IDVW� JURZLQJ� PDUNHW� LV� DWWUDFWLQJ� WKH
ZRUOG� RI� GDWDEDVH� WR� VKLIW� IURP� ODUJH� VFDOH� HQWHUSULVH� VROXWLRQV� WR� OLJKWZHLJKW� V\VWHPV� IRU
VPDOO�VFDOH�RU�GLVWULEXWHG�DSSOLFDWLRQV�

,Q�WKH�GHYHORSPHQW�RI�D�0XOWLPHGLD�'DWDEDVH�0DQDJHPHQW�6\VWHP�IRU�WKH�60$6+�&RPER�
WKH�FKDOOHQJH�LV�UHSUHVHQWHG�E\�WKH�QHFHVVLW\�RI�GHYHORSLQJ�D�IDVW��VPDOO�IRRWSULQW��HPEHGGHG
'%06�� FDSDEOH� RI� PDQDJLQJ� ODUJH� DQG� FRPSOH[� REMHFWV� IRU� DSSOLFDWLRQV� ZLWK� FULWLFDO
UHTXLUHPHQWV�
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