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Abstract - Digital mass recording devices for video data will enter the consumer market soon.
Service providers are reluctant to offer services in digital form because of their fears for unrestricted
duplication and dissemination. Therefore adequate copy protection systems should be developed, mos
likely based on labeling techniques.

In this paper we propose two different techniques for the real-time labeling of digital video. Both
methods embed the label information directly into an MPEG compressed video bitstream. The first
method embeds the label by changing variable length codes in the bitstream. The second methoc
discards some of the high frequency DCT-coefficients of the bitstream to embed the label. The first
technique is computationally less expensive than the second one, however, the second one is mot
robust against attacks to remove the label. We show that the label can still be extracted after MPEG

re-encoding at a lower bit-rate.
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Ca,Cs: cut-off point [0..63] inlc-region Aor B

Cimp: temporary cut-off point
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EOB: end of block marker

L: label bit string

Li: i bit out of the label bitstring

l: length of label bit string
lc-VLC: label bit carrying variable length code
Ic-region: label bit carrying region in an I-frame
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LSB: least significant bit

N: dimension of a DCT blockN=8)
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S(c) Subset of DCT coefficient numbers dependent 8(c) < {0..63}
T: detection threshold

T threshold for maximum number of changes per 8x8 DCT block
u: DCT-coefficient number after zig-zag scanning [0..63]

VLC: variable length code
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1. Introduction

Digital mass recording devices for video data will enter the consumer market soon. The development
rate and success of such devices depend not only on technological advances, but also on the existen
of adequate copy protection methods. The importance of copy protection systems is stressed by
representatives of the consumer electronics and motion picture industries who have agreed to see
legislation concerning digital video recording devices that would protect both intellectual property and
consumers’ rights [1]. A recommendation is submitted to the US Congress, which allows copyright
proprietors to prohibit copying from pay-per-view, video-on-demand programming and pre-recorded

media.

To realize a copy protection system, protection signals must be added to the video data in real-time by
the service providers and / or the recording devices to indicate if the data may be copied or not. By
embedding the protection signals directly in the video data instead of storing them separately, the
protection remains intact across different user platforms, interfaces (e.g. VCR/TV-set, multimedia PC)
and different data file formats. Another advantage of this approach is that the protection can not be

removed without affecting the quality of the video data.

Embedding protection signals into video data can be done by using labeling or watermarking
techniques. These techniques embed additional information, the label or watermark, into the video dat:
by modifying the original data under the constraint that the signal's quality is not significantly affected.
The label or watermark is a bitstre&mconsisting of label bitk; (i = 0, 1, 2,..., ), with a much lower

bit-rate than the video data bit-rate.
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Besides the quality constraint, the label should meet several other requirements. It should be possible t
extract the label using only the labeled video data, since a video recording device does not have the
original video data at its disposal. The label embedding and extracting procedure should be not too
complex, because a copy protection system in a consumer storage device should be inexpensive
Further, the procedures should be performed in real-time. Since video is distributed in MPEG

compressed form to save bandwidth and storage space, the label must not increase the size of th
compressed bitstream. If the size increases, the buffers in hardware decoders can run out of space ¢
the synchronisation between audio and video can be disturbed. Finally, it should be very difficult to

remove the label from the video stream. Processing techniques which do not significantly reduce the
quality of the video, like re-encoding the MPEG-stream at a lower bit-rate, can be used as attack to
remove the label. The label should be resistant to such processing techniques. A trade-off can be mad
between robustness and label size. The more label bits are added per video-frame, the less robust tt

label will be against processing techniques.

In literature, much attention is paid to labeling of still images and video. An overviegesitrlabeling
methods is given in [2]. In [3] a survey is given of possible image-watermarking application scenarios.
The labeling methods can roughly be divided into two groups. The methods in the first group only use
the labeled data to extract a label, where the methods in the other group use the labeled data togeth
with the original unlabeled data. Since for copy protection only the first kind of methods can be used,
we focus on this group. Most labeling methods add the label in the spatial [4..7], the Discrete Cosine
Transform (DCT) [8..13] or the Discrete Wavelet Transform (DWT) [14,15] domain. For rotation,
scale and translation invariant labels the Fourier domain is preferable [16].

To perform the labeling in real-time on compressed data, the compressed format must be taken intc

account, because decoding, labeling and finally re-encoding the data is computationally demanding.
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Only the methods presented in [8..12] deal with labeling of compressed data. In [8] a technique is
proposed which extends the spatial labeling technique described in [6] to the DCT-domain. The label is
incorporated in the DCT-coefficient domain of MPEG-2 coded video, without fully decoding and re-

encoding the stream. DC and AC coefficients are changed and drift-compensation is performed while
the requirement is met that the size of the labeled data should not increase. The label can only be
retrieved from the decoded video using correlation techniques in the spatial domain. In [9] a similar, but
less complex method is proposed that embeds the label in the DC-coefficients of the DCT-blocks. In
[10] another DCT-domain method is proposed in which a label bit is represented by the order of three
selected quantized coefficients. These three coefficients are selected out of a randomly chosen 8x¢

DCT-block, requantized and adapted in such a way that they have a certain order in size.

The methods described above are not suitable for MPEG video stream copy protection, because the
require a full decoding operation, drastically decrease the quality of the video, or increase the size of
the labeled data. Therefore we need other techniques which can be applied directly on the MPEG
compressed data and which do not have the mentioned drawbacks. In this paper two such technique
are proposed and evaluated [11,12]. The methods are inspired by the same concept of changing DCT
block’s variable length codes (VLC's), but they differ considerably in complexity, robustness and label

bit-rate. The first method adds the label directly in the MPEG-2 bitstream by replacing VLC’s. Since

decoding and re-encoding the video stream is not necessary, the labeling procedure is highly
computationally efficient. The second method is computationally slightly more demanding but also

more robust. The method is based on partially discarding quantized DCT-coefficients in the compressec
MPEG-video stream. For the labeling only partial decoding is needed and no re-encoding is required.
We will show that the label can be extracted even after the MPEG-stream has been re-encoded at

lower bit-rate, illustrating the robustness against attacks to remove the label.
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The labeling methods proposed in this paper heavily rely on the MPEG video compression standard
[17]. In Section 2 the concept of the labeling methods in relation to the relevant parts of the MPEG-
standard is discussed. Subsequently the two real-time labeling techniques for compressed video ar
introduced and evaluated in Sections 3 and 4. Finally, the robustness and complexity of the two

methods and their possible usage in a copy protection system are discussed in Section 5.

2. Concept of Labeling MPEG Video Streams

A real-time labeling algorithm for compressed video should closely follow the compression standard to
avoid computationally demanding operations, like DCT and IDCT transforms or motion vector
calculation. Therefore, the algorithm should work on the lowest layer, called the block-layer, in which
spatial 8x8 pixel blocks are represented by 64 quantized DCT-coefficients. Figure 1 shows the different

domains in which such a quantized DCT-block can be represented.
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Figure 1. DCT-block representation domains.
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The first domain in the block-layer is tkeefficient domairfcd). In this domain a block contaimé*N

(N=8) integer entries that correspond with the quantized DCT-coefficients. Many of the entries are

usually zero, especially those entries that correspond with the spatial high frequenciesutrieiael

domain the non-zero AC coefficients are re-ordered in a zig-zag scan fashion and are subsequently
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represented by a tuple,l), where the rur(r) is equal to the number of zeros preceding a certain
coefficient and the levdl) is equal to the value of the coefficient. In lowest level domain,bthe
domain (bd) the (r,l) tuples are represented by variable length coded (VLC) codewords. The

codewords for a single DCT-block are terminated by an end of block (EOB) marker.

The labeling method proposed in Section 3 operates on the lowest level domhihdtreain and is

based on replacing VLC's. Replacing VLC’s in an encoded MPEG stream is not computationally
demanding, the label can contain a very large amount of bits and remains intact across different use
platforms and interfaces. The method, described in Section 4, is applied aretheient domairand

based on discarding coefficients close to the end of the zig-zag scan. Since VLC decoding and run-leve

decoding is required, the complexity of this method is higher.

3. Labeling in the Bit Domain

3.1 Bit Domain Labeling Concept

The label bitstreanh, consisting of bitd; (i = 0, 1, 2,..., ) is embedded in the MPEG-stream by
selecting suitable VLC'’s and forcing the LSB (least significant bit) of theantized leveto the value

of Li. To ensure that the change in the VLC yields perceptually invisible degradations after decoding
and that the MPEG-bitstream keeps its original size, we select only those VLC'’s for which another
VLC exists with the same run length, a level difference of 1 and the same codeword length. A VLC that
meets this requirement is called a label bit-carrying-Vc&/(C).

According to Table B.14 and B.15 of the MPEG-2 standard [17], an abundance dt-a(dB's

exists. Furthermore, all fixed-length-coded DCT-coefficients following an Escape-code meet the
requirement. Some exampleslofVLC'’s are listed in Table 1, where the symboépresents the sign-

bit. The VLC’s in the intra and inter coded macroblocks can be used in the labeling process. The DC
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coefficients in intra blocks are not used, because they are predicted from other DC coefficients and

coded with a different set of VLC’s and Escape-codes.

Table 1.Example oflc-VLC’sin Table B.14 of the MPEG-2 Standard.

Variable length code | VLC size Run Level LSB of Level
0010 0110 s 8+1 0 5 1
0010 0001 s 8+1 0 6 0
0000 0001 1101 s 12 +1 0 8 0
0000 0001 1000 s 12 +1 0 9 1
0000 0000 1101 0s 13+1 0 12 0
0000 0000 11001 s 13+1 0 13 1
0000 0000011111s | 14+1 0 16 0
0000 0000 0111 10s | 14+1 0 17 1
0000 0000 0011 101s| 15+1 1 10 0
0000 0000 0011 100s| 15+1 1 11 1
0000 0000 0001 0011k 16+1 1 15 1
0000 0000 0001 0010 16+ 1 1 16 0

To add the label bitstreaimto an MPEG-video bitstream, the VLC’s in each macroblock are tested. If
anlc-VLCis found and the least significant bit of its level is unequal to the ladglB#0,1,2,..,), this

VLC is replaced by another, whose LSB-level represents the label bit. If the LSB of its level equals the
label bitL; the VLC is not changed. The procedure is repeated until all label bits are embedded.

To extract the label bitstreamthe VLC’s in each macroblocks are tested. HaWLC is found, the

value represented by its LSB is assigned to the labél.bithe procedure is repeated 60,1,2,..|

until nolc-VLC’s can be found anymore.

3.2 Evaluation of the Bit Domain Labeling Algorithm

The maximum label bit-rate is the maximum number of label bits that can be added to the video stream
per second. This label bit-rate is determined by the numder\diC'’s in the video stream and is not
known in advance. Therefore, we first experimentally evaluate the maximum label bit-rate by applying

the labeling technique to an MPEG-2 video-sequence. The sequence lasts 10 seconds, has a size of 7
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by 576 pixels, is coded with 25 frames per second, has a GOP-length of 12 and contains P, B and |
frames. The sequence contains smooth areas, textured areas and sharp edges. During the 10 second:
the video there is a gradual frame-to-frame transition and the camera turns fast to another view at the
end. This sequence coded at different bit-rates (1.4, 2, 4, 6 and 8 Mbit/s) is used for all experiments in
this paper and will be referred to as the “sheep-sequence”.

In Table 2 the results of the labeling are listed. Only the intra-coded macro blocks are used for the
labeling process. In this Table the “number of VLC’s” equals the number of all coded DCT-coefficients
in the intra coded macroblocks, including the fixed length coded coefficients and the DC-values.

Table 2. Total number of VLC’s and number lofVVLC’s in the intra coded macroblocks 1
secondsMPEG-2 video coded using different bit-rates and the maximum label bit-rate.

Video bit-rate number of VLC'’s number of lc-VLC’s Max. label bit-rate
1.4 Mbit/s 334.433 1.152 (0.3%) 0.1 kbit/s
2.0 Mbit/s 670.381 11.809 (1.8%) 1.2 kbit/s
4.0 Mbit/s 1.401.768 34.650 (2.5%) 3.5 kbit/s
6.0 Mbit/s 1.932.917 52.337 (2.7%) 5.2 kbit/s
8.0 Mbit/s 2.389.675 69.925 (2.9%) 7.0 kbit/s

It is possible to store up to 7 kbit of label information per second in the MPEG streams if only intra
coded macro blocks are used. If also the inter coded blocks are used the maximum label bit-rate
increases to 29Kbit/s. The results of this experiment are listed in Table 3. In this case the “number of
VLC’s” equals the number of all coded DCT-coefficients in the intra and inter coded macroblocks,

including the fixed length coded coefficients and the DC-values.

10
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Table 3. Total number of VLC’s and number lefVLC’s in the intra and inter coded macroblocks of
10 secondMPEG-2 video coded using different bit-rates and the maximum label bit-rate.

Video bit-rate number of VLC'’s number of lc-VLC’s Max. label bit-rate
1.4 Mbit/s 350.656 1.685 (0.5%) 0.2 kbit/s
2.0 Mbit/s 1.185.866 30.610 (2.6%) 3.1 kbit/s
4.0 Mbit/s 4.057.786 135.005 (3.3%) 13.5 kbit/s
6.0 Mbit/s 7.131.539 222.647 (3.1%) 22.3 kbit/s
8.0 Mbit/s 10.471.557 289.891 (2.8%) 29.0 kbit/s

Informal subjective tests show that the labeling does not result in any visible artefacts in the streams
coded at 4, 6 and 8 Mbit/s. It was not possible to reliably evaluate the quality degradation due to
labeling at less than 2 Mbit/s, because the unlabeled MPEG-streams already contain too many coding

artefacts.

Although the visual degradation of the video due to labeling is not noticeable, the degradations are
numerically measurable. In particular the maximum local degradations and the drift due to

accumulation is of relevance. In Figure 2a an original I-frame of the MPEG-2 coded “sheep-sequence”
is represented. If the original I-frame is subtracted from the corresponding labeled I-frame and the
absolute value of the difference signal is amplified by 60, the images, shown in Figure 2b and 2c, are
obtained. Since more bits are stored in an I|-frame of a video stream coded at 8Mbit/s more
degradations are introduced (Figure 2c) than in an I-frame of a video stream coded at 4Mbit/s (Figure

2D).

11
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Figure 2.(a) Unlabeled I-frame (b) Frame difference “(4I\/Iibi't/'s)” _ (c) Frame diﬁéréﬁce (8Mbit/s) _

According to Figure 2 most differences are located around the edges and in the textured areas. Th
smooth areas are left unaffected. From the experiments it appears toa¥liis are fairly uniformly
distributed over the DCT-spectrum. Therefore, we can expect each non-zero DCT-coefficient
represented by a VLC to have an equal probability of being modified. If we takadotmnt that
according to Table 3 at most 3.3% of all VLC'’s &ré¢/LC’s, the probability of a VLC being modified

can roughly be estimated as follows:
P[VLC maodified] = P[VLC = Ic-VLC] x P[label bit= LSB level of VLC] < 0.033x 0.5=0.016 (1)

Smooth blocks are coded with only one or a few DCT-coefficients. Because only 1.6% of them is
replaced, most of the smooth area’s are left unaffected. The textured blocks and the blocks containing
sharp edges are coded with far more VLC’s. These blocks will therefore contain the greater part of the

Ic-VLC's.

The maximum local degradation or the numbelcefLC’s per block must be as low as possible. The
visual impact of the labeling will be much smaller if the degradations introduced by modifylog an
VLC are distributed more or less uniformly over the frame, instead of being concentrated and

accumulated in a relative small area of the frame or even worse being accumulated in a single DCT-

12
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block. In Figure 3 the numbers lafVLC's per 8x8 block for the “sheep-sequence” coded at 8Mbit/s
are plotted in a histogram. It shows that 87% of all coded 8x8 blocks do not conté&orVaty The
rest of the coded 8x8 blocks contain one ore nohd_C’s. Most blocks (186.662) contain only one
Ic-VLC, which is about 64% of ait-VLC's in the sequence.
30 ]0
0
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27 =2
0
11
2411
1
21 ——8

18 —————28

15 E 148

12 E 1122

Number of Ic-VLC's per 8x8 block
(2]
<)

E 1186662
0 : : : : : — 1422845 .

1 10 100 1000 10000 100000 1000000 10000000
Number of 8x8 blocks

Figure 3. Number ofic-VLC’s per 8x8 block.

These numbers can be explained by examining Table B.14 and B.15 of the MPEG-2 standard [17]. The
most frequently occurring run-level pairs are coded with short VLC’s. Almost all short VLC’s do not
qualify as arlic-VLC. This means that the chance on a large numbk&r-dEC’s in one 8x8 block is

relatively low.

To limit the maximum number d€-VLC replacements per DCT-block %, a threshold mechanism

can be used. If the numberlofVLC's exceedd ', only the lasfl» Ic-VLC's are used for the labeling,

the rest is left unchanged. In Table 4 the label bit-rates for the “sheep-sequence” coded at 8Mbit/s are

13
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listed for several values df,. If at most 2lc-VLC replacements per block are allowdd, € 2), the
label bit-rate is only decreased to 83% of the maximum label bit-rate for Whishunlimited So
limiting the number ofc-VLC replacements per block can avoid unexpected large local degradations

without drastically affecting the maximum label bit-rate.

Table 4. Label bit-rates using a threshold for at mbstc-VLC replacements
per 8x8 DCT-block.

Tm =max.lc-VLC replacements per block Max. label bit-rate
2 24.2 Kbit/s
4 26.9 Kbit/s
6 28.1 Kbit/s
8 28.6 Kbit/s
10 28.8 Kbit/s
unlimited 29.0 Kbit/s

In an MPEG-video stream P frames are predicted from the previous | or P frame. The B frames are
predicted from the two nearest | or P frames. Since intra and inter coded macroblocks are used for the
labeling, errors are introduced in all frames. However, error accumulation (drift) from the frames used
for the prediction occurs in the predicted P and B frames. The drift can clearly be seen in Figure 4,
where the differencelMSE = MSE-MSE, is plotted. TheMSE, is the MSE per frame between the
uncompressed “sheep-sequence” and the sequence coded at SMbiIMSH iethe MSE per frame

between the uncompressed sequence and the labeled sequence coded at 8Mbit/s.
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Figure 4. AMSE of labeled sheep-sequence at 8Mbit/s.
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In Figure 4 it can be seen that the I-frames (numbered 1,13,25,37..) have thedld\sésthe AMSE

of a predicted B frame is 2 to 3 times larger than the error in the I-frames in the worst case. The
average Peak-Signal-to-Noise-Rati®S(NR between the MPEG-compressed original and the
uncompressed original is 37dB. If the labeled compressed video stream at 8Mbit/s is compared with the
original compressed stream, th®ISE causes an averagl®SNRof 0.1dB and a maximumPSNRof

0.2dB.

3.3 Robustness

A large label bitstream can be added and extracted in a very fast and simple way, but it can also be
removed without significantly affecting the quality of the video. However, it still takes a lot of effort to

completely remove a label from a large MPEG video stream. For example decoding the labeled MPEG-
stream and encoding it again using another bit-rate will destroy the label. But re-encoding is a
computationally and memory (disk) demanding operation. The easiest way to remove the label is by
labeling the stream again using another random label bitstream. In this case the quality is hardly
affected. Since re-labeling of a large MPEG video stream still requires special hardware or a very

powerful computer, the Bit Domain Labeling method is still suitable for consumer applications.

4. Labeling in the Coefficient Domain

4.1 Coefficient Domain Labeling Concept

The Coefficient Domain Labeling method embeds the label bitstteaamsisting of bitd; (i = 0, 1,
2,..., ) in the I-frames only. Each bit out of the label string has its own label bit-carrying-région,
region, in an I-frame. For instance the first bit is located in the top-left-corner of the I-framelcin an

regionof n 8x8 pixel blocks, as illustrated in Figure 5 for16.

15
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Figure 5. Bit positions and block definitions in a frame.

A label bit is embedded in ale-region by introducing an “energy” difference between the high

frequency DCT-coefficients of the top half of fbeegion (denoted byc-subregionA) and the bottom

half (denoted b). The energ¥a equals the squared sum of a particular subset of DCT-coefficients in

Ic-subregion A This subset is denoted Byfc) and is illustrated in Figure 6 by the white triangularly

shaped areas in the DCT-blocks. We define the total eneigfcjncomputed over tha/2 blocks in

subregion Aas follows:

n/2-1

EA(Q) = Z} ;(DCT coeff, )’
=0 u 9

(2)

In (2) the numbering of the DCT-coefficients is via the subscriptsy,(whereu represents the DCT-

coefficient number after the zig-zag scanning hmdpresents the DCT-block numberleéasubregion

A (see Figure 6). Similarly the energysobregion B denoted byEg, can be definedS(c)is typically

defined according to a cut-off poiain the zig-zag scanned DCT-coefficients.

16
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S(c) ={ue {0,63} | (u>c)} 3)

The selection of a suitable cut-off point for larregion is very important for the robustness and the
visibility of the label bit and will be discussed later. First we focus on how the labeling procedure
works, assuming that we have available a suitable cut-off poirtie energy differend® between top

and bottom half of alt-regionis defined as:

D=E-Es (4)

In Figure 6 the complete procedure to calculate the energy diffef2rafea Ic-region (n=16)is
graphically illustrated.

16 8x8 pixel 8 DCT-blocks
blocks —
b=0 b=3

|
A

n2-1

. —>EA(9= > (DCTooeffy)’

b=0 uN¢

8x8 DCT

b=12

Hl u=

DCT coefficiénts

64

Figure 6. Extracting a label bit from amxn pixel area.

We now define the label bit value as the sign of the energy diffeEericabel bit “0” is defined aB>0

and label bit “1” a$9<0. The label embedding procedure must therefore dfjaghdEs to manipulate

the energy differencB. If label bit “0” must be embedded, all energy after the cut-off point in the

17
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DCT-blocks oflc-subregionB is eliminated by setting the corresponding DCT-coefficients to zero, so

that:

D=Ea -Es = Ea-0 = +E4 (5)

If label bit “1” must be embedded, all energy after the cut-off point in the DCT-blod&ssolbregion

Ais eliminated, so that:

D=Ea-Es =0-K = -Es (6)

There are several reasons for using this energy difference inathgularly shapedareas The most
important reason is that calculating the energy difference and chadhgamgl Eg can easily be done on

the compressed stream. All DCT-coefficients, needed for the calculatBnafEs are conveniently
located at the end of the compressed 8x8 DCT-block after zig-zag ordering. The coefficients can be
forced to zero to adapt the energy without re-encoding the stream by shifting the end of block marker
(EOB) towards the DC-coefficient. Because coefficients are removed to add a label, the labeled
compressed video stream will always be smaller than the unlabeled video stream.désisary that

the labeled compressed video stream keeps its original size, stuffing bits can be inserted before eac
macroblock. Figure 7 graphically illustrates the procedure to caldtlate single compressed DCT-

block and to changE by removing DCT-coefficients located at the end of the zig-zag scan (i.e. high

frequency DCT-coefficients).

18
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Figure 7. Calculating and adapting the energy in an 8x8 compressed DCT-block.

4.2 Detailed Algorithm Description

Equations (3) and (4) indicate that the energy present in lbethbregions Aand B is of much
importance, because during the label extraction the difference between the endirpesused to

determine the label bit. The valuesEafandEg are determined by 2 factors:

¢ the size of thériangular shaped area@.e. the cut-off point)

¢ the spatial contents of the subregidnandB

If a positive energy differende = Ea - Es must be generated in tleregion presented in Figure 8a,

all DCT-coefficients inc-subregion Bmust be eliminated by selecting an extremely low cut-off point

to make Ea>Eg. Figure 8b illustrates this situation, where the presence of the label bit becomes clearly
visible inlc-subregion BIn order to avoid the use of an extremely low cut-off point in case one of the

subregions is smooth, we propose to randomly shuffle all DCT-blocks in the I-frame prior to
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embedding the label bits (Figure 8c). This does not pose any problems in practice when using MPEG
streams, because effectively we now select randomly DCT-blocks from the compressed stream to
define anlc-region instead of spatially neighbouring blocks. The crucial point for the quality /

robustness trade-off is now the choice for a cut-off pointeachc-region

A A
N s
Figure 8. (a) smooth and (b) positive energy differ- (c) shuffled frame
textured area ence enfokged Eg

To determine the cut-off poirtt for anlc-region we first calculate the energi€s(Cimp) and Eg(Cimp)
for all possible cut-off pointem, = 0..63 If D is the energy difference which will be enforced to add a

label bit in aric-region, the cut-off point is given by:

¢ = MAX(c), where €= { Cump € {0,63} | (Ea(Cimp) > D) A (Es(Cimp) > D)} (7)

The parameteb influences the number of DCT-coefficients which are discarded during labeling and
determines the visibility and robustness of the label together with parametes number of 8x8
blocks per label bit. This energy differenidewill decrease if the MPEG stream is modified e.g. by re-
encoding or filtering. If a relative large value fois chosen, each label bitiMbe spread over a large
area of the frame. The energiesandEg will now increase and fewer DCT-coefficients per 8x8 block

need to be discarded to create a differdhce

To extract a label bit from di-region we have to find back the cut-off poiat which was selected

during the embedding process. First the enekgifs.,,) andEs(cmp) are calculated for all possible cut-
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off points cmp = 0..63 Since only in ondc-subregionA or B DCT-coefficients are eliminated, we

search for two cut-off points, in lc-subregionA andcsg in Ic-subregionB:

ca = MIN(ct), where ¢={ cimp € {0,63} | (Ea(Cimp) < T)} (8)

cs = MIN(ct), where ¢={ cimp € {0,63} | (Bs(Cimp) < T)} (9)

Then we conclude that the actually used cut-off point was:

¢ = MIN(Ca,Cg) (20)

The detection thresholl influences the determination of the cut-off point. This value must be smaller

than the enforced energy differerioe but larger than 0. T = O the label can correctly be extracted

only if the video-stream is not affected by processing like adding noise, filtering or re-encoding.

However, if a small amount of noise is introduced in the highest DCT-coefficients, cut-off points will

be detected, which are higher than the originally enforced dn@stermines which amount of energy

will be seen as noise. The complete embedding and extracting procedures is shown in Figure 9.
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Labeling procedure:
Shuffle all 8x8 DCT-Y-blocks of an I-frame pseudo-randomly
FOR all label bit4; in label string. DO

Selectic-subregionA consisting oh/2 8x8 DCT-blocks,
Selectic-subregionB consisting oh/2 other blocks (Fig. 5)

FORCmp= 110 63 DO

n/2-1

CalculateEa(Cmp) andEg(Cimp) © E,(¢) = bz Z(DCTcoef(u,b))z
=0 uUS( 9

¢ = MAX(cy), where ¢ & { Cimp € {0,63} (Ea(Cimp) > D) 4 (Es(Cimp) > D)}

IF (L; = 0) THEN discard coefficients iBs(c) (all coefficients aftec in all 8x8 blocks of areB)

IF (L; = 1) THEN discard coefficients iB(c) (all coefficients aftec in all 8x8 blocks of areA)
Shuffle all 8x8 DCT-Y-blocks back to their original locations

Label extracting procedure:
Shuffle all 8x8 DCT-Y-blocks of an I-frame pseudo-randomly
FOR all label bitd; in label string. DO

Selectic-subregionA consisting oh/2 8x8 DCT-blocks,
Selectic-subregionB consisting oh/2 other blocks (Fig. 5)

FORCmp= 110 63 DO

n/2-1

CalculateEa(Cimp) andEg(Cimp) © E,(¢) = bz Z(DCTCOGfFu,b))Z
=0 uUS( 9

Ca = MIN(cy), where ¢ € { Cunp € {0,63} | (Ba(Cimp) < T)}
cs = MIN(cr), where ¢ € { Cunp € {0,63} | (Bs(Cimp) < T)}
L=0

IF (ca< cg) THENL; = 1

IF (Ca = Cp) ~ (Ea(Ca) < Eg(Ca)) THENL; =1

Figure 9. Complete procedure for label embedding and extracting.

4.3 Evaluation of the Coefficient Domain Labeling Algorithm

The label bit-rate is fixed and determined gythe number of 8x8 DCT-blocks pér-region To
evaluate the visual impact of the labeling and the label bit-rate we applied the labeling technique to the
“sheep-sequence” coded at different bit-rates. Over a wide range of sequences we have found :
reasonable setting for the energy differebce 20 and the detection threshdid= 15. The cut-off

pointsc for each label bit are allowed to vary in the range from 6 to 63. Informal subjective tests show
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that the label, embedded with= 32, is not noticeable in video streams coded at 8 and 6 Mbit/s. If
MPEG streams coded at a lower bit-rate are labeled matlB2, blocking artefacts around edges of
smooth objects appear. By increasmiyirther to 64 the artefacts disappear in the MPEG stream coded

at 4 Mbit/s. At a rate of 1.4 and 2 Mbit/s the compression artefacts always dominate the additional
degradations due to labeling. In Table 5 the results of the experiments are listed. The third column
shows the number of bits, which are discarded by the labeling process. The fourth column presents the
percentage bit errors found by extracting the labdétom the labeled stream and comparirigwith

the originally embedded oné, It appears that not enough high frequency coefficients exist in the
compressed stream coded at 1.4Mbit/s to create the energy diffeefaethe label bits, since only

75% of the extracted label bits are correct.

Table 5. Number of 8x8 DCT-blocks per bit, number of bits discarded by the labeling process,
% label bit errors and label bit-rate for the “Sheep-sequence” coded at different bit-rates.

Video bit-rate n Discarded bits % Bit errors Label bit-rate
1.4 Mbit/s 64 1.6Kbit/s 24.6 0.21 kbit/s
2.0 Mbit/s 64 4.6Kbit/s 0.1 0.21 kbit/s
4.0 Mbit/s 64 3.8Kbit/s 0.0 0.21 kbit/s
6.0 Mbit/s 32 7.2Kbit/s 0.0 0.42 kbit/s
8.0 Mbit/s 32 6.6Kbit/s 0.0 0.42 kbit/s

In Figure 10a the original I-frame of the MPEG-2 coded sheep-sequence is represented. If the origina
I-frame is subtracted from the corresponding labeled I-frame and the absolute value of the difference

signal is amplified by 60, the images, which are shown in Figure 10b and 10c, are obtained.

Figure 10.(a) Unlabeled I-framéb) Frame differencen=64, 4Mb/s)(c) Frame differencen=32, 8Mb/s)
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If we compare Figure 10 with Figure 2, we see that this labeling method causes fewer differences per
frame than the method described in Section 3, although the differences per block are larger. All
degradations are located in DCT-blocks with a relatively large number of high frequency DCT-
components, textured blocks and blocks with edges. Only blocks with energy in DCT-coefficients
above the local cut-off point are affected. The histograms of the cut-off points in the “sheep-sequence
coded at 1.4 and 8Mbit/s” are plotted in Figure 11. The minimum cut-off point for the stream coded at
8Mbit/s is 33, for a stream coded at 1.4Mbit/s the minimum is 6. The lower the bit-rate is, the lower the
cut-off points have to be because of the lack of high energy components in the compressed videc

stream.
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Figure 11. Histograms of the cut-off points in an MPEG-2 sequence coded at 1.4 and 8Mb/s.

The visual impact of the labeling will be much smaller if the degradations introduced by discarding
DCT-coefficients are distributed more or less uniformly over the frame. Removing all VLC's
representing DCT-coefficients from a few textured blocks will cause highly visible artefacts. In Figure

12 the numbers of discarded VLC's per 8x8 block for the “sheep-sequence” coded at 8 Mbit/s are
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plotted in a histogram. It appears that 95% of all coded 8x8 blocks in the I-frames are not affected by
the algorithm. From ale-region only the DCT-coefficients above a certain cut-off point in the half, an
Ic-subregion are eliminated. This means that from larsubregiononly a few (average 10%) 8x8

blocks have energy above the cut-off point.
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Figure 12. Number of discarded VLC's per 8x8 block.

Like in the Bit Domain Labeling algorithm a limit, can be set on the number of VLC'’s per 8x8 block

that are discarded during the labeling process. Whereas in the Bit Domain Labeling algorithm this limit
decreases the label bit-rate, the Coefficient Domain Labeling has a fixed label bit-rate. Instead, setting &
limit Tn, affects the robustness of the labélsome DCT-coefficients in one 8x8 block of &
subregionare not eliminated,dzause thémit T,, prohibits it, in the worst case one label bit error can
occur if the label extracted from this stream is compared with the originally embedded one. However,
since each label bit is dependentrodx8 blocks, the likelihood that this error occurs is relatively small.

In Table 6 the worst case percentages bit errors, which are introduced in the label of the “sheep-

sequence” coded at 8 Mbit/s, are listed for several valués. &ith proper error correcting codes on

25



Real-time Labeling of MPEG-2 Compressed Video

the label stream, the number of VLC’s to be removed can be greatly limited at the advantage of a bettel

visual quality without significantly effecting the label retrieval.

Table 6. Worst case % label bit errors introduced by lifpitthe maximum
number of discarded VLC's per 8x8 block.

Tm =Max. number of discarded VLC'’s per block | Worst case % bit errors
2 17%
3 9%
4 5%
5 3%
6 2%
unlimited 0%

Since P and B frames are predicted from | and P frames, the degradations introduced in the I-frames b
labeling appear also in the predicted frames. Because the P and B frames are only partially predictec
from other frames and partially intra coded, the degradations will fade out. No degradations are
introduced in the intra coded parts of the predicted frames by the labeling. The error fade-out can
clearly be seen in Figure 13, where the differeli&s-MSE, is plotted. TheMSE, is the MSE per

frame between the uncompressed “sheep-sequence” and the sequence coded at 8MMi8& i$he

the MSE per frame between the uncompressed sequence and the labeled sequence coded at 8Mbit/s.
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Figure 13.AMSE of labeled “sheep-sequence” at 8Mbit/s.
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The averag®®SNRbetween the MPEG-compressed original and the uncompressed original is 37dB. If
the labeled compressed video stream at 8Mbit/s is compared with the original compressed stream, th:
AMSE causes an averagfPSNRof 0.06dB and a maximumPSNRof 0.3dB. It appears that this
method has less impact on the averag&NRand more impact on the maximua®SNRthan the

method described in Section 3.

4.4 Robustness

Like the method described in Section 3, the label embedding and extracting procedures can be applie
to a video stream in real-time, however the method is slightly more complex. Removing the label by
labeling the stream again using another label and other pseudo-random block shuffling is not possible
Other more time-consuming, computationally and memory (disk) demanding methods have to be
applied to the labeled compressed video stream to attempt to remove the label. For simple filtering
techniques the compressed stream must be decoded and completely re-encoded. A less complex at
disk demanding, but still very computationally demanding operation would be transcoding. To see if the
label is resistant to transcoding or re-encoding at a lower bit-rate, the following experiment is

performed. The “sheep-sequence” is MPEG-2 encoded at 8 Mbit/s and this compressed stream i

labeled ( = 32). Hereatfter, the labeled video sequence is transcoded at different lower bit-rates.

% bit errors

4 45 5 55 6 65 7 75 8
Bitrate (Mbit/s)

Figure 14. % Bit errors after transcoding a labeled 8Mbit/s Mpeg-2 sequence at a lower bit-rate.
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The label stream is extracted from the transcoded streams and each label bit is compared with the
originally embedded label bitstream. If 50% bit errors are made the label is completely removed. The bit
errors introduced by decreasing the bit-rate are represented in Figure 14. It appears that if the video bit
rate is decreased by 25%, only 7% label bit errors are introduced. Even if the video bit-rate is decrease
by 38%, 79% of the label bitstream can be extracted correctly. Error correcting codes can improve this

result further.

Labeled(Data), Recording 1Y
orDam | Label present (Y/N)|

N

P> Add Label

i

Labeled(Data) ¢ Playback

Store

Figure 15. Simple copy protection scheme allowing only one copy.

5. Discussion

If the two labeling methods proposed in this paper are compared with each other, a trade-off can be
seen between complexity, label bit-rate and robustness. The Bit Domain Labeling method is
computationally highly efficient and has a very high label bit-rate, but is not robust against transcoding
or re-labeling. The Coefficient Domain Labeling method is more complex and has a lower label bit-rate,

but is resistant to a wide range of attacks like transcoding and re-labeling.

The two labeling methods are both suitable for a real-time copy protection system for digital video
recording devices. A copy protection scheme using our labeling methods is shown in Figure 15. This
system must be implemented in a video recording device and adds a "copy-prohibit" label to the video

stream which is stored. Before the recording device starts recording, the incoming video stream is
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checked for this label. The recording device will only start if the "copy-prohibit" label is not detected.

This means that data can only be copied once.

The question which labeling method should be used for a digital video recording device is currently
under investigation within the European ACTS SMASH project (ACO018: Storage for Multimedia

Applications Systems in the Home) [18]. The strength of the copy protection system is dependent on
the robustness of the labeling algorithm. If it appears that the strength of the SCMS [19] copy
protection system currently in use for digital audio recording devices is also sufficient for digital video

recording devices, the Bit Domain Labeling method can be used and the complexity of the required
hardware can be kept low. If a stronger copy protection system is required, the more complex

Coefficient Domain Labeling method can be used.
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